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2 Introduction

Skudra Server software module purpose is to provide radio control monitoring function
operators with frequency user information, current radio monitoring information and
historical radio monitoring information in the most effective way.

The system provides an opportunity to visualize and analyze monitoring data, thus
helping to perform more efficient monitoring and control of the radio frequency spectrum.
The system also collects information about the hardware and equipment used in monitoring
and other measurements, their technical data and other important information. The Skudra
Server application is regularly updated and renewed, so there may be situations when one of
the described functionalities works partially or is temporarily unavailable.
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3 Getting started with SKUDRA Server

You can work with the app using one of the web browsers (e.g. Google Chrome or
Microsoft Edge ). You can activate the home screen in:

1. Typein the address line of the browser: https://skudra/

0O https://skudra/

&G Signin
fig. 3. 1Command line entry

By choosing the access path described in the first two points, in the next step we get to
the login screen, where the user name and password must be entered.

-

LOGIN >

fig. 3. 2Login screen

In order for a VASES employee to become an authorized user of Skudra Server , it is
necessary to contact the main specialist of RMD, who will assign the user an account.

After successful authorization, a start screen appears with several sections, the actions
of which are described in the following points (content points 3-9).

iB SKUDRA SERVER SLAT v

QO =

Map Scheduler DF

@ N -]

Broadcast EMS statistics Equipment

24/7 Reports
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fig. 3. 3SKUDRA Server home screen with menus

4 Map

The "Map" section shows current and historical information about all individual
frequencies registered during monitoring with the SKUDRA Patrol program from fixed
monitoring points or mobile monitoring. Both registered users and NRS.

i [ SKUDRASERVER @ @ =

fig. 4. 1Monitoring data and map

The amount of data in the columns can be changed by zooming in or out of the map
on the right side of the screen. This can be done both by scrolling the mouse wheel, placing
the cursor over the map beforehand, and also by using the + and — (to scale) buttons in the
left, upper corner of the map. When you zoom in on Riga, the columns will show only the
information registered in Riga's fixed RMP, or mobile monitoring data, if they were made
within the zoomed-in map. Likewise in other regions.
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Skudra Server v.5.3.61.

1 2 3 4 5 6 7 8 9 11 12
Trequerlcy date level user Dlace bandwith count ocupancy correlation emi Spectrum actions
1008 20021024 609 SUPER FM infrastrukiz Ezeraiela 19, Valdem 155 2613 100 09130 300KFBEHF -- X
1047 20221024 49 Vards & Co (BC-FM-05 Ezera ela 19, Valdem 1875 2731 973 18770 300KFSEHF -- Bi
%7 20221024 60 RADIO SWH (BC-FM-1 Ezera icla 19, Valdem. . 125 2613 100 09140 300KFBEHF -- B
855 0221024 284 BALTKOM RADIO (BC Ezera iela 19, Valdem. . 130 26 1 07410 300KFBEHF -- B
o7 20221024 389 STAR FM (BC-FM-186. Ezeraicla 19, Valdem. . 1225 2613 100 08430 300KFREHF -- B
%3 2221024 30 STAR FM (BC-FM-113: Ezeraiela 19, Valdem 215 68 32 08140 300KFBEHF -- B
875 2221024 472 RADIO SKONTO LV (B Ezeraiela 19, Valdem 1675 2613 100 08510 300KFBEHF -- Y]
524 20221024 419 KURZEMES RADIO (B Ezeraiela 19, Valdem 135 213 100 08830 300KFEEHF -- Bi
893 20221024 393 RADIO SWH (BC-FM-1 Ezeraisla 19, Valdem 1925 2613 100 08580 300KFBEHF -- Bi
1038 0221024 301 STAR FM (BC-FM-065 Ezera icla 19, Valdem. . 175 62 232 07730 300KFBEHF -- BE
932 20221024 442 RADIO SWH (BC-FM-1 Ezera iela 19, Valdem. . 200 2613 100 0.8340 300KFBEHF -- B
%39 20221024 401 RADIO SKONTO LV (B Ezeraicla 19, Valdem. . 1675 2613 100 08400 300KFREHF -- X}
1074 2221024 476 SUPER FM infrastrukia Ezeraiela 19, Valdem 165 2612 100 09040 300KBEHF -- X}
1087 2221024 524 s Valsts radio un Ezeraiela 19, Valdem 120 2812 100 09100 300KFBEHF -- B
Anr AAAn anna Aar [y Ann adna an naran annerore I I n =
« ¢ 172 3 4 > »  intotal: 279283 25 A~ collons A~ £

fig. 4. 2Data arrangement in columns

The left side of the screen with the data arranged in columns. Data in columns can be
sorted in ascending or descending order by clicking on the column headings.

The columns show the following information:

1. Frequency, the use of which is fixed during monitoring.

Start date of the monitoring during which the frequency is fixed.
Signal level dBuV /m.

User. The data in this column are active links to user permission information (see
3.3). It can also be as NRS without additional data.

license: BC-FM-174  v4 ~ =

license company: SUPER FM infrastruktara

valid from: 2021-07-19
valid to: 2029-07-18
licenses statuss: ACTIVE

licenses coment: Izsniegta uz VASES iniciativas, nemot véra ieprieks uz diviem méneSiem izsniegto atlauju

ASSIGNMENTS I CONNECTIONS EEE

TABLE VIEW (=

Frequency TX/RX 1008

Bandwidth: 300 kHz:

Azimuth: 00

Emi: 300KFSEHF

Power: 300

Polarization: v

Adress Libagu pag., Talsu nov.
57.206886
22630986

Height Effective: 40

Equipment: PA 500, Virtualais raZotajs

Created At:

Updated At

BACK  CLOSE
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fig. 4. 3User authorization data
The fixed monitoring point or place from which the monitoring was carried out.
Frequency average bandwidth.
The number of times the frequency was fixed during monitoring.

Frequency occupancy in percent of the total monitoring time.

o e N o Wu

The correlation threshold indicates how reliably the frequency corresponds to a
sample spectrum . The higher, the more likely.

10. Class of electromagnetic radiation.

11. Accumulated spectrum and bandwidth images and occupancy graph. The
information in this column also contains active links (see Fig. 3.4).

120

. Freguency: 100.8 MHz
User: SUPER FM infrastruktira
80 Licenses BC-FM-174 - v4 MORE
60 Emi 300KFBEHF
40 Date: 2022-10-24 09:52:18
Adress: Ezera iela 19, Valdemarpils, Talsu nov.
0 Level: 60.9
o Bandwith 155
20 Ocupancy 2813 (100%)
. 005 529 1 09 -30 Correlation: 0.9130
00 g8 v
60
55 : - - :
240955 24 10:00 241005 2410:10

fig. 4. 4Accumulated spectrum, bandwidth and occupancy schedule

12.  You can get more detailed information about the measurement by clicking on the

" ﬁ go to event " icon ( see fig . 3.5). And it is also possible to correct or delete
the measurement.

2022.10.24 / Ezera iela 19, Vaidemarpils, Talsu nov.  #* Edit measurement event

fig. 4. 5Detailed information about the measurement

The number of columns can be changed by pressing the "Columns" button on the
bottom edge and selecting the required number of columns in the additional window .

) 20221024 301 Latvijas Valsts radio un Ezeraiela 19, Valdem 2375 2185 777 0.7170 300KFBEHF -- Bi
Frequency .

932 20221024 442 RADIO SWH (BC-FM-1 Ezera iela 19, Valdem 200 2813 100 0.8340 300KFBEHF - i
b Date

107.4 20221024 476 SUPER FM infrastruktg Ezeraela 19, Valdem 165 2812 100 0.9040 300KBEHF i i
User i

99.4 20221024 426 Radio TEV (BC-FM-11: Ezeraiela 19, Valdem 1225 2813 100 0.8650 300KF8EHF - B &
M Place

105.4 20221024 284 RADIO SWH (BC-FM-2 Ezera iela 19, Valdem 12 1 0.1 0.6690 300KFBEHF Bandwith Ba
Count

95.9 20221024 373 Latvijas Valsts radio un Ezeraiela 19, Valdem 120 2813 100 0.8660 300KF8EHF i
Ocupancy

911 20221024 469 Latvijas Valsts radio un Ezeraiela 19, Valdem 115 2813 100 0.8680 300KF8EHF Correlation | (B W
Emi

875 20221024 472 RADIO SKONTO LV (B Ezeraiela 19, Valdem 1675 813 100 0.8510 300KFBEHF — Ba

oy oy e i, i g i R s Fhn i Actions n =

« <« 1B o ~
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fig. 4. 6Changing the number of columns

The display of information on the side of the columns can be changed by clicking on the
"Grid display" button at the bottom of the page

0.8580 300KFSEHF -- B a

~ M 1]
25 collons £ -

fig. 4. 7Grid view button

Now, on the left side of the screen, instead of columns, pictures of the spectrum
accumulated in the measurements for each frequency are displayed.

03.10.2022 03.10.2022 03.10.2022
101 B 98.9 93.2

03.10.2022
9.9

03.10.2022 03.10.2022 03.10.2022
98.1 100.8 107.4

03.10.2022
1013

fig. 4. 8Grid representation

Details can be obtained by clicking on any of the pictures.
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03.10.2022
101

03.10.2022
983

03.10.2022 03.10.2022 03.10.2022
98.1 1047 100.8

120

100
8

03.10.2022
932

Frequency
User.
Licenses:
Emi

Date
Adress
Level
Bandwith
Ocupancy
Correlation

03.10.2022
107.4

Skudra Server v.5.3.61.

03.10.2022
985

98.3 MHz
STAR FM
BC-FM-1131-v1 MORE
300KFBEHF
2022-10-03 09:50:42
Purgali, Kandavas pag., Kandavas nov.
378
255
1850 (100%)
0.8510

03.10.2022
969

03 09:55 03 10:00

u
03 10:05

fig. 4. 9Detailing in grid representation

In the upper right corner of the screen, above the map, there is a search menu window.

‘ ' Q, active ,
/

fig. 4. 10Location of the search window

When you left click mouse on it, it scrolls down, and you can enter search/filter
parameters (frequency, user, level) to select information.

240470 MHz ~ LATVENERGO 20-30

A CLOSE | RESET

fig. 4. 11Search window

Searching information - frequency, level, date can be entered in the fields with a
limitation from — to, thus expanding the search range. After entering the data in the search
fields, the filtered information appears in the columns on the left side of the screen.

Next to the search window are two square buttons :

1 1. DR bearing ) spread button.

E Ma p@yg;gt button.

att. 4.12 Pelengdcijas un kartes izklajuma pogas

Pige cviene
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By pressing the DF layout button, an additional window opens, in which, by default, the
names of Riga monitoring points are displayed:

KARTES DF SLOKAS IELA VALDLAUCU IELA

2, Pérses iela, Riga, LV-1011 171, Slokas iela, Riga, LV-106 2 k-2, Ezermalas iela, Riga, L\ 5, Valdlautu iela, Riga, LV-101i

56.898504( 24.0161132 56.960472 24.02856 56.993983 24194394 56.903556 24144138

degres 2 egre 2 egre 2 egre 2
SHOW RESET MANEGE DF

fig. 4. 13DF pop-up window

To add other Latvian points, press "MANAGE DF":

Page 100f30



User manual for Skudra Server v.5.3.61.

KARTES DF SLOKAS IELA VALDLAUCU IELA

2, Pérses iela, Riga, LV-1011 171, Slokas iela, Riga, LV-106 2 k-2, Ezermalas iela, Riga, L\ 5, Valdlautu iela, Riga, LV-107
56.8985040 24.0161132 56.960472 24.02856 56.993983 24.194394 56.903556 24144138
degres 2 egre 2 legre 2 egre 2

use this use this use this use this
87, Stradnieku iela, Daugavpil 93, Brivibas iela, Liepaja, LV-2 41, Kr. Valdemara iela, Rézek 7, Gaujas iela, Valmiera, LV-4:
55.879078 26.555067 56.524428 56.524428 56.514389 27.330889 57.535709 25420158
o o s s
degres 2 egre 2 egre 2 egre 2

[ usethis O usetnis [ usetnis [ usethis

VENTSPILS

77, InZenieru iela, Ventspils, L

57.383138 21.549866
o
degres 2
Leaflet | @ OpenStreetMap contributo
[] usethis

SHOW RESET CLOSE

fig. 4. 14DF Management window

Now you can add or remove the points needed for data analysis in the table. Instead of
the fixed points, you can also record longitude and latitude degrees, so you can see the bearing
picture from any other point in Latvia where monitoring with direction determination has
been carried out. It is also possible to change the color of each dot's outline:

PERSES IELA SLOKAS IELA

2, Pérses iela, Riga, LV-1011 171, Slokas iela, Riga, LV-1067 2 k-2, Ezermalas iela, Riga, LV-1006 5, Valdlautu iela, Riga, LV-1076
56.951958 24123882 56.960472 2402856 56.993983 24194394 56.903556 24144138
O
2 gradi 2 grad 2
lietot lietat lietot
DAUGAVPILS LIEPAJA REZEKNE
87, Stradnieku iela, Daugavpils, LV-5417 93, Brivibas iela, Liepaja, LV-3401 41, Kr. Valdemara iela, Rézekne, LV-4601 & L ]
207 229 42
55379078 26555067 56524428 56524428 56514389 27.330889

fig. 4. 150ptions for changing the colors of the directional beams
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In the fields "Degrees" write the results of measurements, in the next cell the tolerance
+/-. By default, the tolerance is +/- 2. In the example picture, the map of surveying results from
all Riga monitoring points. It can be both zoomed in and out.

fig. 4. 16Map of bearing

The map layout button allows you to select map layers and overlays:

PSSR N

v ¢

map layers

LV GEO: Qriofoto karte,
infrasarkanais

LGIA: Orto foto

LGIA: karte

OSM: tum3a

LGIA: Kadastrs A

O3sM

@O0O0000 O

OSM: peléka
map overlayers

[J sKuDRA

[J LICENSES t\

[ DFLAYER

fig. 4. 17Map layout options

To return to the initial view, the "CLEAR" and "CLOSE" buttons must be pressed on the
DF layout screen.
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PARADIT

NODZEST

AIZVERT

fig. 4. 18How to return to the home screen

5 24/7

the "24/7" section of Skudra Server , you can view the measurements made during
monitoring with Skudra Patrol within the limits of whole ranges together with the spectrum

diagram of the waterfall.

When opening the section , columns with range monitoring diets are visible on the left,
and a map that can be zoomed in or out on the right. Highlighting one of the lines on the left
side at the bottom of the screen below the map, a spectrum diagram of the waterfall appears,
which can also be zoomed in or out:

- SKUDRA SERVER

20220027 1460

20220927 8500 -

L 20220927 4400

Vent. 20220927 3800-

<

20220926 30.0-76.0 MHz

AN

326
20220926 335 4000000000000
MHz

e & protected 4 duration

12 days,
1629242172
12days,

16:29.242173
12 days.
1629

12 days i
1629202172 ®

1day
4032351055

1day
4032351058

1day,
403235106

ay
403235105
1<

1day,
4032351058

IS % | K|S | S| K| S

fig. 5. 1IRange monitoring data, map and waterfall spectrogram

In the data columns, you can see information about the point from which the
measurements were made. Frequency range and monitoring date and duration.
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Freqguency date from date to
statuss ¢ adress date Frequency range protected + duration
InZenieruiela 77 Vent 20220927 1460 - 1740 MH 12 days,
nzenieru ela L vent... X R - . Z - 16:29:24 2173
InZenieruiela 77, Vent . 2022.09.27 8500 - 950.0 MHz 12 days,
‘ R o ) 16:29:24 2173!
InZenieruiela 77, Vent . 20220927 4400 - 470 0 MHz 12 days,
y VONL-- o R - 16:29:24 2173!
InZenieruiela 77, Vent . 2022.0927 3800 - 430.0 MHz 12 days,
‘ R o ) 16:29:24 2173!

fig. 5. 2Range monitoring detail

Dragging the mouse cursor over the spectrogram of the waterfall changes the
information about the frequency and signal level in the field next to the spectrogram.

Frequency: 931.759998 MHz
Level 58: dBuV/m
Zoom: 5 LatLng(-2.416431, 12.775)} |

Frequency range:
807 MHz - 993.2 MHz

fig. 5. 3Waterfall spectrogram information

6 Broadcasting

Monitoring of broadcast ranges is performed at fixed points with the help of frequency
spectrum analyzer ETL and the results are automatically saved on the Skudra Server website
after the end of the measurements. With ETL, measurements of broadcasting stations and
DVBT signal levels, scanning of broadcasting and DVBT ranges, as well as deviations and MPX
measurements of broadcasting stations are performed. You can get to the broadcast
measurement results directly from the Skudra Server environment by clicking on the
"Broadcast" icon,

o

Broadcast

fig. 6. 1Broadcast icon SKUDRA Server

When opening one of the menus, we arrive at a page with signal level measurements of
broadcast stations (dBuV /m).
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SKUDRA SERVER @ v O "
Ventspis ¥ svel ¥  Comonlable ¥ +
DATE 7.9 955 59.3 09.9 90.4 90.6 91.1 92 92.0 93.7 94.3 94.5 95 95.3 95.9 6.5 96.9 97.6 99.5 99.2 1001 100.5 100.8 101.3 101.9 1022 103 103.2 103.0 104.2 105 105.4 106 1064 106.7 107.4 107.9 99.9 93.2 1045

202210260815 90 89 5 86 57 62 61 5769 83 40 B2 686 61 84 52 60 55 85 52 89 38 62 9 39 90 5 62 60 69 85 8 64

202210241806 85 85 57 B2 57 79 61 5685 80 X 77 S35 62 @1 50 7B 56 B2 53 88 38 63 67 39 88 57 63 60 67 5 M 65 G 5 8
202210210006 85 55 S8 B4 S8 B0 B3 SBES 81 41 B0 5685 83 A2 S 75 56 £2 54 88 40 63 38 40 88 57 63 62 63 85 65 B8 65 57 &7

202210091418 85 83 56 85 5T 62 61 ST 7 82 M B0 5688 62 B4 52 70 55 85 52 80 X 62 80 W W0 S G 60 69 85 65 65 6 50

202101409:28 50 89 S 85 S50 6 8 I B2 S6B8 61 84 51 01 54 B4 52 @9 3 61 @9 I 9D 6 61 60 69 &7 @6 66 63 59 B9 @3 S 62

2022.10.1210:18 82

T a7 76 8183 62 7o 48 U6 85 81 53 87 37 63 86 38 & S G2 61 66 B4 M4 8BS 64 57 88 78 &1 70

2022404010:27 83 83 57 81 ST 7B 61 STE) 76 38 75 5384 62 81 50 75 S8 B 53 &7 3 63 96 34 B8 56 61 62 65 B4 B4 B5 B4 57T B0 80 52 80

2022100709:26 82 82 57 B0 ST i7 80 ST B0 6 35 75 5183 61 78 47 76 5 80 52 86 3 62 8 3 G % 61 61 66 81 84 64

202210061425 85 96 6 83 5T B0 60 STES 81 M T9 5485 61 82 S0 78 M 84 52
0221005118 82 82 B

02210040922 82 82 54 79 &7

2022400310:01 84 84 A B ST T

2022.093009:34 86 85 57 B2 57 79 61 5685 40 39 79 5486 63 @1 S0 76 S 62 53 88 W 63 47 40 88 & 62

2122092908:07 85 85 6 82 S0 78 61 5B E5 90 62 @1 51 17 5% B 5 63 87 38 62 G 58 80 M 53 B2
WRWMIZA R AL A D AT 1 os R TR LTI A1 52 W R2 A4 AT O R Al SR AR Ta 81 TA T
12 3 2 al: 773 25 A glons ~ &3

s Saka B Lo, 2022 Vo

fig. 6. 2Measurements of broadcast station levels

In the left, upper corner of the screen, you can choose which monitoring point's
measurements to view.

i SKUDRA SERVER

Ventspils v Level V Comon.table Vv
pi Daugavpils 38.5 89.3 89.8 90.4 90.8 91.1 92 92.8 93.7 94.3 94.5 95 95.3 95.9
Ezermalas 39 56 8 57 82 61 5783 83 40 82 5688 61
) 35 57 82 57 79 61 5885 80 37 77 5385 62
Grobina
35 58 84 58 80 63 5885 81 41 80 56 8 63
Liepaja
38 56 85 57 82 61 5787 82 39 80 5688 62
Pérses iela 39 56 86 58 83 61 5688 83 37 82 5688 61

~ . .. 33 57 81 57 77 61 5783 77 37 76 5183 62
Pérses iela (dir)

33 57 81 57 78 61 5783 78 38 78 5384 @2

Rézekne
32 57 80 57 77 B0 5781 76 35 75 5183 61
Slokas iela 35 56 83 57 80 60 5785 81 38 79 548 61
. 32 56 88 57 84 60 5789 85 42 83 58 90 62

Valdlauéu
2 56 79 57 76 61 5781 77T 35 76 5083 61

Valmiera
34 56 81 57 78 61 5884 79 37 77 5384 62
Ventspils 35 57 82 57 79 61 5885 80 39 79 5486 63

2022.09.2908:07 85 8> 56 82 58 79 61 588 80 39 79 5485 62

fig. 6. 3Selection of monitoring point

Next to that, you can choose what kind of measurements you want to review (level,
direction, deviation, scan, DVB-T scan, DVB-T level or MPX).
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HH SKUDRA SERVER

Ventspils v Level Vv Comon.table v
DATE  Level 91.1 92 92.8 93.7 94.3 94.5 95 95.3
2022.10.26 08:156 ¢ Direction 61 57 8 83 40 82 56 88
2022.10.24 18:06 ¢ - 61 58385 80 37 77 5385
Parameters.deviation
2022.10.21 09:05 ¢ 63 58385 81 41 80 56 86
Parameters.scann
2022.10.19 14:18 ¢ 61 57 87 82 39 80 56 88

20221014 09:28 ¢ Parameters.dvbscann 61 56 88 83 37 82 56 88

2022.10.1210:18 ¢ 61 5783 77 37 76 5183
Parameters.dvblevel

2022.10.10 10:27 ¢ 61 5783 78 38 78 5384
Parameters.mpx

2022.10.07 09:28 ¢ 60 57 81 76 35 75 5183

2022.10.0614:25 85 86 56 83 57 80 60 578 81 38 79 54 86
fig. 6. 4Choice of measurement type

For measurements, with some exceptions, it is possible to choose the arrangement of
the data in a table or graphical representation.

i SKUDRA SERVER

Ventspils v Level Vv Comon.table v
DATE 87.0 885 89.3 + Comon.table |g55 937 043 94.5 95 95.3 95.9 96.5 96.9
2022.10.26 08:15 90 89 56 Comon.chart 88 83 40 82 56 8% 61 84 52

2022.10.24 18:06 85 &85 57 827757 79 BTS8 85 80 37 77 53 85 62 81 50
2022.10.2109:056 86 85 58 &84 58 80 63 5885 81 41 80 56 86 63 82 51
2022.10.1914:18 86 88 556 &85 57 82 61 5787 82 39 80 5688 62 84 52

2022.10.1409:28 90 89 56 86 58 83 61 5688 83 37 82 5688 61 84 53

fig. 6. 5Arrangement of data in a table

Only graphical display is for broadcast scan and DVB-T scan measurements. Below is the
broadcast scan schedule. When you move the cursor over the circles of the graph, you can see
information about the level at different points.
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17z, A
SKUDRA SERVER GENG v O v
Ventsplls ¥ Parametersscann ¥ Comon.chart v < 2022-10-26 05:15:11 > +
Apraides skené3ana 2022-10-26 05:15:11 Ventspils (RBW - 30 kHz) =
|
comon.level H
92 MHz
LEVEL 56.1 dBuV/m
£ Y
H
10
s 83 1 s 1 101 3 104 1 1 1 10
mon.mask V mon.maskH @ hangesV @ hanges H - comon.level H - level V

fig. 6. 6Broadcast station scanning schedule

DVB-T broadcast scan schedule.

SKUDRA SERVER @e v 0 v

I+

Venisplls ¥ Paramelersdvbscann ¥ Comonchart ¥ < 2022.10-26 05:0007 ¥ >

DVB Apraides skenélana 2022-10-26 050007 Ventspils (RBW - 160 kHz)

comon.level H

544.6 MHz
LEVEL: 84.1 dBuV/m

LEVEL (dBuy fm)

0 50 00 50 200 250 00 350 200 450 500 550

comon.maskH @ comon.changes H % comon.level H
fig. 6. 7Scan schedule for DVB-T stations

In the graphs of the levels of broadcasting stations, it is possible to view the graphic
changes of the levels of individual stations over a longer period of time. Before that, you must
select a specific frequency in the field next to "Schedule". Also in this graph, by following the
line with the cursor, it is possible to see the values at different points of the circle.
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SKUDRASERVER @ene v @ v

=

LEVEL (dBuv/m)

# 90.0MHz — comonlimitiine+3db  — comon.limitline-3 db

VA Elekirriskie skt Iirs Luzdios, 2022 Versja 534

fig. 6. 8A schedule of individual broadcast station level changes during the period

In the table view, it is possible to change the number of columns on the screen, excluding
frequencies from the list.

i SKUDRA SERVER @ENG v

e v
1001
entspils ¥ Level ¥ Comontable ¥ 1005 t
1008
DATE 7.9 865 89.3 89.8 90.4 50.8 91.1 52 628 937 943 945 05 95.3 95.9 96.5 96.9 97.6 96.5 99.2 1001 100.5 100.8 101.3 101.9 1022 103 1032 103.8 1042 105 105.4 106 106.4 106 ors 21045
2022102608:16 90 89 S5 65 57 B2 61 5788 B3 40 B2 5663 61 64 52 60 55 65 52 8 3B 62 09 30 00 58 62 60 68 85 64 64 63 1018
222102418:08 85 85 57 82 57 79 61 5385 B0 37 5385 82 81 50 78 56 82 53 88 38 63 & % 88 5T 6 60 6 6 1022
Ma210210808 85 55 59 B4 S B0 63 598 B 4 B o 63 @ 51 T8 S5 @ St 8 40 6 8 4 S & @ o 5 03
& 032
202210491418 88 88 56 85 57 82 61 57 67 &2 30 & 62 84 52 79 85 52 89 30 &2 68 30 00 58 63 60 o @
1038
202210.4409:28 90 89 56 65 sS4 B3 61 5668 B3 37 6 84 53 81 5 2 8 % 6 89 9 60 63 60 &3
1042
2022101210:18 82 83 57 81 57 77 61 57 83 7 62 79 8 6 a1 53 87 kI [ 86 3 8 6 82 61 84 (]
105
202210.1010:27 83 B3 57 B1 57 18 61 57 83 62 81 50 75 56 81 53 8 37 6 86 56 62 64 80
B " 105.4
: 5 s7 60 5781 76 3 75 5 & T 5 o 7 5 & 5 80
20221007 09:28 82 82 57 80 T oE 5T 8 17 6 80 52 & 8 a7 & & 6 3 05
2022.100814:26 85 05 56 03 57 60 60 5785 B1 38 79 5465 61 62 50 79 54 64 52 8 30 62 65 30 90 56 6 6 52 1084 | 8
2022100611:19 92 92 56 88 57 B84 B0 5789 B85 42 83 5800 62 8 54 80 55 86 52 91 39 62 B9 40 OG0 59 62 G0 B 84 1067 82
2022100409:22 62 62 56 79 57 76 B1 5781 77 35 76 5083 61 78 47 75 55 79 52 85 4 86 &l se|| O 1074 i
2022100310:01 84 84 56 81 57 78 61 5884 79 37 77 5384 62 80 50 77 56 81 53 &7 & 86 W 68 5 6 6 84 078 | s
222093009:4 85 85 ST 52 57 70 61 5085 B0 9 79 sS40 63 81 S0 79 56 62 53 &8 30 63 67 40 88 5T 62 61 67 85 04 65 o4 oA 999
2022002008:07 85 85 56 82 54 78 61 5865 B0 30 79 5486 62 81 51 77 56 &2 53 88 3B 63 & 38 60 57 8 61 68 85 85 65 52
022002812:48 A4 A1 SR A0 57 77 R STRY 7R %R 77 SPA4 Al 70 43 75 S8 R % AR W R? A W AT B8 A1 A1 A8 B4 M S 7
il 2 3 - e

VS “Blskioniskic SakarT Indrs Laadind. 2022 Versia §34

fig. 6. 9Changing the number of columns in a table

Location directions of broadcasting stations at monitoring points are made with other
hardware (not ETL) and are described in the Argus software, as defined monitoring
measurements. After they are done, special csv format files are prepared at the points and
imported into the Skudra Server environment. This is to be done by clicking on the "Add new
measurement" button in the upper right corner of the "Broadcast" page.

B SKUDRA SERVER @ENG v O v
onon ate |Z|

fig. 6. 10Start of loading of broadcast station direction measurement files

entspils ¥ Level v

You have to choose the location of the file and select the import option.

m SKUDRA SERVER @mc v O v
comon.import
Venispils ¥  Level ¥  Comon.able ¥ .
DATE 87.9 88,5 89.3 89.8 90.4 90.8 91.1 X cLose 105.4 106 106.4 106.7 107.4 107.9 99.9 93.2 104.5

fig. 6. 11File loading process
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7 DF ( Direct Finding / direction measurements)

In section DF, are stored direction measurements made at monitoring points with the
Skudra Patrol software, with a condition that the operation of Skudra Patrol with direction
finding equipment is possible at monitoring point and the setting to send data to Skudra Server
is activated.

The DF section is activated by entering the Skudra Server website and clicking on the
corresponding "DF" icon.

fig. 7. 1Directional measurement icon in Skudra Server

A window appears with the ID numbers, locations, times and ranges of the saved
measurements.

i SKUDRA SERVER GG v @ v

does D adoss st Frogoncy e
550 430 | [ oo |
[0 iron: |
50 sz
EEETm

EEmEm

EEETm

o owom omom omom om owowom

>
>
Q

fig. 7. 2Directional measurement data table

In the next step, highlight the required line and press the "CHOSE" button on the upper
left corner of the screen.

Page 190f30



User manual for Skudra Server v.5.3.61.

2
SKUDRA SERVER
searcn
CHOSE
chose 1D adress date Frequency range
) ’ . 2022.10.19 15:51:09 146 - 174 MHz [l 380 - 430 MHz | 87.5 - 108 MHz | 440 - 470 MHz [ 850 - 950 MHz
| v 9440  Lapinas, Grobinas pag., Grobinas nov. 2022 10 19 154919
9419 Lapinas, Grobinas pag., Grobinas nov 2022.10.07 13:12:04 146 - 174 MHz | 380 - 430 MHz [l 87.5 - 108 MHz [§ 440 - 470 MHz [{ 850 - 950 MHz
’ ’ : 2022.10.18 12:32:23
9418 Lapinas, Grobinas pag.. Grobinas nov. 2022.10.07 13:09:34 146 - 174 MHz [ 380 - 430 MHz | 87.5 - 108 MHz J§ 440 - 470 MHz [ 850 - 950 MHz
e 088 pag., Groviy 2022.10.07 13.08:45
R _ 2022.06.08 10:16:08 442 - 443 MHz
9092  OS3upes, Marupes nov. 2092 06.08 111644
2022.05.25 10:20:42
9060 Bérzlapes, Grénes, Olaines pag.. Olaines nov. I 440 - 450 MHz

fig. 7. 3A path to directional measurement detail

Details of direction finding measurement and map with frequency direction, if frequency
direction finding was successful appears, which you can zoom in and zoom out.

[ skura SERVER v O .
J

= - y— P
<arpakaL]l Qimn v | Dosec +| 3 Dtnuems - shie "5

[ s

comoncnose  Merums ¢ Frekvence ¢ skails fimens vizens ¢ Ataua § EM) Spekrs izmainu datums
v | 902 ] 2515 25 1043 1946 QNRS  BKSOFXE L 1164
44256075 6 965000015250769 QrRs  BEOFE D w2

fig. 7. 4Detailing of direction measurements with a survey map

You can return to the list using the "BACK" button

HH SKUDRA SERVER

() 14:08

¥4 comon.other_time (=] 20.04.2022.
fig. 7. 5Return to the DF home screen

8 Equipment

The Equipment section of the system gathers information about the equipment at the
disposal of the monitoring department, which is used in the work process. Here you can find
information about equipment location and calibration dates, as well as equipment
instructions and calibration certificates, etc.
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The Equipment section of the System is available to all users registered in the System in
reading mode.

You can get to the equipment registry directly from the SKUDRA Server environment by
clicking on the " Equipment" icon,

Equipment

fig. 8. 1Equipment registry icon for SKUDRA Server

Opening one of the menus, we get to the list of equipment. The columns contain
information about inventory number, name, type, material responsible person, user, location,
calibration data and technical documentation or user manual.

w axumm SERVER @ v O

I
A
- m om

S
1
A

-

v 2164743 2018.07.13 - -

2201208 10 - v

fig. 8. 2Equipment Registry Master Table

By highlighting one of the lines, a details with all the above information and a link to the
documentation can be downloaded for familiarization purposes.

equipment.nr: 3189 - TV/FM apraides méruztvérgjs ETL

3189

(M 2017.10.20 (M 20201020
103582

TV/FM apraides méruztvérgjs ETL

equipment.sepectrumanalyzer

(™ 2014.02.03

Valmiera (Gaujas iela 7, Valmiera)

equipment.ok

Ao X close
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fig. 8. 3Single line detailing

The required number of columns can be turned on and off by pressing the "COLUMNS"
menu in the lower right corner of the page.

20220225 20220225 2024.02.25 —
0

Equipment.nr
2022.02.25 2022.02.25 2024.02.25 _

Equipment serial
2022.02.25 2022.0225 2024.02.25 — Equipment.name
Equipment eq_type

Equipment.date_of_purchase

o

20211214 2021.12.14 2024.02.14 — Equipment.responsible
User
Equipment.place

Equipment.calibration

2022.02.07 2022.02.07 2025 02.07 —
Equipment.calibrationdate
Equipment_calibrationvalid_to

2016.07.13 - Equipment.verification ‘
Equipment verificationdate .

JELRL AR - Equipment.verificationvalid_to

20201211 2020.12.11 2023.12.11 = Equipment statuss 1
Equipment.files .

20171020 _ Equipment statistic f

SO0/ O0OB8BO0OBd0Oa

Actions »

fig. 8. 40ption to change the number of columns

Adding new hardware is described in the RUNIS user manual.

9 Scheduler

This module is intended for Skudra Patrol measurement task planning from on user
interface to all registered Skudra Patrol instances.

)

Scheduler

fig. 9-1 Scheduler icon SKUDRA Server

Scheduler consist on 3 sections, where each section main functionality will be described in this chapter.

SCHEDULE MEASUREMENTS  MEASUREMENT UNITS

fig. 9-2 Scheduler sections
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10 Measurement units

EEEBEER :

%

fig. 10-1 8.1 Measurement unit section

In this section user can see all registered Skudra Patrol instances, their parameters and
location, in table and map view. Each instance has fallowing parameters:

e Host— PC host name where is instaled Skudra Patrol;

e Status — status of Skudra Patrol instance, options are OFF/ON;

e Receiver — Skudra Patrol instance used receiver;

e IP address — ip adress to Skudra Patrol instancel;

e Latitude — Skudra patrol instance locations latititude (in WGS84);

e Longitude — Skudra patrol instance locations longitude (in WGS84);

Each Skudra Patrol instance have unique record in database, if in Skudra Patrol is
changed on of listed parameter (Host, Receiver, IP address) new instance record will be
created. When Skudra Patrol instance is set to remote, status update is send to server.

11 Measurement

NARROWBAND

WIDEBAND DET | MASK DET SPECTROGRAMS _ STATISTICS | SCHEDULER DF_TRIGGERING | SPIKES DET

OFF OFF OFF SKUDRASERVER  OFF

MHz

e -
s R » osee ore orr ore oo orr

W4
3000 MHz LowDistortion 10 dBuV/m

fig. 11-1 Measurement section
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Measurement section consist of user defined measurement tasks. Users with
corresponding rights can add, change and remove measurement tasks. It also provides
functionality to search defined tasks, it is possible to search by — Name, frequency range start,

stop frequency, receiver name.

Edit measurement: new

new
) 30 3000 Sending to server b
- P

NARROWBAND DET. WIDEBAND DET. SPIKES DET. E

06 15 |
F

30 10 F
F

Changing mask. renage start and stop frequencies will be changed F

F

F

C i

AIZVERT

fig. 11-2 Measurement edit window

Editing Skudra Patrol measurement task will show up form for creating and editing tasks, task
form corresponds to all the same range definition form in Skudra Patrol, for more details see
Skudra Patrol user manual “3.2. Range definition section”.

2022.8.19_Grobina_(87.5-470MHz)(1) zip - Skudra PATROL v4.5.4

(@) vessuremerts () = @ setings BN Fances B Semple spectra (Y Machine leaming ([ Masks [ Aot

Measurement range list

pa

DF

’Eax

PRI =
Name Frequencies Step Adtenuation Licence det. det whend Mask detection Bt Jammer det. Spectrogram Statistics
. 510 dBulm
M %gm‘; 100kHz/200kHz | OFF ;g ﬁﬁ“v’” ?'ssda OFF OFF OFF E;j‘:aw OFF Listed
15.80%
Ol vt 460 MHz W 10dBuvim Jadb
60 MHs 2/25MHz  |OFF Wi OFF OFF 0.5prb, OFF OFF OFF OFF
umsdvbtd
87,5 MHz 10 dBuVim 06 Level: 550 dBuVin ON
O|rmz 7o 100H/200kHz | ON o ™ e oFF OFF OFF - oFF
2d8 5x>30 dBuVim
[ jammer ﬁm: 10MHz/100MHz | OFF ;gff:“"’” OFF ﬁgammda“‘”" OFF 10- 180kHz OFF OFF Ay
5d8 105 .80% v
20
cy fange name Licence detection Jammer detection Repott statistics [ Triggered DF

FM2

Win. fiekd strength 18 3 Repotting interval |5 v@ 10
a Guorriced dsence
30- 180 30 5 NRS

RF seftings
Start/end frequency Narmowband detection = Spectrogram storage:
w75 02 Coneiton sauech O Locaty
Skudra Server
Channel step Noise squeich(dB) 17 =
100kH2/200kHz
_ Mask detection Broadband detection
oN - .
AtennuatoridB) Defined mask flatFM 15
05
IF Attennuator m Fixed squelch(dB): — Report DF ta
Sdvbt3 .
Crameltepbt 100 ] 7 umsdvbn3 Skudra Server
% ~ @ lektroniskie Sakari”, :
@ VAS "Elektroniskie Sakari®, 2022

fig. 11-3 Skudra Patrol Range definition section

when connecting to Skudra Patrol instance to Server it also send available ML models
and spectrum Masks on this instance, see “3.6. Machine learning section” and “3.7. Masks
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section”. After connecting instance it is possible to assig responding ML models and Masks,
that means, if Instance is disconnected, it is not possible to add it to task.

12 Schedule

Schedule section allows to plan predefined tasks to registered Skudra Patrol Instances.

MEASUREMENTS

< () 15062022 > MONTH

NAME FREQUENCY RANGE RECEIVER & CHANEL STEP v DAUGAVPILS

o
(27) tactical /] (32) 400 tactical / EBS00: %000 chanacks

EBS0O (26) tactical / EBS00: 14400 chansels

PRIOO

PRI0O

(9) SMD420 PRIOO

8) FM PR100

5) 400 tactical EB500

4) tactical EB500

G)FM PRI0O

2) PMr 400-440 o EB500
4

PRIDD 10MHz/100MHZ

8500 (28) tactical / EB500; 14400 chanen

fig. 12-1 Schedule section

Schedule section consist of two parts — predefined tasks and horizontal calendar
consisting of registered Skudra Patrol instances in separate rows. Multiple instances
(receivers) of one host are grouped.

To plan task in schedule, it is needed to drag and drop task in desired calendar row,
where is responding Instance, receiver.

(11-06-2022 19:53:22) FM

B MHz

fig. 12-2 Dragged and dropped task.

When task is dragged and dropped it is not saved in schedule, to save user need to
double click on it and edit/review tasks start, stop and recurrence. Only after pressing “SAVE”
button task will be sent to Server.

Edit measurement:

0 FM / 205 channels *
87.5 - 108 MHz | 2022-06-15 22:30 - 2022-06-16 00:30

SINGLE TASK REPETED TASK

D 15.06.2022. @ 22:30 D 16.06.2022. @ 00:30 |

Measurement lenght: 2 hours

B save X AIZVERT

fig. 12-3 Planed task review.
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Edit measurement:

0 EM / 205 channels %
87.5 - 108 MHz | 2022-06-15 22:30 - 2022-06-16 00:30

SINGLE TASK REPETED TASK

[] 15.06.2022. @© 2230 [ 16.06.2022. (@© 00:30 ‘

Measurement lenght: 2 hours
Repeat interval

Every day at. 22:30
Every Wednesday at time 22:30

Every month 15. on date at time 22:30

B save X AIZVERT

fig. 12-4 Repeated task

it is also possible to plan repeated task, repeating period options are following:
e Everytimeat...;
e Every week on curent weak day;
e Every month on curent month day;
And also last measurement date, until which date all repeated tasks will be created.

By changing task start and stop date it will show in task list overlapping tasks.

(25) PMR 146-172 | EB500: 4160 channels

146 - 172 MHz

fig. 12-5 Saved tasks represents color-coded statuses: grey — saved, not sent. Blue — sent and accepted.

13 Reports

This module is intended for conducting reports on monitoring activities, as well as on
current events in the company and industry, both in Latvia and around the world. Access to
the section is through the Skudra Server app by clicking on the "Reports" icon.

Reports

fig. 13. 1Reports icon SKUDRA Server
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A window appears where you can select the type of report. They are MONITORING,
ACTIVITIES and SKUDRA PATROL. You can also choose a reporting period.

HH SKUDRA SERVER

MONITORING CTIVITIES  SKUDRA PATROL

2022.10.01 - 2022.12.31
fig. 13. 2Selection of report type
MONITORING. Graphical information about fixed and mobile monitoring reports drawn

up in the defined period.
Bi SKUDRA SERVER

ACTIVITIES SKUDRA PATROL

@ENG v

MONITORING
2022.10.01 - 2022.12.31
2121 Fikséta monitoringa rezultata noforméto 2125 Mobila monitoringa rezultata noforméto radiomonitoringa informaciju

radiomonitoringa informaciju skaits atskaites skaits atskaites perioda

perioda

fig. 13. 3Monitoring reports window

ACTIVITIES. Information about current events in the company, industry and binding
regulatory acts. The activity section is used as a system for recording daily and other important
tasks, the textual information of which is used to create various reports. It is possible to add

classifiers from the Administration environment.

2022.10.01 - 2022.12.31
3

--reporis.types - v --reports.divisons -- v

documents date_of_issue ¢ documents classification ¢ documents classdfication_sub ¢ reports type:

022 1021 Sadarbiba LV M

4042020 Eksperti LV

fig. 13. 4Current information window or ACTIVITIES
The list can be exported as an xls file by pressing the button "EXPORT" in the upper right

corner of the screen
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cormon.export

[t e

fig. 13. 50ption to export current information

As a result, the downloaded files folder shows:

I Comments 18 Sh

Fle  Home nsert  Pagelayour  Formuls  Data  Review  View  Help
ﬁj éé || et W A A B= - General - = @ Fj &8 2 = z:i:ti’s“m : ?? /C)
= v E-e-a- EEE W% Y B e sy | o T O e st | Do
Clipboard 7 Font ] Alignment ] Number ] Styles Cells Editing Analysis
Al - S RUD aktivita3u atskaite par laika periodu no 2022-07-01 lidz 2022-09-30
A B C D E F G H [
i RUD aktivitasu atskaite par laika periodu no 2022-07-01 lidz 2022-09-30
Datums Tips Klasifikators Apakeklasifikators Apraksts Darbinieks

3 RUD  |2022-09-21 |Gada Normativie akti Satiksmes ministrijai sniegts viedoklis par MK projektu “ Fcijas parvaldis Balode
4 [RUD  [2022-09-26 |Gada ETS| standarti LVS sniegts viedoklis par jaunu ETSI standartu projektu EN 301 489-17 V3.2.5 (ElectroMagne| Edite Balode

5 [RUD  [2022-09-26 |Gada Jaunas funkcijas Maksligais intelekts P&c VARAM aicinajuma Maris Camans delegéts par atbildigo no VAS ES puses, lai padzilinat|Edite Balode

6 RUD  |2022-09-26 |Gada Komercdarbiba/ attistiba Drona projekta ietvaros Saja nedéla planoti testa lidojumi. Edite Balode

7 |RUD 20220926 |Gada Starptautiskas darba grupas, pasal CEPT ECC FM22 darba grupal fesniegts input dokuments par Latvijas poziciju mobilo sakaru tiklu s Edite Balode

g RUD  |2022-03-26 |Gada Komercdarbiba/ attistiba Sagatavots nodevums par individuala mérka izpildi saistiba ar "Inovomobilis" papildus piey Edite Balode

9 RUD 2022-09-22 |Gada Uzraudziba pasakumos T™MS VAS ES veica spektra i = ktivtate 3 d MOTUL Edite Balode
10 RUD  |202209-22 |Gada Normativie akti Ar Aizsardzibas ministriju, Tieslietu ministriju un Vides ai un regionalas atti Balode
11|RUD  |2022-09-22 |Gada Jaunas funkcijas Kvantu tikli Kvantu tiklu projekta notikusi tiksanas ar projekta partneriem. Parrunts jautajums par pro Edite Balode
12|RUD  |2022-09-22 |Gada Jaunas funkcijas 56 koridori Tiksands ar Rigas biznesa skolas profeseruy, lai parrunatu, kuru 5G koridoru projekta Balode
13|RUD  |2022-09-22 |Gada Jaunas funkcijas 56 koridori 5G koridoru projekta kick off sanaksme ar Eiropas komisiju un Igaunijas partneriem. Edite Balode
14 |RUD  |2022-09-19 |Gada Komercdarbiba/ attistiba No SAF tehnikas sanemtas visas nepiecie3amas iekartas dronam. Sodien planots visu salikt|Edite Balode
15 RUD  |2022-08-19 |Gada ptautiska sadarbiba Arvalstu partneri Lietuvas regulatora parstavji plane veidot jaunu numeracijas datu bazi, tadal i iei & Balode
16|RUD  |2022-09-18 |Gada Normativie akti Satiksmes Ministrija lidz sniegt viedokli par MK projekta H Balode
17|RUD  |2022-09-19 |Gada Jaunas funkcijas Darbs pie projekta pieteikuma sagatavozanas attieciba uz publisko mobilo sakaru parklajun Edite Balode

18 RUD  |2022-09-18 |Gada Kamercdarbibay attistioa Ar Daini, Artdry, Karli un Montu tiek rundts par iesp&jama Eiropas finansgj ieméram, Edite Balode

RUD aktivitasu atskaite | (&) o

fig. 13. Appearance of the 6information export xlIs format file

SKUDRA PATROL. Still to be clarified. Gets to the screen from the main SKUDRA Server
window.

i SKUDRA SERVER
ORING ACTIVITIES  SKUDRAPATROL

20221001- 20221231
Frequencies

Pattems

Lovel Corcosf (11000) occupancy

™
I} '
| .
T : : . ;
fl I

Novadi

i

o

LLETT

fig. 13. 7SKUDRA Patrol window in the SKUDRA Server app.
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14 Sample spectra

After logging in to Skudra Server , in the upper right corner of the screen, next to the
user name, there is a down arrow, which when pressed brings up the " Sample Spectra " menu.

(3] v

Logout

fig. 14.1 Sample spectra menu button

Selecting " Sample spectra " opens a window showing lines with the basic information
of the so-called sample spectra . When you move the cursor over one of the rows, the
spectrogram, radiation class and name appear on the right side of the screen. The monitoring
program Skudra Patrol uses sample spectra in its operation , that is, it compares the frequency
parameters recorded in daily measurements with one of the sample spectra .

[ SKUDRA SERVER @ v | @

chose

20KOG7W TETRA/

fig. 14.2 Table of sample spectra and spectrograms
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15 Appendix

16 Abbreviations and terms used.
VASES — State joint-stock company "Elektroniskie sakari"
RUNIS — information system of the radio frequency monitoring department
RMP — radio monitoring point
EMI — electromagnetic radiation
EMS — electromagnetic situation
NRS — Unidentified Radio Signal
DF — Direction Finding , determination of direction

TMS — transportable monitoring station



