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2 Introduction 

Skudra Server software module purpose is to provide radio control monitoring function 

operators with frequency user information, current radio monitoring information and 

historical radio monitoring information in the most effective way. 

The system provides an opportunity to visualize and analyze monitoring data, thus 

helping to perform more efficient monitoring and control of the radio frequency spectrum. 

The system also collects information about the hardware and equipment used in monitoring 

and other measurements, their technical data and other important information. The Skudra 

Server application is regularly updated and renewed, so there may be situations when one of 

the described functionalities works partially or is temporarily unavailable.  
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3 Getting started with SKUDRA Server 

You can work with the app using one of the web browsers (e.g. Google Chrome or 

Microsoft Edge ). You can activate the home screen in: 

1. Type in the address line of the browser: https://skudra/ 

 

fig. 3. 1Command line entry 

By choosing the access path described in the first two points, in the next step we get to 

the login screen, where the user name and password must be entered. 

 

fig. 3. 2Login screen 

In order for a VASES employee to become an authorized user of Skudra Server , it is 

necessary to contact the main specialist of RMD, who will assign the user an account. 

After successful authorization, a start screen appears with several sections, the actions 

of which are described in the following points (content points 3-9). 

 

https://skudra/
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fig. 3. 3SKUDRA Server home screen with menus 

4 Map 

The "Map" section shows current and historical information about all individual 

frequencies registered during monitoring with the SKUDRA Patrol program from fixed 

monitoring points or mobile monitoring. Both registered users and NRS. 

 

fig. 4. 1Monitoring data and map 

 The amount of data in the columns can be changed by zooming in or out of the map 

on the right side of the screen. This can be done both by scrolling the mouse wheel, placing 

the cursor over the map beforehand, and also by using the + and – (to scale) buttons in the 

left, upper corner of the map. When you zoom in on Riga, the columns will show only the 

information registered in Riga's fixed RMP, or mobile monitoring data, if they were made 

within the zoomed-in map. Likewise in other regions. 
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fig. 4. 2Data arrangement in columns 

The left side of the screen with the data arranged in columns. Data in columns can be 

sorted in ascending or descending order by clicking on the column headings. 

The columns show the following information: 

1. Frequency, the use of which is fixed during monitoring. 

2. Start date of the monitoring during which the frequency is fixed. 

3. Signal level dBµV /m. 

4. User. The data in this column are active links to user permission information (see 

3.3). It can also be as NRS without additional data. 
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fig. 4. 3User authorization data 

5. The fixed monitoring point or place from which the monitoring was carried out. 

6. Frequency average bandwidth. 

7. The number of times the frequency was fixed during monitoring. 

8. Frequency occupancy in percent of the total monitoring time. 

9. The correlation threshold indicates how reliably the frequency corresponds to a 

sample spectrum . The higher, the more likely. 

10. Class of electromagnetic radiation. 

11. Accumulated spectrum and bandwidth images and occupancy graph. The 

information in this column also contains active links (see Fig. 3.4). 

 

fig. 4. 4Accumulated spectrum, bandwidth and occupancy schedule 

12. You can get more detailed information about the measurement by clicking on the 

" go to event " icon ( see fig . 3.5). And it is also possible to correct or delete 

the measurement. 

 

fig. 4. 5Detailed information about the measurement 

The number of columns can be changed by pressing the "Columns" button on the 

bottom edge and selecting the required number of columns in the additional window . 
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fig. 4. 6Changing the number of columns 

The display of information on the side of the columns can be changed by clicking on the 

"Grid display" button at the bottom of the page 

 

fig. 4. 7Grid view button 

Now, on the left side of the screen, instead of columns, pictures of the spectrum 

accumulated in the measurements for each frequency are displayed. 

 

fig. 4. 8Grid representation 

Details can be obtained by clicking on any of the pictures. 
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att. 4.12 Pelengācijas un kartes izklājuma pogas 

 

fig. 4. 9Detailing in grid representation 

In the upper right corner of the screen, above the map, there is a search menu window. 

 

fig. 4. 10Location of the search window 

When you left click mouse on it, it scrolls down, and you can enter search/filter 

parameters (frequency, user, level) to select information. 

 

 

fig. 4. 11Search window 

Searching information - frequency, level, date can be entered in the fields with a 

limitation from –  to, thus expanding the search range. After entering the data in the search 

fields, the filtered information appears in the columns on the left side of the screen. 

Next to the search window are two square buttons : 

1. DF ( bearing ) spread button. 

2. Map layout button. 
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By pressing the DF layout button, an additional window opens , in which, by default, the 

names of Riga monitoring points are displayed: 

 

 

fig. 4. 13DF pop-up window 

 

 

 

To add other Latvian points, press "MANAGE DF": 
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fig. 4. 14DF Management window 

Now you can add or remove the points needed for data analysis in the table. Instead of 

the fixed points, you can also record longitude and latitude degrees, so you can see the bearing 

picture from any other point in Latvia where monitoring with direction determination has 

been carried out. It is also possible to change the color of each dot's outline: 

 

fig. 4. 15Options for changing the colors of the directional beams 
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In the fields "Degrees" write the results of measurements, in the next cell the tolerance 

+/-. By default, the tolerance is +/- 2. In the example picture, the map of surveying results from 

all Riga monitoring points. It can be both zoomed in and out. 

 

fig. 4. 16Map of bearing 

The map layout button allows you to select map layers and overlays: 

 

fig. 4. 17Map layout options 

To return to the initial view, the "CLEAR" and "CLOSE" buttons must be pressed on the 

DF layout screen. 
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fig. 4. 18How to return to the home screen 

5 24/7 

 the "24/7" section of Skudra Server , you can view the measurements made during 

monitoring with Skudra Patrol within the limits of whole ranges together with the spectrum 

diagram of the waterfall. 

 When opening the section , columns with range monitoring diets are visible on the left, 

and a map that can be zoomed in or out on the right. Highlighting one of the lines on the left 

side at the bottom of the screen below the map, a spectrum diagram of the waterfall appears, 

which can also be zoomed in or out: 

 

 

fig. 5. 1Range monitoring data, map and waterfall spectrogram 

 In the data columns, you can see information about the point from which the 

measurements were made. Frequency range and monitoring date and duration. 
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fig. 5. 2Range monitoring detail 

Dragging the mouse cursor over the spectrogram of the waterfall changes the 

information about the frequency and signal level in the field next to the spectrogram. 

 

 

fig. 5. 3Waterfall spectrogram information 

6 Broadcasting 

Monitoring of broadcast ranges is performed at fixed points with the help of frequency 

spectrum analyzer ETL and the results are automatically saved on the Skudra Server website 

after the end of the measurements. With ETL, measurements of broadcasting stations and 

DVBT signal levels, scanning of broadcasting and DVBT ranges, as well as deviations and MPX 

measurements of broadcasting stations are performed. You can get to the broadcast 

measurement results directly from the Skudra Server environment by clicking on the 

"Broadcast" icon, 

 

fig. 6. 1Broadcast icon SKUDRA Server  

When opening one of the menus, we arrive at a page with signal level measurements of 

broadcast stations (dBµV /m). 
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fig. 6. 2Measurements of broadcast station levels 

 In the left, upper corner of the screen, you can choose which monitoring point's 

measurements to view. 

 

fig. 6. 3Selection of monitoring point 

 Next to that, you can choose what kind of measurements you want to review (level, 

direction, deviation, scan, DVB-T scan, DVB-T level or MPX). 
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fig. 6. 4Choice of measurement type 

For measurements, with some exceptions, it is possible to choose the arrangement of 

the data in a table or graphical representation. 

 

fig. 6. 5Arrangement of data in a table 

Only graphical display is for broadcast scan and DVB-T scan measurements. Below is the 

broadcast scan schedule. When you move the cursor over the circles of the graph, you can see 

information about the level at different points. 
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fig. 6. 6Broadcast station scanning schedule 

DVB-T broadcast scan schedule. 

 

fig. 6. 7Scan schedule for DVB-T stations 

In the graphs of the levels of broadcasting stations, it is possible to view the graphic 

changes of the levels of individual stations over a longer period of time. Before that, you must 

select a specific frequency in the field next to "Schedule". Also in this graph, by following the 

line with the cursor, it is possible to see the values at different points of the circle. 
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fig. 6. 8A schedule of individual broadcast station level changes during the period 

In the table view, it is possible to change the number of columns on the screen, excluding 

frequencies from the list. 

 

fig. 6. 9Changing the number of columns in a table 

Location directions of broadcasting stations at monitoring points are made with other 

hardware (not ETL) and are described in the Argus software, as defined monitoring 

measurements. After they are done, special csv format files are prepared at the points and 

imported into the Skudra Server environment. This is to be done by clicking on the "Add new 

measurement" button in the upper right corner of the "Broadcast" page. 

 

fig. 6. 10Start of loading of broadcast station direction measurement files 

You have to choose the location of the file and select the import option. 

 

fig. 6. 11File loading process 
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N/A. 

7 DF ( Direct Finding / direction measurements) 

In section DF, are stored direction measurements made at monitoring points with the 

Skudra Patrol software, with a condition that the operation of Skudra Patrol with direction 

finding equipment is possible at monitoring point and the setting to send data to Skudra Server 

is activated. 

 

The DF section is activated by entering the Skudra Server website and clicking on the 

corresponding "DF" icon. 

 

fig. 7. 1Directional measurement icon in Skudra Server 

A window appears with the ID numbers, locations, times and ranges of the saved 

measurements. 

 

fig. 7. 2Directional measurement data table 

In the next step, highlight the required line and press the "CHOSE" button on the upper 

left corner of the screen. 
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fig. 7. 3A path to directional measurement detail 

Details of direction finding measurement and map with frequency direction, if frequency 

direction finding was successful appears, which you can zoom in and zoom out. 

 

 

fig. 7. 4Detailing of direction measurements with a survey map 

You can return to the list using the "BACK" button 

 

fig. 7. 5Return to the DF home screen 

8 Equipment 

The Equipment section of the system gathers information about the equipment at the 

disposal of the monitoring department, which is used in the work process. Here you can find 

information about equipment location and calibration dates, as well as equipment 

instructions and calibration certificates, etc. 
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The Equipment section of the System is available to all users registered in the System in 

reading mode. 

You can get to the equipment registry directly from the SKUDRA Server environment by 

clicking on the " Equipment" icon, 

 

fig. 8. 1Equipment registry icon for SKUDRA Server 

Opening one of the menus, we get to the list of equipment. The columns contain 

information about inventory number, name, type, material responsible person, user, location, 

calibration data and technical documentation or user manual. 

 

fig. 8. 2Equipment Registry Master Table 

By highlighting one of the lines, a details with all the above information and a link to the 

documentation can be downloaded for familiarization purposes. 
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fig. 8. 3Single line detailing 

 The required number of columns can be turned on and off by pressing the "COLUMNS" 

menu in the lower right corner of the page. 

 

fig. 8. 4Option to change the number of columns 

Adding new hardware is described in the RUNIS user manual. 

 

9 Scheduler 

This module is intended for Skudra Patrol measurement task planning from on user 

interface to all registered Skudra Patrol instances. 

 

fig. 9-1 Scheduler icon SKUDRA Server 

Scheduler consist on 3 sections, where each section main functionality will be described in this chapter. 

 

fig. 9-2 Scheduler sections 



User manual for   Skudra Server v.5.3.61. 

Page 23of30 
 

10 Measurement units 

 

fig. 10-1 8.1 Measurement unit section 

In this section user can see all registered Skudra Patrol instances, their parameters and 

location, in table and map view. Each instance has fallowing parameters: 

• Host – PC host name where is instaled Skudra Patrol; 

• Status – status of Skudra Patrol instance, options are OFF/ON; 

• Receiver – Skudra Patrol instance used receiver; 

• IP address – ip adress to Skudra Patrol instancel; 

• Latitude – Skudra patrol instance locations latititude (in WGS84); 

• Longitude – Skudra patrol instance locations longitude (in WGS84); 

Each Skudra Patrol  instance have unique record in database, if in Skudra Patrol is 

changed on of listed parameter (Host, Receiver, IP address) new instance record will be 

created. When Skudra Patrol instance is set to remote, status update is send to server. 

11 Measurement  

 

fig. 11-1 Measurement section 
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Measurement section consist of user defined measurement tasks. Users with 

corresponding rights can add, change and remove measurement tasks. It also provides 

functionality to search defined tasks, it is possible to search by – Name, frequency range start, 

stop frequency, receiver name. 

 

fig. 11-2 Measurement edit window 

Editing Skudra Patrol measurement task will show up form for creating and editing tasks, task 

form corresponds to all the same range definition form in Skudra Patrol, for more details see 

Skudra Patrol user manual “3.2. Range definition section”. 

 

 
fig. 11-3 Skudra Patrol Range definition section 

when connecting to Skudra Patrol instance to Server it also send available ML models 

and spectrum Masks on this instance, see “3.6. Machine learning section” and “3.7. Masks 
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section”. After connecting instance it is possible to assig responding ML models and Masks, 

that means, if Instance is disconnected, it is not possible to add it to task. 

12 Schedule 

Schedule section allows to plan predefined tasks to registered Skudra Patrol Instances. 

 

fig. 12-1 Schedule section  

Schedule section consist of two parts – predefined tasks and horizontal calendar 

consisting of registered Skudra Patrol instances in separate rows. Multiple instances 

(receivers) of one host are grouped. 

To plan task in schedule, it is needed to drag and drop task in desired calendar row, 

where is responding Instance, receiver. 

 

fig. 12-2 Dragged and dropped task. 

When task is dragged and dropped it is not saved in schedule, to save user need to 

double click on it and edit/review tasks start, stop and recurrence. Only after pressing “SAVE” 

button task will be sent to Server. 

 

fig. 12-3 Planed task review. 
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fig. 12-4 Repeated task 

it is also possible to plan repeated task, repeating period options are following: 

• Every time at …; 

• Every week on curent weak day; 

• Every month on curent month day; 

And also last measurement date, until which date all repeated tasks will be created. 

By changing task start and stop date it will show in task list overlapping tasks. 

 

fig. 12-5 Saved tasks represents color-coded statuses: grey – saved, not sent. Blue – sent and accepted. 

 

 

13 Reports 

This module is intended for conducting reports on monitoring activities, as well as on 

current events in the company and industry, both in Latvia and around the world. Access to 

the section is through the Skudra Server app by clicking on the "Reports" icon. 

 

fig. 13. 1Reports icon SKUDRA Server 
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A window appears where you can select the type of report. They are MONITORING, 

ACTIVITIES and SKUDRA PATROL. You can also choose a reporting period. 

 

fig. 13. 2Selection of report type 

MONITORING. Graphical information about fixed and mobile monitoring reports drawn 

up in the defined period. 

 

fig. 13. 3Monitoring reports window 

ACTIVITIES. Information about current events in the company, industry and binding 

regulatory acts. The activity section is used as a system for recording daily and other important 

tasks, the textual information of which is used to create various reports. It is possible to add 

classifiers from the Administration environment. 

 

fig. 13. 4Current information window or ACTIVITIES 

The list can be exported as an xls file by pressing the button "EXPORT" in the upper right 

corner of the screen 
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fig. 13. 5Option to export current information 

As a result, the downloaded files folder shows: 

 

fig. 13. Appearance of the 6information export xls format file 

SKUDRA PATROL. Still to be clarified. Gets to the screen from the main SKUDRA Server 

window. 

 

fig. 13. 7SKUDRA Patrol window in the SKUDRA Server app. 

  



User manual for   Skudra Server v.5.3.61. 

Page 29of30 
 

 

14 Sample spectra 

After logging in to Skudra Server , in the upper right corner of the screen, next to the 

user name, there is a down arrow, which when pressed brings up the " Sample Spectra " menu. 

 

fig. 14.1 Sample spectra menu button 

Selecting " Sample spectra " opens a window showing lines with the basic information 

of the so-called sample spectra . When you move the cursor over one of the rows, the 

spectrogram, radiation class and name appear on the right side of the screen. The monitoring 

program Skudra Patrol uses sample spectra in its operation , that is, it compares the frequency 

parameters recorded in daily measurements with one of the sample spectra . 

 

fig. 14.2 Table of sample spectra and spectrograms 



 

15 Appendix 

16 Abbreviations and terms used. 

VASES – State joint-stock company "Elektroniskie sakari" 

RUNIS – information system of the radio frequency monitoring department 

RMP – radio monitoring point 

EMI – electromagnetic radiation 

EMS – electromagnetic situation 

NRS – Unidentified Radio Signal 

DF – Direction Finding , determination of direction 

TMS – transportable monitoring station 

 


