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1 Initial Setup

1.1 Setting up the software

No installation is necessary for the software Skudra - just copy the software folder
from the USB stick to the desired folder in the computer. For user convenience a
shortcut may be created.

E=%| o =5
@l\_/l'| .« RMD » skudra » skudra_wd_EBS00 » core » v|‘}|| Begrch cors p'
Organize = Open Burn Mew folder 4=« [ i@l
e Favorites Mame [rate modified Type Size it
B Desktop || termpresults.sqlite 2019.11.1411:07 SOLITE File 61556 KB
& Downloads 2] cfg_tmeasxml 2019.11.34 10:00 AL Docurment 1KE
5l Recent Places || cfg_ranges.json 201811314 10:00 JSOM File 6 KB
12| cfg_userxml 2019.11.314 10:00 HML Document TKE|=
0 Libraries =) cfg_wizarml 2019.11.14 10:00 HML Document 2kB
3 Documnents 9 alessdin sses 2019.11.14 9:59 Application 1096 KB
& Music 4 Openy 2019,11,14 9:59 Application extzns,. 725 KB
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BE videos [f  Troubleshoot compatibility 2018.10,22 15:15 WL Dacument 1KE
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5# C on P-INTARSK-MNE R ) ) 2018.06.25 17:13 Text Document 1577KB
5 estore previous versions
4 2019 0A 021703 whdl Maciement 503 KB
Gi_i Network E Send to v | 1 Compressed (zipped) folder Hd.. 16 KB
i Cut j Desktop (create shortcut) B -';
| Documents
(7% ckudra.exe Date m Copy -
R Eg  Faxrecipient
Application T —
reate snorcu 1 Mail recipient
Btz 23 DVD RV Drive (D)
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Properties

It is important to designate the correct value of start in. By default start in should
be correct, but in the event of copying the shortcut from another computer it may
occur that the start in value should be corrected.



E skudra.exe - Shortcut Properties @

Security I Details I Previous VWersionz
General | Shorbeut | Compatibility

i
o skudra.exe - Shartcut

Target type: Application

Target location: core

Target: Chekudrahcorehskudra exe

Start in: C:hskudrahcaore

Shortcut key: Mone

Run: I MNomal window A J
Comment: |
Open File Location J [ Change lcon... I [ Advanced... J
[ QK l I Cancel J I Apply

1.1.1 Computer configuration requirements
Technical requirements for the running the software:

e 0OS: Microsoft Windows 7, 10, 11 with Microsoft.NET Framework 4.7.2 or later;
e CPU: Intel Core i5;

e RAM: 4GB;

e HDD: 100GB;

e Screen resolution: 1280 x 720 px;

1.1.2 Supported receivers

R&S EB200; R&S ESMB; R&S EB500; R&S ESMD; R&S DDF255; R&S PR100; R&S EM100;
R&S EB510; Narda SignalShark; R&S DDF107; R&S DD205; R&S EM550; R&S UMS100;
R&S PR200; R&S EM200; R&S DDF550 (and derived devices e.g. R&S UMS300 and
UMS400).

1.1.3 UMS100 support

R&S UMS100 support is provided through SkudraUMS100 windows service installed on
UMS100 embedded computer. Installation files are provided with copy of Skudra
Patrol. SkudraUMS100 requires Microsoft.NET Framework 2.0 to be installed on
UMS100 embedded computer.



SkudraUMS100 service forwards commands sent to and received from embedded
UMS100 receiver to external TCP connection, that is accessible on UMS100 IP address
and port set in during installation of service. Thus, when configurating Skudra Patrol,
external IP address of R&S UMS100 and port set during the installation of service has
to set as receiver IP (port) in settings panel.

As Skudra Patrol requires OS and Microsoft.NET framework far newer than that
achievable on UMS100 system, only way to run Skudra Patrol with UMS100 is using
Skudra Patrol on remote computer with SkudraUMS100 service installed on UMS100.

1.1.3.1 Installation of SkudraUMS100 service

Installation of SkudraUMS100 service has to be done on R&S embedded
computer;

As later possible configuration or removal of service is possible only with same
application that installs service, it is advisable to run installation
(SkudraUMS100comLoader.exe) from folder that will be accessible
throughout the lifetime of service;

Installation of SkudraUMS100 service is started with running the file
SkudraUMS100comLoader.exe. After that following screen appears:

a5 UMS100com Service Loader — O *

| i Service

2 WVAS "Hektroniskie sakan" 2022

0. This software installs Windows service, make sure that path of this
installation is available throughout lfetime of service for example start
instalation from ProgramFiles/SkudralUM5)

1. Service forwards LUMS 100 remote COM comands to TCP port;

2. To install service (or update forwarding parameters) check wether service
already running and if so remove it by clicking "Remove SkudralJMS100
service”;

3. Afterthat set parameters according UMS 100 coonfiguration and install
service again by pressing "Install SkudraUMS100 service™;

4. Service will run with set parameters eventime computer starts, and
supposedly will interfiere with any other application that use selected COM
port ;

5. To remove service use this application (click "Remove SkudraUMS100
service").




¢ Functionality to install service is provided in tab “Service”;

o5l UMS100com Service Loader — O X

Information  Service

Service Remaval (also to update)

Remove Skudra UMS100 service

e To install SkudraUMS100 service, it is first necessary to press “Remove
SkudraUMS100 service”. Doing that performs check whether service is
installed and if installed uninstalls service;

>
Service SkudralMS100 not found, feel free to install!

e After ensuring that service is not installed, Install SkudraUMS100 service is
enabled:
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o5 UMS100com Service Loader — O *

Information  Service

Service Removal (also to update)

Remove SkudrallM5100 service

Install service with set corfiguration

COM port com3 v]
Baud rate [115200 v]
Data bits 8 |
Stop bits |0"'e > |
Party None |
Handshake [None V|
Device name [required) |UMS100 |
TCP port 19050 |
Read timsout ms) 1100 |
Wiite timeout (ms) 100 |

Install SkudraIMS 100 service

By pressing “Install Skudra UMS100 service” service will install with defined
settings. After successful installation following message box will be displayed:



Microsoft (R} .MET Framework Installation utility Viersion 2.0.50727.9149
Copyright () Microsoft Corporation. All rights reserved.

Running a transacted installation.

Eeginning the Install phase of the installation.
See the contents of the log file for the
Chinfo\UMSservice \ UMS100COM . exe assembly’s progress.
The file is located at Chinfo\UMSservicet UM S100COM.Installlog,
Installing assembly "ChinfolUMSservicelUMST100C0OM, exe’,
Affected parameters are:
conninfo = COM2;115200;8:0One;None;Mone; UMS100;19050:500; 500
assemblypath = Chinfo\UMSservice’ UMST00COM, exe
logfile = ChinfolUMSservice'UMS100COM. Installlog
logtoconsole =
Installing service SkudraldM5100com...
Service SkudralUmMS100com has been successfully installed,
Creating Eventlog source SkudralMS100com in log Application...

The Install phase completed successfully, and the Commit phase is
beginning.
See the contents of the log file for the
Chinfo\UMSservice \UMS100COM. exe assembly’s progress,
The file is located at Chinfo\UMSservicet UMST100COM.InstallLog.
Committing assembly 'Chinfol\UMSservice\UMS100COM, exe’
Affected parameters are:
conninfo = COM2;115200;8:0One;None;Mone; UMS100;19050:500: 500
assemblypath = Chinfo\UMSservice' UMST100COM, exe
logfile = Chinfo\UMSservice' UMS100COM. Installlog
logtoconsole =

The Commit phase completed successfully,

The transacted install has completed,

After service is installed it will start every time as the system starts and block
use of set Serial (COM) port by any other application. To unblock serial port
to be used by another application, Skudra Service has to be uninstalled or
stopped (temporarily) using Windows services functionality.

1.1.3.2 Settings of SkudraUMS100 service
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Serial (COM) port related settings is dependant of actual internal
configuration of UMS100, however settings shown in this manual may be
considered as default;

As used serial (COM) port may not be visible in UMS100 device manager, it
can be found using Serial port communications software (like PuTTy) by
checking which port responds to connection requests;

After restart of receiver Baud rate is set to 19200 (and such must be used
when communicating through PuTTY), however SkudraUMS100 service sets
Baud rate to selected in settings. Value of 115200 is recommended, as it
provides faster data connection;

For Skudra Patrol to recognize SkudraUMS100 service as UMS100 receiver, it
is required to set Device name to “UMS100”;



e TCP port has to be set to free port. Generally Skudra software uses ports in
range 19005 to 19100, therefore it may be practical to use port in this range,
as use of them already may be allowed by network administrator. However it
is possible to use any free port of UMS100 computer, provided that network
is configured to allow communication on selected port;

¢ Read and Write timeouts defines time how long service waits before request
from Skudra Patrol is considered unsuccessful. Setting High values (in range
of 1000 ms) is only necessary if network between Skudra Patrol and UMS100
frequently experiences comparable delays. High timeout values comes with
drawback of longer communication retry times. However setting small (in
range of tens of ms) response timeout maybe too short for receiver to perform
sweep and return results.

1.1.3.3 Removal and update of SkudraUMS100 service

e Removal of SkudraUMS100 service can be done by installation
(SkudraUMS100comLoader.exe);

e To stop and remove SkudraUMS100 service from UMS100 user has to press
“Remove SkudraUMS100 service”. After following message boxes will be
displayed:

Service: Running
Attempt to Remove

Microsoft (R} \MET Framework Installation utility Version 2.0,50727.914%
Caopyright () Microsoft Corporation. All rights reserved.

The uninstall is beginning.
See the contents of the log file for the
ChinfoUMSservice\UMS100COM, exe assembly's progress.,
The file is located at Chinfo\UMSservice UM S100COM, Installlog.
Uninstalling assembly "Chinfo\UMSservice\UMST100COM, exe’,
Affected parameters are:
assemblypath = Chinfo\UMSservice' UMS100COM, exe
logfile = Chinfo\UMSservice' UMST100COM, Installlog
logtoconsole =
Remaoving Eventlog source SkudralMS100com,
Service SkudralmS100com is being remowved from the system...
Service SkudralUMS100com was successfully remoaoved from the system,
Attempt to stop service SkudralMS100cam.

The uninstall has completed.
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e After SkudraUMS100 service is uninstalled, it can be updated (installed
again with different settings). See 1.1.3.1
1.1.4 Supported direction finders
R&S DDF255, R&S DD205; R&S EB500; R&S ESMD; R&S PR200; Narda SignalShark

1.1.5 Licence protection

The software is protected from unlicensed use by a USB dongle. To start and use the
software Skudra, the dongle accompanying the software licence agreement must be
plugged into a USB port.

No manual driver installation is necessary for the dongle. The driver is installed by
the Windows operating system when the dongle is first plugged in.

If the software is started without the dongle a warning message appears.

==

Error! A valid dongle for SKUDRA has not been detected.

One dongle licenses three instances of Skudra running simultaneously.

1.2 Network configuration

The software Skudra uses the Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) to communicate with the receiver or Skudra Server Database.

Thus typically (however receiver can be configured to use different ports), Skudra
should be allowed appropriate access to:

e Qutgoing connection (from Skudra to receiver) on ports:

13



5555 (TCP) for all supported receivers except SignalShark and UMS100
5300 (TCP) for Narda SignalShark receivers

19050 (TCP) or other for UMS100 service (see. 1.1.3)

5563 (TCP) for R&S DDF550 in addition to 5555 (TCP)

0O O O O

Outgoing connection (from Skudra to receiver) for TCP streaming on ports:
o 5565 for receivers R&S EB500, ESMD, DDF255, R&S EB510, EM550,
PR200, EM200, DDF550 (and derived devices e.g. R&S UMS300 and
UMS400)

Incoming connection (from receiver to Skudra) for UDP streaming on ports:

o 19005 - 19100 (UDP) for R&S EB200, PR100; R&S EM100, DDF107,
EM550 only. Often this functionality is firewall-blocked by default,
and must be manually allowed. In case UDP packets are blocked, the
connected receiver model may be determined, but monitoring
spectrum is not acquired.

In order to save monitoring results, as well as upload and save spectrum
samples and spectrum usage statistics in the Skudra Server Database, a TCP
connection is necessary (port 80 or 443).

Connecting via VPN and tunnelling, etc. is supported, but the delay involved may
slow down the speed of scanning.

1.2.1 Firewall settings

Following is relevant to R&S EB200, PR100; R&S EM100, DDF107 and EM550 only.

Initial use of Skudra software, depending on the computer configuration, may require

unblocking Skudra access to arriving receiver UDP data.

14

&P Windows Security Alert I&

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Skudra on all public and private networks,

kW3 Name: Skudra
Publisher: Unknown
Path: D:\skudra_test\skudrad_b14'core\skudra. exe

Allow Skudra to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (ot recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?

[ 'ﬁ'ﬁdlow access l [ Cancel




To allow access, it is necessary to define in which networks access to receiver data
is licensed - work/home, public (sometimes, domain). The choice must be made
according to the network connection indicator.

W/ e et Metwork Location

Select a location for the ‘Intarsa€™'s iPhone’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

/‘ Home network
[n

l | If all the computers on this network are at your home, and you recognize them,
- this is a trusted home network, Don't choose this for public places such as
coffee shops or airports,

{; Work network
~!t If all the computers on this network are at your workplace, and you recognize
themn, this is a trusted work network, Don't choose this for public places such as

coffee shops or airports,

== Public network

® If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted,

[#] Treat all future networks that I connect to as public, and don't ask me again.
Help me choose

Cancel

If there is no pop-up message concerning blocking of the software, you may need to
check if Windows is set up to alert on the change of settings:

15



’
#) User Account Control Settings E@u

Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your
computer.
Tell me more about User Account Control settings
Always notify
-=- Default - Always notify me when:
®  Programs try to install software or make changes to 3
my computer
- - * Imake changes to Windows settings
@ Recommended if you routinely install new software
- - and visit unfamiliar websites. L&
MNever notify

[ ®ok ][ cancel

An alternative method is adding Skudra to the programs allowed to communicate
through the Windows firewall or to alter the Skudra entry according to the used
network.

f ESREEN=

e,
@Uv|o « Windows Firewall » Allowed Programs - |&’ | | Search Con... O |

-

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program te communicate? @Changeseﬂings

‘ @ For your security, some settings are managed by your system administrater, ‘

Allowed pregrams and features:

MName Domain  Home/Work (Pr...  Public  Group Policy =
¥ Remote Desktop O Mo

Remote Desktop - RemoteFX O No

[ Remote Event Log Management O O O Mo E
[JRemate Scheduled Tasks Management O O O Mo
[JRemote Service Management O O O Mo

O Remote Volume Management O O O Mo
[JRouting and Remote Access O O O No £
[ Secure Socket Tunneling Protecol O O O Mo

M Skype Mo

W] SMC Service O O Mo

SNAC Service O O Mo &

[ Details... ]| Rermove |

| -

Allow ancther program...

[ ok |[ cancel ]

16



1.2.2 |IPvé6 support

Skudra Patrol supports IPv6 addressing. IPv6 address can be provided in formats
[2001:db8:85a3:8d3:1319:8a2e:370:7348]:443 or
2001:db8:85a3:8d3:1319:8a2e:370:7348:443. However, for address IPv6 to work it is
necessary that receiver supports IPvé also.

System settings

Receiver's IP (part) [10.0.222 5:5555 |
Direction finder's IP(port): [fe80:81c:15a0:7043:7c9d:5556] |

[91](9)

1.3 Software update

Most often software updates are done by substituting the files in the core folder of
Skudra with the updated ones. In special cases, when noted in the information
accompanying the update, it may be necessary to change all the content of the core
folder as explained in the next section.

After such updates the software will keep the setup intact and it will be possible to
open earlier saved result files.

If old result files are not needed any more, their support may terminated to make
the software operation more effective.

1.3.1 Software update in special cases

If the description of the software update states that all of the core folder files should
be changed, in order not to lose the software settings, prior to the change the
following core files should be saved in a temporary folder of the user’s choice:

e cfg_applications.xml

o cfg licence_db.xml

e cfg_licence_spec.xml

e cfg_meas.xml

e cfg_paraugspektri.xml

e cfg_ranges.json

e cfg user.xml

o cfg_viz.xml

e Kkarte (folder)
The file “cfg_paraugspektri.xml” contains sample spectra. If the user has never
appended the sample spectra, using “cfg_paraugspektri.xml” from the update should

be considered, as this already contains sample spectra that enable optimal signal
determination in the software developer’s measurement environment. Similarly the
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folder karte (map) update should be considered, because it contains the current map
of Latvia, the update of which by software tools is time consuming.

Continuing the update, all content of the core folder should be deleted. If the old
files remain, the software may not work properly. Further, all core files from the
update should be copied to the computer’s Skudra core folder and the earlier saved
configuration files in the temporary folder should also be copied back to the
computer’s Skudra core folder.

| This special update procedure should also be used updating from a version earlier
than 4.0.9 to 4.1.0 and higher.
1.3.2 Insignificant software updates

Doing insignificant software updates, if the accompanying information does not
require otherwise, it suffices to substitute the computer Skudra core files with the
ones in the update.

Most often updated are the files “skudra.exe”, “skudra.exe.dpé4.dll” and
“language.cfg”. Prior to substituting these the software should be closed.
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2 Short Tutorial

2.1 Commencing measurements

To begin measurements, start the software either from the shortcut (1) or directly
from the folder “\core\skudra.exe”.

The software Skudra will start with last session’s settings.

If no changes are needed in the measurement settings, monitoring can be
commenced immediately by clicking the measurement start button (A.1). If changes
are necessary, they should be applied in the settings section (0).

To start the software for the first time it is necessary to define at least the receiver’s
IP address and port (5555) in the appropriate window (3.3).

Parameters most often changed in day-to-day operations:

e Geographical coordinates of the monitoring site (Error! Reference source n
ot found. and Error! Reference source not found.);

e Monitoring range (D.1);
e Licence database file download (Error! Reference source not found. and
REF _Ref508629959 \r \hError! Reference source not found.);

e Skudra Server authorisation (Error! Reference source not found. un Error! Re
ference source not found.)

2.2 Measurement process control

An ongoing measurement can be paused by clicking the button “PAUSE” (A.1) or
completely stopped by clicking the button “STOP” (A.2).

> nm

Settings can not be changed during an ongoing measurement.

2.3 Measurement result analysis

The software constantly visualizes the measurement process regardless if the
measurement is underway, paused or stopped completely, thus the user can observe
ongoing events as they develop.

During measurement, bands checked in the settings section are scanned. Bands are
scanned consecutively and cyclically. The progress of each range scan is displayed in
parentheses after the range.By clicking the name of the range, the spectrum of the
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respective range is visualized. It should be taken in account that, to see the spectrum
,the button “Spectrum” should be clicked.

The bands spectrum graph can be zoomed in by drawing the frame over the part of
interest. The displayed spectrum central frequency can be changed (to sequently
review the spectrum) by clicking the graph with the left mouse button. Zooming out
to see the complete spectrum is done by clicking the graph with the right-hand
mouse button.

Fanges Freguency range spectrum
o PMA3E0: 380 - 430 MHz (11.2% ] 120
o FM: B7.5- 108 MHz [ 100 %) — Clrijurt
ad 4 = flaytold
odl 1l Ll Bt
304 :
0
-0 50 55 100 105
| b ap | [ Spectium ]

Signal detection results from all scanned ranges are presented in the list of results.
The results are aggregated by frequency channel and monitoring range. Each entry
can have multiple parameters, which may be revealed or hidden by clicking the right-
hand mouse button on the column title.

Signal detection results

Frequency Range Corr. Lev. Diff.  Dist. BwW % Count Emclass  Licence Lic.Mr. Application Motes =
876 Fid 0917 946 |-BE |23 |95 100 [749 | 300KF8.. | LatviasValst.. |BC-FM-148 - . | TV analaque...
882 Fid 0921 857 |23 |2 1225 (100 |749 | 300KFR.. | SUPERFMI.. |BC-FM-2B69-.. | TW analogue.. E
895 Fid 0913 (831 |12 |23 (1125 |100 743 | 300KFS.. | Latviias Valst.. |BC-FM-309-... | TV analogue...
90.3 Fid 05923 |B3E |24 231 |130 |100 (743  300KF3.. |SUPER FM . |BCFM-336-.. | TV analogue...
32 Fid 0835 |40 25 |4B3 (925 |3FF 282 | 300KFE.. | STAR FM BC-FM-202 - ... | TV analoque...
923 Fid 0835 (5359 |94 314 |155 100 (749 | 300KFS.. |SUPERFM .. |BCFM-2358- .. | TV analogue...
928 Fid 0883 (485 (41 |42 140 100 (749 300KFE. | RADIOVIDZ.. |BCFM-249- .. | TV analogue...
932 Fid 0783 (425 |32 (336 (1825 |854 B33  300KF3.. | OBS BC-FM-377 - ... | TV analoque...
34 Fid 08R3 (488 |29 |336 (145 |100 (749 | 300KFE.. |Rado TEY BC-FM-273 - .. | TV analoque...
345 Fid 0887 (511 |-0F 336|150 |100 749 | 300KFE.. | RADIOWIDZ.. |BCFM-218- .. | TV analogue...

Explanation of signal detection result values:

Frequency - The frequency channel (MHz), where the signal was found.
Depending on the range set, the channel step may be 100 kHz or 6.25 kHz;

Range - The name of the user-determined measurement range where the
signals were detected;

Corr. - Average correlation value (see section o) of all signal events in the
frequency channel;

Lev. - Field strength dBuV/m (see section o);

Diff. - The difference between the theoretically calculated and the measured
field strength. Positive values are assigned to field strength that exceeds
theoretically calculated, but negative - strength that is less than theoretically
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calculated. Zero is displayed when the measurement is equal to the theoretical
value or theoretical calculations show there should not be any signals at the
monitoring site;

Dist. - Distance in kilometres from the monitoring site to the possible licence
coordinates. Zero is displayed if by theoretical calculations the transmitter
should not be received;

BW - the emission’s bandwidth in kHz (see section4.1.8);

% - Frequency occupancy (%) as the number of instances of signals determined
over the number of scans, expressed in percent;

Count - Number of instances of signals determined;

Em. class - The class of emission most often determined, found by comparing
the received signal with the sample spectra;

Licence - most probable licence (it’s holder);
Lic.Nr - The number of the most probable licence;
Application - Radiofrequency application according to EFIS;

Notes - User added comment. Text input in this field will be linked to the saved
entry in the Skudra file as well as the Skudra database.

By highlighting an entry in the signal determination result list, it is possible to
show the corresponding licence on the map, the cumulated spectrum of the
frequency channel, bandwidth breakdown and the time-level or occupancy
graph of signals determined in the frequency channel.

Click the button “map” to display the map.

Licences for particular frequency

(@]

MNck

ntspils

STAR Fh

BC-FhA-143 - 2 /T5T28095

Field strength: -33.8 (ATE) dBuvYm
Distance: 213.8km

IN0KFREHF

| Set as actual |

@ OpenStresthdap eontributors

The map shows licences corresponding the frequency channel. The large blue marker

shows the monitoring site. A small blue marker shows the most probable licence at

the monitoring site, other licences are shown by grey markers. Clicking on the

marker, a menu opens with licence owner and number, theoretically calculated level
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and it’s difference with the measurement result, distance to the monitoring site,
emission class and the option to mark the licence as most probable. On the
monitoring site marker it is possible to mark the most probable licence (owner)
without linking coordinates.

To visualize the observed signal’s cumulated spectrum and bandwidth breakdown in
the frequency channel, the buttons ”Spectrum” and “Bandwidth” should be pressed
accordingly. The graphs show most often observed frequency - level pairs (or
correspondingly, bandwidth - level pairs) with a hue that is closer to red. Less often
observed values are shown with a hue closer to blue.

Cumulated spectrum Bandwidth
120 120

100 100

a0 a0
60 60
40 40

20 20

-12.5k 1554125 +12.5k 0 628k 125k 1875k 25k
-6.25k +6.258k

[SDectrum ] [Bandwidth ]

To view the detected signal field strength/time or occupancy/time graphs of the
frequency channel the buttons “Field strength” or “Occupancy” should be
correspondingly clicked. The graphs are shown alternatively - opening one, the
second is closed. The occupancy graph shows the number of signal detections in 15
minute intervals.

Tirne chart
120

—— Fielg strength, dBu\im
50

60

30

: :‘ﬂ
-30

0:00:00 0:00:00 0:00:00 0:00:00 0:00:00 0:00:00 0:00:00
2019.10.15 2019.10.17 2019.10.19 2019.10.21 2019.10.23 2019.10.25 2019.1027
[ Spectum ] [ B atvdwidth ] [Field strenith ] [ Ocoupahcy
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Time chart
100

=1— Occupancy, %

20

60

40

ZZlJﬂimmm Ly ll..*llhxm '.“ihld 1

0:00:00 0:00:00 0:00:00 0:00:00 0:00:00 0:00:00 0:00:00

2019.10.15 2019.10.07 2019.10.19 2019.1021 2019.10.23 2019.10.25 2019.1027
| Spectum | | B ardwidth | | Field strength | [Dcn::unanc'r| ]

Both the field strength and occupancy graphs may be zoomed into by drawing the
frame over the spot of interest and zoomed out by right-click of the mouse on the
graph.

2.4 Editing Measurement Results

Results may be edited during measurements, after measurements have stopped, or
opening an earlier saved result file.

The following editing actions are possible:

e Delete entries (frequency channels);

e Change licences designated as most probable;

e Recalculate most probable licences for all the signal determination result list,
using modified monitoring site coordinates, updated licence database and
other frequency licence input and range settings.

No other edits are foreseen, e.g., bandwidth or level time graph.

Signal detection result list entries may be deleted highlighting the entry and choosing
“Delete selected” (delete highlighted) from the mouse right-click menu.
Alternatively “delete” may be pressed on the keyboard. Entries may be deleted one
by one or several at a time by highlighting them pressing and holding the keys “Shift”
or “Ctrl”.
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Signal detection results

Saaremaa
Frequency Corr. Lev. Diff. Bw X Count | =
94.8 nees 4 128 |68 01 |1 3
95 086 (426 |02 [230 [ 486335193 g.
95.2 0771 433 |22 175 01 |26 3
95.3 0702 408 |9 975 |01 |2 3
95.4 0736 433 301 (170 (01 |15 3
955 0a72 624 108 [147.56 996 68209 |3
95.9 0847 (765 |-205 (1375 (99969035 |3
96.1 0EE4 486 162 [245 (01 [14 3 *
9.2 075 (444 (11 |725 (09 [B16 |3 RIS
6.5 075 (455 (101 (2075 (52 | 3E63|3 L.
96.8 07 439
a7 0907 | 77.3 Delete selected
g;g gggg 2?12 Store in specific freq. b | |
g97.8 0803 | 471 Copy list Save "
931 0863 (VEE 20 (1305 [ TO0 [R90/0 S =
98.6 0712 [456 |283 |1175 |01 |7 3
93.8 n.e 92 138 (120 (100 [E9080 |3 g
99.2 0893 (1.5 [10 (160 [100 |F9072 (3 @ Openstreettap contrbutors *_JEI98VE

Licences found as most probable, can be changed only one by one. Licences included
in the licence database or the list of specific frequencies can be chosen on the map,
and on the marker menu clicking “set as actual”. In cases when the licence will not
be listed in the database, the corresponding frequency/user pair can be saved to the
specific frequency file, opening the mouse context menu by right-click, choosing
“Store in specific freq.” (to the specific frequency list), inputting the user
information and clicking “Save”.

Import of licence databasze

Licence database file: | 20221018 30-500 Mz ([B7) (X]  Coordinates (decimal N/E):
Licence database download range (MHz): | 3D| | 5DD| |55,55143D144?28| |2‘1.|}5552551 0071 |
Specific frequencies’ file: | dh_speci‘fiskasl @ @ Rec. antenna height {1-10m}:

Application file: |EFIS Application comparison  0.000 - 1I}I}I| @ @ Enwvironment: | Small/medium ety ~

Complete recalculation of the most probable licence, radio communication system,
difference between theoretical and measured level of the signal determination list
can be done by clicking the button “Recalculate results” in the “Stored measurement
settings” section (B.4).

The results will be updated according to the current settings: “Coordinates,
”"Rec. antenna height”, ”“Environment”, ”Licence database file”, “Specific
frequencies’ file” and it’s changes, ”Application file”, as well as the newly set “Min.
field strength” and “Guaranteed distance”.

2.5 Actions with the Receiver during monitoring

While the software Skudra is carrying out measurements, the receiver may be
disconnected from the software. In this case the software will stand by until the
receiver is reconnected or the measurement is manually stopped.
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On disconnecting the receiver from the software it is safe to change any receiver
settings (except the IP address and port). Upon reconnecting the receiver with the
software, all settings necessary for the functioning of the software will restore their
correct value.

Correction of software settings necessary for the operation of the software is not
done constantly, but in specific moments (e.g., upon loosing connection). Therefore,
while the receiver allows it, parameter change during the operation of the software
may give unforeseen results. The following settings have direct impact on the
measurement results and software operation: IP configuration, IF spectrum display,
duration of measurement, IF Span, IF spectrum accumulation mode, IF spectrum
width - SPAN, RF attenuation, IF mode (Lowdist/Normal/LowNoise) and for individual
receivers spectrum point width (Sharp/Narrow/Normal).

2.6 Stopping measurements, saving results and storing
them in the database

Measurement may be stopped by clicking the “STOP” button (A.2).
After interrupting the measurement, buttons will be shown to erase the active
results from the software memory, saving and sending them to the database.

X B(#]

By clicking the save button (A.4), the results will be saved in the result folder
indicated in the settings section (Error! Reference source not found.). The result f
ile will be named automatically. The name will consist of the start date of
monitoring, name of the measurement session, start and stop frequencies, a serial
number based on the previous criteria and a version serial number in the sequence
hereby listed.

Upon clicking the upload to database button (A.5), the results will be uploaded to
Skudra Server. If successful, a link to the saved result will be shown in the
measurement sections lower left corner, but in the case of failure a pop-up error
message will be displayed.
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| L] [

| lq w http:/Srunis/dokuments/atvert/14520/mdb

User authorization is required for any interaction with Skudra Server. Authorization
is done by entering the user’s name and password and clicking “accept” button below
password box or just pressing “Enter” key in password box.

Skudra SERVER paths

Skudra SERVER name:
https://skudra |

Server authorisation:

Skudra Server user: I:I
]

Access tokens received after successful authorisation are stored in Windows

credential manager for each instance (separate executable file) of Skudra Patrol
separately.

Normally continuous access to Skudra is maintained (if requested) by automatically
retrying every 30 seconds.

Skudra Server Connection — O =

@ Error acquiring server endpoints

The remaote name could not be resoclved:
@ ‘skudrawrong’ (NameResolutionFailure)

Retry sending or cancel?

f

| oknz || Cancel |

Expander in the middle of the message box contains additional information about
connection error.

However in cases when connection is refused because of invalid or non-existent
access token user is prompted for username and password.
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3 Skudra Server Connection — O .

@ Error authorising

Please provide credentials to acquire token or click cancel to
omit features that require Skudra Server!

Skudra Server user; |wrongUser

Password:

| ok || Cancel |

The saved token may be deleted clicking the button with the cross in the group
“Skudra SERVER paths”.
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3 Description of the Software User Interface
3.1 Measurement section

2022.8.19_Grobina_(87.5-470MHz)(1).zip - Skudra PATROL v4.5.4 — O X
Measurements n = [ Settings Ranges E Sample spectra m Machine leaming m Masks g About
Control Ranges Licences for particular frequency Frequency range spectrum
-~ PMR146: 146 - 174 MHz (100 %) e VP @ HIST.£-100% 120
~.- PMR410: 380 - 430 MHz (100 %) . A3 g9
! Max Hold

- FM: 87,5 - 108 MHz (100 %)

4 B0 1
. ‘ “PMR : 440 - 470 MHz (100 %) T Vs - ]
' " 86 /442 0
r Archive ‘ Mw% ' LT 2022831204838 4
EPIDS‘NH 7199.1km 150 155 160 165 170

| Field strength: -57,6 (4156, 1)dBul/m
Distance: 235,5km
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14 1016 Latviias Valst... Ilu!- P I
32,1 /23795 | Koord-25252
39,1/28975 | Koord-25081 |
36 [2629 |SUPER FMi..
97.7 | 72505 | Koord-25083
87.5 64876 | Koord-25260
47 3488 Koord-25115
100 | 74216 | Latviias Valst...
100 |74216 | RADIO SWH
| 105, 608 | [1625[15 (1094 Koord-25082
|105.6 0791 [506 |525 [02 |103  |Koord-25091
106.5 0642 [687 [195 |51.9 /38465 |Koord-25283
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A.1. Combined functionality measurement start and
measurement pause button;

A.2. Combined functionality measurement interrupting and
saved measurement opening button;

A.3. Button to close current (indicated) measurement results;

A.4. Button to save current (indicated) measurement results;

A.5. Button to upload the current (indicated) measurement
results to the database (Skudra Server);

A.6. Bands in which monitoring will be done;

A.7. Measurement cycle range scan progress;

A.8. Signal detection results column title, that may comprise
Frequency, Range name, Correlation, Level, theoretical
level Difference, Distance to transmitter, emission
occupied Bandwidth, how often the signal is detected
(%), Number of emissions detected, Owner of the
licence, Number of the licence, Radio communication
application and user Notes;

A.9. Menu to delete the highlighted entry from the list of
signal detection results;

A.10. Menu to add the highlighted entry to the list of
specific frequencies;

A.11.  Menu to copy the list of signal detection results to the

clipboard;
A.12. Menu to adjust the receiver’s volume while Paused;
A.13. Area to display information on the working of the
software;
A.14. Map showing licences corresponding to the frequency;

A.15.  Marker showing licences assumed less posible;

A.16. Menu showing information corresponding to the
marker;

A.17. Menu to change the highlighted licence as most
probably corrresponding to the signal;

A.18. Blue marker showing most probable licences;

A.19. Light blue marker showing the monitoring sitei;

A.20. Selected range’s spectrum maximum value curve
(MaxHold);

A.21. Selected range’s spectrum instantanious value curve
(ClrWrt);

A.22. Button to display and hide the map of licences
corresponding to the frequency;

A.23. Button to display and hide the range spectrum graph;

A.24. List of signal detection results;

A.25. Cumulated signal spectrum for an entry chosen from
the list of signal detection results;

A.26. Bandwidth/level two dimensional breakdown for an
entry chosen from the list of signal detection results;

A.27. Frequency time/level occupancy graph for an entry
chosen from the list of signal detection results;

A.28. Button to display and hide the cumulated spectrum;

A.29. Button to display and hide the signal bandwidth/level
two dimensional diagram;

A.30. Button to display the level/time graph;

A.31.Button to display the occupancy/time graph.



3.2 Stored measurements settings

30

3 2022.10.7_Grobina_(87.5-850MHz){1).zip - Skudra PATROL v4.5.9
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B.1. Treeview to select stored or ongoing mesasurement session
settings to be view in field on right;

B.2. Display of measurement ranges list (choise selected in
treeview on the left) of current or stored measurement
session;

B.3. Licence detection’s minumum field strength input field to
be used for Recalculation of results;

B.4. Licence detection’s guaranteed distance input field to be
used for Recalculation of results

B.5. Button for recalculation of the signal detection result list for
an updated theoretically possible detectable transmitter list
at the monitoring site
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3.3 Settings section

B PR200 - Skudrs PATROL 4.7.0
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OF (Ppon) OF rtonteveen s 6 [15] Moo cache PR
Agimuth and location: | Feeed azimuth comection without GNSS location ~]
Addtional azmuth corecton () | 0] Fietety
Resuls'falder: | Chiskucra testu_resuts| (]  ome
Measurement session: | Sl-ul'aw*.?.ﬂl @ Type: M sz 514 MB
Artenna facter: | 2.15d (30 - 3000 M) (5]
C&hm&m| M.ﬂaﬂtﬂlm“m]
Import of licence database
Licence database fle: | final| [B7] [X]  Coominates ecma wEr [ [T
Lieence database download range (MHz): | a0 | s00] [d)  [56.96097222222] [24.02814166866]
Spectic frequencies fie: | d_spechiskas| @ Rec. antenna height {1-10m):
p— oo Compae 2020411 (5[ g e
Skudra SERVER paths Skudra SERVER subpaths
Skudra SERVER name: [ Authorigation subpath:
(& Results upload subpath:
|m"'rm | ﬁ-mwmmm:
Server authorisation: ) Licence download subpath:
- Selected frequency view subpath:
Skudra Server user. - Sample spectra subpath:
oo | Rnctoconl kg
VX
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A Specific frequency list a
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Frequency(Hz) User

g
F
§
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156025000 | Joras mobiais denests

156525000  Joras mobilais denests

156800000 | Joras mobilais denests

156400000 | Joras mobiais denests

156750000 | Joras mobiais denests

445006250 | PMR445
445018750 | PMR445
446031250 PMR44E
446056250 PMR446
446068750 PMR446
446081250 PMR44E
445043750 | PMR44E
446033750 | PMA4LE
457525000  Jras mobiais
457575000  Joras mobilais
467525000 Jaras mobiais
467550000 Jaras mobiais
467550000 Jiras mobiais dienests
331743750 | Kabehu TV
339743750 | Kabehu TV
397750000 | Kabehs TV

413750000 Kabeju TV

421756250 Kabeju TV

391250000 Kabeju TV

399250000 Kabeju TV

405750000 Kabeju TV

407250000 Kabeju TV

415256250  Kabeju TV

429750000 | Kabeju TV

423250000 |Kabeju TV

446131250 PMR446

slelclelocccec e oo eoee oo e oo oo slas

B MAS "Elektroniskie Sakari”, 2024 .
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alals
LRSS

System settings(4.2.2)

Map storage settings(4.2.8)

List of frequencies specific to monitoring site(4.2.6)
Licence database configuration(4.2.4)

Interaction with Skudra server(4.2.7)



3.4 Range definition section
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smd380 it BIBHIRHI | ier o e e OFF OFF OFF OFF OFF Nes
[ | . | 1508 3dB lon
celulyr E:m TMHz/25MHz 30 dBVLowDistortion ;l';km OFF OFF 0.5 proby 202530 - 44 46 - | Soudra Server OFF OFF OFF
drore S00kH: plsry
Frequency rangs nams Licence detection [ Jammer detection B Report statistics EA Trggersd OF DF squipment sattings
[Fm | M. i strength Moise =3 3 Repodinginterval (5 | Dwel tinets) |1 Cusity(t) [95 | Theeshold (V) 5|
Guaranbesd dist 30 Trigger condions (Field sir., court, freq )
Recoiver setiings . 30- 180 0| >dBvim [ b [y | DF pol Vetied
Hamowband detection e —
Startfend foguency ! Specogen sage OF kM) . OF ampificaton  [Acive |
[s75 | 108 | Comelation squeich [ Locaty
Enclude: GSM LTE 56 [ Skudra Server DOF antena ingut
Chamnelstep | 100kHz/200kK: - MNeis squeichidE) E
RF input Mask detection Broactard detaction OF atteusior
Aterruseridll) M. mask FM_Max .,_,. Mo sk idd 15 DF IF sttermsstor
Aennusior Mn.mask  [OFF v| %% Prob. squeich 05 ] Report DF o
o [VERT/dctwe SepkHzr [100 |/[1] ew{io | deone SadoSerer | 000 7|
o - € VAS “Elektroniskie Sakar”, 2034 _:
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D.1.
D.2.
D.3.
D.4.
D.5.
D.6.

35

Measurement ranges editing list (4.3.11)

Range receiver settings(4.3.1)

Range licence detection settings(4.3.2)

Range narrowband (correlation) detection settings(4.3.3)
Range mask detection settings(4.3.4)

Range jammer detection settings(4.3.5)

D.7. Range broadband (machine  learning)
settings(4.3.6)

D.8. Range statistics and spectrogram settings(4.3.7)

D.9. Range direction finding triggering settings(4.3.9)

D.10. Range direction finder’s settings(4.3.10)

detection



3.5 Sample spectra section

2022.8.19_Grobina_(87.5-470MHz)(1).zip - Skudra PATROL v4.5.4 — O ®
Measurements n = Settings Ranges E Sample spectra m m Masks About
Sample spectra list Am anmple spectra statistics
Information Use Em.class Step Com. | StDev A 0
Aprisa SR (3) | B4 | 24k207D 6,25k Hz/25k Hz 0321 (436 | — Spmple
Aprisa SR (2) | A |24k207D 6.2 Hz/2%Hz 0316 296 | % . ~pimiage pager (3<50F20) [N 93
Aprisa SR (1) | 4 |24k207D | 6.25KHe/25kHz 0388 4 | — 1 RP4000/Korteks (8Kk50F 10) S
Aprisa SR 24 | 4 |24K2D7D  [6.25kHz/25kHz 0361 (366 | — 1}5kHz RT4-Bse/Korteks (8K50F 10) [N 70
Aprisa SR 27 | (9 |24K2D7D  |6.25kHz/25kHz 0246 259 | & latvenergo_kaintains_plats (15K3F1D) |6
Aprisa SR 28 [ 24k207D  |6.25kHz/2%Hz 0079 (378 | RP4000/Korteks (8KS0F 10) [N 52
Aprisa SR 29 | & |24k2070 6.25k Hz/25k Hz 0334 |369 ELLAT tests (2k50F20) [N
Jragi |4 eKs0F1D 6.25k Hz/25k Hz 0761 [143 | & A TKEOFXD trunkings? (7K50FxD) [l 20
16KOF1D apsandze 4 | 16K0F1D 6.25k Hz/25kHz 0456 |0.97 ¥ h \_\ 16K0G28 bez 6 neséji (16K0G2E) NN 75
16K0F1D apsardze [ | 16KOF1D 6.25kHz/25kHz 0344 [144 .@.ﬂb 627625741257622932 (kHz) |2
16KOF1D platais [ 16KOF1D .25k Hz/25k Hz 0663 132 o GTR 2000/Matorola (8K7001v) |5
16KOF3E [ 18KOF3E .25k Hz/25kHz 0.52 ciparud46 (3K70D1w) |5
16KOF3ECTCSS arskanu | 4] | 16KOF3E .25k Hz/25k Hz 045 537625739232253023 (kHz)| 2
16KOF3E CTCSS zems imenis | 7] | 16KOF3E .25k Hz/25kHz 0724 [034 3 BKEOF1D apsardze (3KE0F1D) |7
16KOF3E liels menis 4 | 16K0G3E 6.25Hz/25Hz 0,689 |0.89 e 2 o e, e Kenwood TK-760 H (3K50F38) |2
16KOF3E plats CTCSS [ 16KOF3E 6.25k Hz/25k Hz 0.66 BKEOF2D apsardze (3KE0F2D)| 1
16K0G2B 5 nesei A 16KOG2B | 6.25kHz/25kH: 026 |13 T m 12 @ m CP 040Motorola (16KDF3E) |1
16K0G2B bez 6 nesii [ 16K0G2B 6.25k Hz/25k Hz 0254 18 @ GTR 8000/Motorola (8K70D1W) |1
16K0G 2B pina josla [ | 16K0G2R 625k Hz/ 25k Hz 0,764 0,99 =) & TK-762G/Kenwood Carporation (16K._|2
2ragi ar blakus starojumu [4 | 16K0F1D 625k Hz/ 25k Hz 0114 |35 Sample spectrum information 16KOF 3E plats CTCSS (16KDF3E) |2
20K0G7W TETRA | B4 | 20k0G7W 6,25k Hz/ 25k Hz 0382 |18 | A ELLAT tests (8K50F2D)| 1
20KOG7W zems limenis | b4 20K0G7TW  |6.25kHz/25%Hz 0472 |278 | . TKEOFXD trunkings? (TKEOFXD) |2
20ragibus labaks? | B4 [16KOFID  |6.25Hz/25kHz 0327 (31| oor ek offet ol 0 ° ﬂ {estpr100 (3K50F2D) 1
2Zragi bus labaks? | M I‘iGKDF1D 6,25k Hz/25Hz 0.286 |3_04 | Calculated offset (poirts): -10
31_425 | & |ax 6.25k Hz/25kHz 0361 [1.14 m
31_425a £4 |a3x 6.25k Hz/25k Hz |0.64
balss nesejs | [ | eK50F3E 6.25k Hz/25kHz 0.64
7KBOFXD trunkings? [ | 7K60FXD SR 3
TWEACYD b el ¥ CA | swencvnh
Edit sample spectra list
0 e @
- @ VAS "Elektroniskie Sakan", 2022 .:
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E.1. Sample spectra list;

E.2. Sample spectra display and defining graph;

E.3. Sample spectra usage statistics graph;

E.4. Sample spectrum highlighted in the list;

E.5. The highlighted entry’s (in the signal detection list)
cumulated spectrum quasi mode value;

E.6. A potential sample curve of values of 200 kHz wide
spectrum;

E.7. A potential sample curve of values of 25 kHz wide
spectrum;

E.8. A potential sample curve of values of 12.5 kHz wide
spectrum;

E.O. Sample spectra which have been determined as

closest to the highlighted entry in the signal determination
result list and how often they have been observed;

E.10. Button for manual fine tuning of the middle
frequency of the highlighted potential sample spectrum to a
lower value;

E.11. Button for manual fine tuning of the middle
frequency of the highlighted potential sample spectrum to a
higher value;

E.12. Button to obtain quasi-mode spectrum and potential
sample spectrum from the highlighted entry in the signal
detection result list;

E.13. Button to cancel the manual changes to potential
sample spectra;

E.14. Button to add the highlighted potential sample
spectrum to the sample spectra list;

E.15. Button to visualize the statistics of all frequencies
where the signal was determined to be close to the selected
sample spectrum including number of occurrences;

E.16. Button to delete the highlighted sample from the
software’s list of sample spectra;

E.17. Button to erase all unsaved changes to the list of
sample spectra;

E.18. Button to add remotely stored (Skudra Server)
sample spectra to the local sample spectra list;

E.19. Button to upload the highlighted entry in the list of
sample spectra to Skudra Server;

E.20. Button to save changes to the list of the local sample
spectra;

E.21. Information on the deviation of the user added

frequency offset points of the potential sample spectrum
from the sample spectrum middle frequency;

E.22. Information on the additional number of necessary
correlations to the potential sample spectrum (each with an
additional frequency deviation of one point);

E.23. Information on the number of offset points of the
automatically determined potential sample spectra central
frequency.



3.6 Machine learning section

Measurements n

Machine leaming source data preparation

1. Selection of spectrogram data

Browse files

Settings Ranges E Sample spectra Machine leaming m Masks g About

List of samples for fitting model

4. Labeling of samples

Locating files ...
20232-0-256.zip (460 MHz - 580 MHz):

1MHz £ 25 MHz: 126720 samples
Completed
Total: 126720

2. ldentify samples with range above (dB):

Identify 126720 samples mapped for identification

Checked: 126720 , above squelch: 33455

Stop

10000

3. Reduce amount of samples to:

Load to list Save to file

10000 samples selected for Machine leaming
10000 samples processed
populating list...completed

Fitting ML model

E. Fitting the model
Start

0,0884 (84,0/(84,0+866,0)) ~
confusion table

PREDICTED |
TRUTH |
positive |
negative |
I ______________________

|

Precision

W

R

ox -
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Time:

20232

o2 ssnon oo —oros |

20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232
20232

Frequency BW
937000000 | 25000000

935000000
940000000
941000000
542000000
543000000
544000000
545000000
545000000
547000000
543000000
545000000
850000000
851000000
852000000
953000000
954000000
955000000
S56000000
S57000000
58000000
55000000

25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000
25000000

offset
0,58071...

0,02816...
0,07884...
-0,2205...
0,01948...
0,14246...
0,03266...
0,01555...
-0,1246...
-0,0186...
-0,2493..
0
0,01290...
-0,0275...
0
0,03857...
-0,0851...
0,00588...
0

0

0

028

Label

<}l []

O ®|O0oooioiooiooioooooooooo

~

Spectrum of sample

[}

| ".‘”‘gt’. M A

-30

-250 -200 -150 -100 50 0 50 100 150 200 250

Management of spectrum samples

Save samples Load samples

saved to: test_grobina json

Import of fitted models for broadband detection

| Import models |

Loading models..
test_grobina.. Loaded
Models stored succesfully / ready for use

© VAS "Elektroniskie Sakari”, 2022




3.7 Masks section

B2 2024.3.6_Beta_(146-470MHz).zip - Skudra PATROL 46.6

(®Y veasuremeris () = @ setings BB Ranges BN Sample spectra [} Machine leaming () Mesks £ About
Spectrum mask definition chart

N I i

w L
| | I
i Wy | W
A 377 5k
10 . ; . .
97 975 98 985 99 995 100 1005 101 1015 102 1025 103 1035
Mask generation source Preparation of masks Mask list administration
| From spectrum (SMD440) | | Stmightline || FomMax || FomMn | | Fu|
| From spectrogramm (FM) | [3[ =8 |[ -aB |[ <> |[ < | | Addtolist |
| Load mask from ist (FM_MAX(1)) | | caneal | | Dekte |
ox -

List of masks
Name F1(MHz) F2(MHz) Res.(Hz) Used
-11 = MaxHeld FM_MAX 875 108 2500 [~
—— MinHald
4 FM_MIN 875 108 2500 O
#  Marker 0

2 VAS "Elektroniskie Sakan”, 2024 .:
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4 Description of Complete Functionality

4.1 Measurement control and visualization

4.1.1

40

Starting, stopping and interrupting measurements

To start measurements click the typical multimedia design button “Play”
(A.1), to stop - “Stop”(A.2);

Contral Contral

Archive ‘ ‘ . ‘

It is possible to pause the measurement by clicking the button “Pause” (A.1),

and restart by clicking the button “Play”. During the paused measurement
the receiver may be used for aural monitoring, and other purposes, including
disconnecting from the software. After clicking the button “Play” monitoring
will resume and the results will not be fragmented.

If prior to commencing measurements the software contains unsaved
measurement data or unsaved open measurement results, the software will
offer to save the existing results, not save/discard changes or cancel opening
of the result file.

Skudra @

:] Sawve displayed results?

(oo J[ e [ G ]

If any active (set as used) measurement range has DF triggering enabled
(4.3.9), “DF ON” / ”DF OFF” button is visible in “Control” group. Also
Direction finding record together with currently active DF-ied frequency is
shown in “Ranges” group.

When starting measurement session button is in “DF ON” state, indicating
that direction finding is in progress. Direction finding can be interrupted by
setting (clicking) button to “DF OFF” state, and continued by setting
(clicking) to “DF ON” state. During the interruption direction finder can be
used for any other task. However, by interrupting DF process, all DF requests



4.1.2
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enqueued (5.3), yet not DFied will be lost. DF requests completed are not

influenced;

Control Ranges

FM: 87.5-108 MHz ( 100 %)
smd380: 380 - 430 MHz (100 %)
- Direction finding: 92.9 MHz

-
—
REMOTE
“Direction finding: On hold” message is displayed in “Ranges” group if
direction finding in not performed by several reasons:
o User has pressed “DF OFF” button,
o Receiver is being used for frequency scanning, when same equipment
is used as receiver and direction finder,
o All frequencies on direction finding queue have been DF-ied.
It is possible to run Skudra Patrol in remote control mode (4.8), when
measurement ranges are configured, measurements started and stopped, and
results saved automatically by Skudra Server. This mode is enabled and
disabled by toggling “REMOTE” button;

Control
REMOTE
Archive
Signal detection results
Frequency Range Carr. Lev. Diff. Dist.
REMOTE 87.8 FM 0,868 (423 |58 |48

93.8 FM 0,854 |401 |41 984

Remote control mode can be enabled only if no measurements are active and
Signal detection results are cleared.

Saving and opening the results

Upon stopping the measurements the result may be saved in a file by clicking
the button “Save” (A.4);

The result will be saved together with the setting information in a “zip” file
which is automatically named by a sequence of the monitoring start date,
measurement session name, start and stop frequencies, a serial number
based on the previous criteria and a version serial number in the sequence
hereby listed. The result file will be saved in the folder specified in the
settings section (Error! Reference source not found.);



4.1.3

4.1.4
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The result file may be opened clicking the button “Archive” (A.2) and
selecting the appropriate file. Opening the file, full functionality is restored
as it was after stopping the measurement;

If prior to opening a result file the software already contains unsaved
measurement results or unsaved changes of open measurement results, prior
to opening the new file the software will offer to save the existing results,
not save/discard changes or cancel opening of the result file.

Skudra @

':9} Save displayed results?

Automatic saving of results

During measurement and introducing changes to either earlier saved or
unsaved results, results are automatically saved in an internal software file.
The goal for this automatic saving is to prevent loss of the results in case of
incorrect closure of the software, e.g., unforeseen shutdown of the
computer;

In cases of it’s incorrect closure, the software will inform the user and offer
to save the automatically saved results;

Skudra 3

. 1 Skudra have not been closed properly!
! 4 Open auto-saved results (or discard)?

If the software was closed correctly, it is not possible to restore unsaved
results.

Upload results to Skudra Server

After stopping measurements, the signal detection results may be uploaded
to Skudra Server by clicking the button “upload” (A.5) in the measurement
section;

X B(#]
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To enable uploading the results, the software must have access to the Skudra
Server access key (see section 4.2.7);

The following information is sent to Skudra Server: monitoring coordinates,
time of monitoring, measurement session type, measurement range limits,
the contents of the signal search result list (all columns), the cumulated
spectra of each entry, bandwidth breakdown, signal level change with time,
DF results (if available);

The upload progress during uploading the results is shown in the bottom left
corner of the software window;

o< ~ Stored 16 /60 Frekvencies X

When upload is complete a link to the saved result is displayed in the bottom
left corner of the software window. It is possible to copy the link to the
uploaded result to the clipboard by right-clicking the link and choosing
“COpy”.

wx = http/fskudraffrekvences/skudrafeve nt N1 450/l
Copy!

If measurement has been set-up, with options that performs periodic updates
to Skudra (DF reporting to Skudra server, statistics, waterfall spectrogram
storage to server) and corresponding measurement has been deleted from
Skudra server, measurement upload to server will result in error “Storing to
Skudra Server not complete The remote server returned an error: (500)
Internal Server Error. DoesNotExist at /api/events/ranges/...”. To avoid that
Skudra server measurement reference at Skudra Patrol has to be cleared at
“Stored measurement settings” panel’s (3.2) “Server ranges reference”
selection by clicking “Clear ranges refences”.



Measurements n E Settings Ranges E Sample spectra m Machine leaming m Masks Abou

Settings Values of cument/stored measurement session settings
[=)- File name ~
El Measurement session
- Measurement session titls https://skudra/api/documents/3488/
- Measurement time https#/skudra/api/events /ranges/ 20673/
- Measurement coordinates
- Result link
=) Antenna/receiver tract
- Receiver type

- Receiver IP address
= Antenna information
Antenna fils
i... Artenna factor
[=- Cable information

i Cable file

‘... Cable attenuation
=) Measurement ranges
Measurement range list
i~ Measurement ranges’ directory
Receiver
.. Server ranges references
[=) Licence database information

Licence database file Clear ranges references
i Specific freauencies' file W

4.1.5 Closing measurements results and the software

e The results displayed by the software may be closed clicking the button “X”
(A.3) in the group of control buttons;

B (4]

e The software may be closed by clicking the button “X” in the software
window’s upper right corner;

e If there remains unsaved measurement data or unsaved open measurement
results when closing the data file or the software, the software will offer to
save the existing results, not save/discard changes or cancel closing of the
result file or software.

Skudra @

Coe J ][ o ]

e If there is no warning displayed, there have been no unsaved results in
the software.
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4.1.6 Informative messages

e Most error messages and other information that will occur while running
the software will appear in the area for informative messages (A.13) at
the lower left of the software window;

wx ~ Storing to Skudra Server not complete The rermote narme could not be resolved: 'wrongsenver'

e These messages may be copied to the clipboard or cleared by clicking the
right mouse button and choosing “copy” or “clear” respectively.

4.1.7 Measurement ranges

e By clicking the measurement start button (A.1) measurements are started in
the ranges (A.6) that are displayed in the group “Ranges”. Measurement
ranges and parameters should be defined in the measurement range list in
the settings section (D.1);

e If any of measurement ranges is set up to trigger direction finding, currently
active direction finding task or direction finding status will be shown as last
record in “Ranges” group.

Ranges
FM: 87,5- 108 MHz { 100 %)
smd380: 380 - 430 MHz (100 %)
. Direction finding: 423.025 MHz

e At each range the appropriate scanning progress of the measurement cycle is
shown (A.7);

e During measurements or while reviewing earlier measurement results, by
clicking the left mouse button over the range, the appropriate range’s
spectrum will be displayed.

4.1.8 Signal detection result list

e The signal search result list (A.24) shows entries of all frequency channels
where signals were observed;
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Signal detection results

Frequency Ranage Carr. Lev. BW % Courd DFcrt. Emclass LU = Lim bl Application Notes *
101 FM 0.52 76 [1375 (100 (3 [1 300KFS... LIE U FM sound an...

104.6 FM 0533 (951 (875 |100 |3 1 J00KFR... LIE Range FM =ound an...

103.5 FM 0863 (515 (50 100 |3 1 J00KFE... SKH c FM sound an...

1076 FM 0524 (304 (130 [100 (3 |1 300kF8 | LEL | Corn FM sound an...

89,5 FM 0878 (522 |108 100 (3 1 J00KFS... AIZ Lev. FM sound an...

103.7 FM 0826 (448 (215 |100 |3 1 J00KFR... | KLy Diff FM sound an...

106.5 FM 0683 (475 (1875 |BRT |2 1 J00KFE... | KL ' FM =ound an...

91.4 FM 0665 (38 55 1341 0 J00KFE... | KL Dist. FM sound an...

516 FM 0779 (482 (2125 |100 |3 0 J00KFS... |SK FM sound an...

91.8 FM 0826 [384 |85 334 1 0 J00KF8... |"-" B FM sound an...

523 FM 0914 (852 |1525 |100 |3 0 J00KFS... LIEL o FM sound an...

529 FM 0,857 (833 (1125 |100 |3 1] J00KFS... |LBT] count FM =ound an...

935 FM 0909 (871 (1475 100 |3 1] JO0KFS... |LIE—— FM sound an...

546 FM 0503 (602 (1475 [100 (3 [0 300KFE.. |LIE| Y | DFent. FM sound an...

949 FM 0829 (452 [180 [100 [3 [0 300KFB... [KU[¥ | Ern.class FM sound an...

95.2 FM 0892 (894 1575 [100 |3 0 J00KFS... LIE? ) FM sound an...

95.6 FM 0915 (643 (1275 |100 |3 1] J00KF8... |LIE| " | Licence FM =ound an...

96,1 FM 0918 (832 (1475 (100 (3 [0 I00KFE... [LE[~ ] Lic.wr. FM sound an...

56.6 FM 0,826 (477 (120 100 (3 0 J00KFS... AIZ? o FM sound an...

57.1 FM 0818 (879 [20 [100 (3 [0 300kF3_ |LE| " | Application FM sound an...

75 FM 0912 |761 [1325 (100 |3 0 J00KFS... |LE[* | Motes FM sound an...

57.9 FM 0515 (963 |75 100 |3 1] J00KFR... | LIErrwre reererrer | FM sound an.. o
= - S - e B Het o .

e Detecting a signal in a frequency channel where previously no signal was
detected (no entry in the list), a new entry appears top of the list. If the
signal is detected repeatedly, content of the entry is appended;

e The result list may be arranged in an ascending or descending order for every
shown value by clicking the left mouse button on the columns title (A.8);

e The result list’s columns may be displayed or hidden by clicking the columns
title (A.8) with the right mouse button and choosing the appropriate columns
out of the context menu appearing;

e Highlighting an entry to the result list, the appropriate cumulated spectrum
(A.25), bandwidth breakdown (A.26), licences corresponding to the frequency
including map coordinates (A.14) and the time or occupancy graph (A.27) is
displayed. Highlighting several entries, information will be displayed for the
last highlighted entry.

¢ Introduced changes to the signal determination list can be saved to new result
file or uploaded to the database. Already saved result files and database
entries will not be edited.

e The size of the signal search result list may be changed by dragging the lists

top and right-hand borders. Column size (respecting the system design
minimum) may changed by dragging the column title borderlines.

4.1.9 Explanation of Signal Determination Result Parameters

Frequency - The frequency channel (MHz), where the signal was found. Depending
on the range setting (D.1), the channel step may be 100 kHz or 6.25 kHz;

Range - The name of the user determined measurement range where the signals
were found;
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Corr. - Average value of detection quality of all registered signal events in the
frequency channel. However, different signal detection types have different
meaning for this parameter:

e For narrow band detection - maximum Pearson correlation coefficient
squared (determination coefficient) among correlations of all sample spectra;

e For broadband detection - Selected ML model output from O to 1;

e For jammer detection - Maximum of Carrier specificity in dB, in specified
spacing range;

e For mask detection - maximum mask overshoot/undershoot value in dB;

Lev. - Maximum electromagnetic field strength dbuv/m exceeding 2% of events of
signal detection. The field strength is calculated by adding the antenna factor and
cable attenuation (see 4.2.2 ) to the signal level. The signal level of each detection
is calculated as the maximal value of spectrum in the signal bandwidth. The 100 kHz
channel step FFT resolution is 2.5 kHz, 6.25 kHz - 125 Hz, Blackman windowing.;

Diff. - The difference between the theoretically calculated and the measured field
strength. Positive values are assigned to field strength that exceeds theoretically
calculated, but negative - field strength that is less than theoretically calculated.
Zero is displayed when the measurement is equal to the theoretical value or
theoretical calculations show there should not be any signals at the monitoring site;

Dist. - Distance in kilometres from the monitoring site to the possible licence
coordinates. Zero is displayed if by theoretical calculations the transmitter should
not be received;

BW - the emission’s maximum bandwidth in kHz exceeded in 5% of signal detections
at a signal to noise ratio at least 30 dB. If the signal to noise ratio has never exceeded
30 dB, the bandwidth is calculated as maximum of unique bandwidth level
combination pairs exceeding 5% of signal observations. The signal bandwidth in each
detection event is determined by the 1% B (99% power in bandwidth) method, and
by the mid-level between the maximum level and noise level if the signal to noise
ratio does not exceed 30 dB;

Count - Number of instances of signals detected;
DF cnt. - Number of direction finding attempts that successfully returned direction

Em. class - For narrowband detection the class of emission of the sample spectrum
that most often correlates most with the signal in the specific frequency channel.
For broadband, jammer and mask detection field is always filled with “broadband”,
“jammer” and “mask” respectively;

Licence - The holder of the most probable licence of the signal received at the
montoring site. The addressees or users that are not linked to coordinates are shown
in parantheses;
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Lic. Nr. - The number of most probable licence of the signal received at the
monitoring site;

Application - Radiofrequency application relevant to frequency in the EFIS classifier
according to the downloadable file from www.efis.dk which has been set in the
settings section as radiofrequency application file (6.1.5);

Notes - User added comment. Text input in this field will be linked to the entry in
the signal determination result file.

Signal detection results

Frequency Range Com. Lev. Diff. Dist. BW % Cound DFent. Emclass Licence Lic.Nr. Application MNotes 2
877 FM 0502 (877 (19 |47 160 (100 (13 [D J00KF8... |LIEPAJA KOORD/102... |FM sound an...
23.1 FM 0813 (40 |56 (4242275 [100 18 |2 J00KFB... |SKRUNDA KOORDA120... |FM sound an...
254 FM 0523 (50 |56 (47 (1225 |100 |18 |3 J00KF8... |LIEPAJA KOORD/102... |FM sound an...
887 FM 0,728 (37 111 [627 (220 (2785 0 300KF8... |PALANGA KOORD/102... |FM sound an...
239 FM 0.9 577 |-88 (48 [1175 |100 (18 |0 J00KF8... |LIEPAJA KOORD/115... |FM sound an...
85,5 FM 0,872 (522 |41 (385 (1175 |100 (18 |3 J00KFB... |AIZPUTE KOORD/104... |FM sound an...
Ell FM 0927 832 |35 |47 |125 (100 |18 [O 300KFS... |LIEPAJA KOORD/102... | FM sound an...
914 FM 0631 (382 (249 (918|255 [167 |3 0 300KFB... |KLAIPEDA KOORD/102... |FM sound an...
916 FM 0,783 |484 |53 (386220 [100 18 |D 300KFR... |SKUODAS KOORD/102... |FM sound an...

4.1.9.1 Notification of unauthorised emissions

Signal detection result(4.1.8) list contains information, whether detected signal is
authorised according to frequency assignment database (4.5,) filtered by set licence
detection parameters (4.3.2), and whether emissions on particular frequency
overshoot set spectrum mask(4.3.3).

e In all detection modes, if, for particular frequency channel, frequency
assignment in particular monitoring site is considered invalid or there is no
assignment for frequency at all, Licence field for related record in signal
detection results list contains key “-” - no assignment;

Signal detection results

Frequency Range Corr. lev. % Courl Emclass  Licence Application MNotes ~

108 FM 0804 (508 (100 |2 200KBE " FM sound an...
1077 FM 0886 |BD.7 (100 |2 J00KF8... | Latviias Valst... | FM sound an...
1072 FM 0503 (566 (100 |2 J00KFE... |RADIO SKO... |FMsound an...
106.8 FM 0828 (451 (100 |2 300KF8... |Radio TEV FM sound an...
106.2 FM 0818 (557 |100 (2 300KF8.. |STARFM FM sound an...
105.7 FM D662 (454 (100 |2 J00KFE... |RADIO SWH  |FM sound an...
105.2 FM 0887 |[625 (100 |2 300KF8.. |RADIO SWH |FMsound an...
1n4 1 =7 nan? |R2a [1nn (2 NNKED CHDER M | EM crimd o

¢ In mask detection mode, Emission class field contains keywords “mask+” or
“mask-" - emission has overshoot or undershoot mask. Mask detection is
independent of unauthorised signal detection, thus signal can be both -
unauthorized and spectrum mask, just one or none.
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Signal detection results

Frequency Range

1004
1016
1025
101.3
101.7
102

1024
101.3
101.2
1021
1022
101.5
1011

an 7

FM
FM
FM

Corr.
0,5
6.843
3,681
4755
4586
8727
7.529
0.45
27
4,168
205
4719

0.65
na4as

Lev.
471
51
46,2
60.7
60.7
58.2
527
45,3
51.5
51.5
51,5
473
4156

R71

46
95.5

Couri  Em class
1 mask
21 mask
21 mask
22 magk
21 mask
22 mask
21 mask
4 mask
20 mask
22 mask
20 mask
21 mask
4 mask

T

AWNNKER

Licence

Latviias Valst...

Latviias Valst ...

Latviias Valst...
Latviias Valst...

RADIO SWH

| =tusiize Walet

Application

FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...
FM sound an...

T armalammia

Motes

Licence (unauthorised emission) and mask detection (overshoot) events are sent to

Skudra Server, if at least one of measurement options are enabled: Report statistics
(4.1.22), Report DF to Skudra Server (5.4), Remote control with automatic upload to
Skudra Server (4.8), or if results are manually uploaded to Skudra Server.

4.1.10Signal Search Result List Context Menu

Right-clicking the mouse on an entry in the signal search result list opens a menu
providing the following functionality:

Signal detection results
Frequency Range

877
38,1
834
88,7
23.9
29,5
31

914
51,6
91.8

o7 9
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“Delete selected” - the highlighted entry and all associated information
about the signals observed on the frequency will be erased. The task may be
carried out by clicking the key “delete”. If multiple entries are highlighted,
all will be deleted;
“Clear DF Results” - All direction finding results for highlighted entry(-ies)
will be erased. If multiple entries are highlighted, DF results for each entry
will be erased;

“To specific list” - the highlighted entry’s frequency may be added to the list
of specific frequencies (setting section, list of specific frequencies (Error! R

eference source not found.). The frequency user should be entered and
confirmed by clicking the button “Save”;

FM
FM

Cor. Lev. BW Courl DFent.  Emclass  Licence Lic.Nr.
0502 (877 |10 [100 (18 (O J0DOKFS... | LIEPAJA KOORDA02...
0819 |40 (2275 |100 |18 |2 JDOKFE... [SKRUNDA KOORDA20...
noos lon 11a R o0 113 |3 JDOKFS... | LIEPAJA KOORDA02...
Delete selected 5 1] J0OKFE... [PALANGA KOORDA02...
18 1] J00KFE... [LIEPAJA KOORDA115...
Clear DF Results 18 |3 300KFE.. |AIZPUTE KOORD/104...
- - “S z oo S . DA02...
Store in specific freq. » | R0/102..
Copy list Save ROA102...

n ooo

OF 7% ACT R 1nn

ANNFOCUC [ 1ICDA A

Fmwhiom Ang

Application

FM sound an...
FM sound an...
FM sound an...
FM =ound an...
FM sound an...
FM sound an...
FM sound an...
FM =ound an...
FM sound an...
FM sound an...

CM ommiimd —m

Motes "™

“Copy list” - All entries of the signal search result list are copied to the

clipboard in “csv” format to be pasted in any word or spreadsheet processor.



4.1.11 Cumulated spectrum of signals
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The cumulated spectrum of signals corresponding to the highlighted entry in
the signal detection result list is displayed to the right of list (A.25). If
multiple entries are highlighted, the last cumulated spectrum will be
displayed;

The cumulated spectrum graph may be displayed or hidden by clicking the
button (A.28) on the panel below the cumulated spectrum or the time graph,
if the cumulated spectrum is hidden;

In the cumulated spectrum, all observed signal spectra in the frequency
channel are shown. Spectra containing no signal, only noise, are not included.
All signal spectra are overlayed. The number of appearances of the relevant
frequency-level pair is colour-coded from red (maximum, though often less
than 100%) to green, to blue (once);

The cumulated spectrum characterizes how often the signal is detected -
whether on the frequency operates one or several transmitters, what the
base station/repeater spectrum looks like.

Curnulated zpectrunn Bandwidth
120 120

100 100

20

20

60

60

40 40

20 20
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-12.5k 4132375 +12.5k 0 625k 125k 187%k 25k
-6.25k +6.25k

[ Spechum ] [ Bandwidth ]

The cumulated spectra at the channel step of 100 kHz are displayed in a band
of 500 kHz, but at the step of 6.25 kHz in a 31.25 kHz range;

The cumulated spectra graph can be resized by dragging the graph’s top
border. The cumulated spectra contains 200x300 values. When resizing, the
aspect ratio 2:3 is kept unchanged;

Marker of cumulative spectrum value, currently mouse hovering on, is
displayed in mouse tooltip.



4.1.12 Bandwidth breakdown graph

Right of the signal search list is the two dimensional display of the signal
level/strength (A.26) relevant to the highlighted entry in the list. When
multiple entries are marked, the cumulated spectrum of the last highlighted
entry is displayed;

The Bandwidth breakdown graph may be displayed or hidden by clicking the
button “Bandwidth” (A.29) in the panel under the bandwidth breakdown
graph or the time graph if the bandwidth breakdown is hidden;

All combination pairs of signal bandwidth/level detected in a single frequency
channel of a measurement range are displayed in the bandwidth breakdown
graph. Bandwidth measurements with signal to noise ratios no less than 30 dB
(measurements are done with the 1% 8 method - 99% power in the bandwidth)
are displayed colour-coded from red (maximum) to green, to blue (a single
event). Combination pairs with a signal to noise ratio less than 30 dB (by
spectrum width in the middle between maximum and noise level) are
displayed grey. The frequency of equal results are not cumulated for the
latter;

The bandwidth breakdown graph helps to determine the field strength of a
specific bandwidth signal - what is the field strength of a repeater, what is
the field strength of a base station;

The bandwidth breakdown at the channel step of 100 kHz is displayed in a
band up to 500 kHz, but at the step of 6.25 kHz - up to 31.25 kHz;

The bandwidth breakdown graph can be resized by dragging the graph’s top
border. The cumulated spectra contains 200x300 or 250x300 values. When
resizing, the aspect ratio is kept unchanged.

4.1.13 The frequency range’s spectrum
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The range’s spectrum graph is displayed on the right-hand side of the
measurement panel. The graph shows spectrum of the range highlighted in
the measurement panel’s list (A.6);

Frequency range spectrum

68.9

3.9
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= Clriwirt
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Several spectrum traces are available at frequency range spectrum chart
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o Maximum Hold spectrum (Max), Minimum Hold (Min) and Current value
(ClrWrt) - available for every measurement,
o Spectrum mask above (Mask+) and/or spectrum mask below (Mask-) -
available if corresponding detection is set for selected range,
o Spectrum trace from spectrogram (WF) - available if selected from
spectrogram (4.1.20)
Colour and line width of each trace can be set by right click on legend’s
corresponding item. Selected values will retained for every spectrum range,
including mask definition chart (also after restart):

e |

| Max
in
—— |: riefrt

1w Clear

- RoyalBlue =

(\ Trace Width: 2 -
I TR

Every spectrum trace available on frequency range spectrum chart can be
temporally hidden, by right clicking on corresponding legends item.

The bands spectrum graph may be zoomed in on the abscissa by left-mouse
drag on the necessary limits. Right-click of the mouse, performs 4x zoom-out.
By left-click of the mouse the central frequency may be set without changing
the zoom, thus gradually reviewing all the spectrum under magnification;

The bands spectrum graph may be zoomed in on the ordinate by left-mouse
drag on the necessary limits while holding “shift” key. The maximum range
may be restored by right-click of the mouse, while holding “shift” key;

Maximum Hold spectrum (Max) can be cleared by selecting “Clear” in tooltip
menu on graph’s legend;

The bands spectrum graph may be displayed or hidden clicking the button
“Spectrum” (A.22) under the spectrum graph or the frequency’s licence map
if the band’s spectrum graph is hidden;

The bands spectrum graph may be resized by hiding or displaying the
frequency’s licence map, or dragging the bottom border under the button
“Spectrum” (A.22);

Spectrum trace value, currently mouse hovering on, is displayed in mouse
tooltip.



4.1.14The frequency range’s spectrum: Markers

Marker functionality is added to frequency range spectrum to aid reading spectrum
values.

Frequency range spectrum

120

ax
96.2 MHz in
50 74,76 dBu\Vfm — Qlrinit
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Az 157 b kHe 35,97 dB
4248dB +
20 f\v & N( _.L /
0
-30

95,5 356 357 358 95.9 36 6.1 96.2 9.3 6.4 96.5 96.6 96.7

e Markers can be added either by mouse left-click while holding “Ctrl” key or
by holding mouse left-click for longer than 1 second;

e Markers can be removed either by mouse right-click while holding “Ctrl” key
or by holding mouse right-click for longer than 1 second;

e In total 3 markers can be added. Adding 4-th marker, the marker will be set
in place of marker which is closest to clicked position;

e When added, marker is set on spectrum trace with value closest to clicked
position;

e All markers are always set on same spectrum trace. If new marker is added
to trace another than that of previous markers, previous markers are set to
trace of new marker;

Frequency range spectrum

120
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e If no more than 2 markers added:
o first marker shows selected frequency and field strength value,
o second marker shows frequency and level difference to first marker;
e If 3 markers added:
o Third marker (e.g. last marker changed) shows frequency and field
strength of marker and frequency difference between marker of
highest frequency and marker of lowest frequency,
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o First and second marker shows frequency and level difference to
third marker (e.g. last marker added).

4.1.15Field strength and occupancy time graph

e The field strength or frequency occupancy time graph is displayed in the
measurement section’s lower right corner. The displayed graph may be
chosen by clicking the button “Field strength” (A.30) or “Occupancy” (A.1);

e The graph displays data of the highlighted entry in the signal determination
list;

e The frequencies signal level is displayed as the ordinate, and the time is
displayed as the abscissa. In the case no signal was observed during search,
the ordinate displayed is minimal. If the process of measurement has been
stopped or interrupted, the time graph will show a gap;

Time chart
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—— Field strength, dBuWim
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e |f the occupancy graph option is chosen it is generated from the percentage
how often the signal appears in 15 minute intervals according to Recommen-
dation ITU-R SM.1880;
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Time chart
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Both the field strength graph and occupancy graph may be zoomed in on the
abscissa by left-mouse drag the necessary time limits. Right-click of the
mouse, performs 8x zoom-out.

Both the field strength graph and occupancy graph may be zoomed in on the
ordinate by left-mouse drag on the necessary limits while holding “shift” key.
The maximum range may be restored by right-click of the mouse, while
holding “shift” key;

The graph may be resized displaying or hiding the cumulated spectrum and
occupancy graphs, as well dragging the graphs top border.

4.1.16 Map: Frequency Assignments
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Map in measurement panel is used for two functionalities: display of
frequency assignments and display of direction finding results;

The frequency assignment map can be shown or hidden by toggling “Map”
button in centre-right part of measurements tab;

The frequency assignment map (A.14) displays all available licence infor-
mation on the highlighted frequency in the signal detection list;

Monitoring site location is displayed on map as large blue marker. Position of
marker is updated as soon as coordinates for monitoring site are changed
(4.2.2). If prior measurement results are shown, however, monitoring site’s
position will be shown corresponding to measurement data;

The licence assignment coordinates are displayed on the map by small
markers. Small blue marker designates the coordinates of the most probable
assignment. Other coordinates of the same frequency assignment are marked
by small grey markers;
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Licences for particular frequency

The assignment map’s coordinate context menu shows the frequency’s
licence owner, licence number, theoretically calculated field strength, the
difference between calculated and measured field strength, distance from
the monitoring site to the assignments coordinates and emission class
according to licence as well as the option to mark the assignment as the most
probably received;
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In the monitoring site’s marker’s context menu it possible to define an
unknown spectrum (NRS) user as the most possible signal source, as well the
option to mark as most possible an assignment without coordinates or an
undefined user from the list of specific frequencies;

The signal detection result list is also updated according to the change of
assignment of the received signal;

The map uses OSM maps offline or online (Error! Reference source not f
ound.), according to the map settings in the settings section;

The map may be resized displaying or hiding the range’s spectrum graph or
waterfall graph (by clicking “Spectrum” or “Waterfall” buttons respectively),
as well as dragging the map’s lower border.

4.1.17 Map: Direction finding results

Map in measurement panel is used for two functionalities: display of frequency
assignments and display of direction finding results;
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The frequency assighment map can be shown or hidden by toggling “Map”
button in centre-right part of measurements tab;

Licences for particular frequency

@ OpenStreat Map contributors
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Direction finding results are displayed as histogram for currently selected
record in signal detection result list (4.1.8). Direction finding results and
corresponding functionality is only visible if the selected record has direction
finding attempts associated;

Histogram is displayed by dark grey beams, with various opacity ranging from
minimum for single occurrences of particular bearing to full opacity for
bearing measured most often;

Opacity behaviour of histogram display can be altered by HIST text box in
top-right corner of map in format “minimum visible recurrence - recurrence
for maximum opacity”. By setting minimum above 0, it is possible to dismiss
rare directions, by setting maximum bellow 100 it is possible to reduce impact
of most frequent bearing;

Width of each individual bearing can be set by A textbox in top-right corner
of map;

Red beam denotes last direction measured, it can be enabled or disabled by
pressing button at bottom-right corner of map (“261°”), number represents
last direction measured;

11/42
2022.12.11 09:10:23
352.1125 MHz
299°/ 1.2km N56°30° 23.98" E21°03' 34.52"
First text box at bottom-right corner of map contains successful direction
finding attempts versus all attempts;
Second text box at bottom-right corner of map contains date and time of last
direction measured;



Third text box at bottom-right corner of map contains channel frequency of
signal, direction finding results and licences are displayed for;
Forth text box at bottom-right corner of map contains direction and distance
from monitoring site location to mouse cursor as well as coordinates in DMS
format. That can be used to readout bearing values from map.

4.1.18 Direction finding override

If any active (set as used) measurement range has DF triggering enabled, “DF
override” button is visible in centre of “Measurements” tab. By clicking “DF
override” button “DF settings to override” and “DF queue” groups are shown.

DF settings to ovemide Queue Licences for particular frequency
(20) s r2en, HIET: 0-100 %
All DF azimuth (%) 1071 Urzerne A3
O comection 0 946
1037
[ | DF Thresheld (... |5 98.3
- 571
[ | Guality Thresh... |30 105.1
DF bandwicth (... | 120 - ||| 1076
DF polarsation | Vertical - 556
[ oF amplfication | Passive - :II BEE e ;;a_
[ | OF antenna input | - - 3135 1
[ | DF attenuator 15 - 881 g - .
[ |DF IF attenuator | LowDist... = 155?34 T~ o’ AR 171
[ | OF dwelltime (s) |1 355 2024.4.14 17:07:09
START DF 89.5 MH 1DS.E dabas parks / g . K i 83.5 N!Hz
. = 1046 © OpenStrestMap contributors “Pape” |/ 2917/ 74.3km N56°44° 04,74" E15°56" 24,67
| DF ovemide | | Map | Spectrum Waterfall

User can manually set frequency to DF by selecting corresponding record in signal
detection results list and clicking “START DF...”
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By selecting record in signal detection results list DF settings to override list
filled with DF equipment settings that has been defined in “DF equipment
settings” (4.3.10) for range on which signal was detected, except “DF
bandwidth” row that is filled with value corresponding to measured
bandwidth of signal.

If more than one record is selected in signal detection results’ list, “DF
settings to override table” won’t be filled with DF equipment settings that
has been defined in “DF equipment settings” and rows without check mark
for overriding will be disabled, however settings corresponding defined “DF
equipment settings” still will be used for direction finding.
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If check box in first column of “DF settings to override” is checked, user set
value will be used instead of automatically selected DF setting.

All settings to override except “All DF azimuth correction” are effective only for
direction finding that user has requested manually by clicking “START DF...” button.

“All DF azimuth correction” setting (if checked) will be used for all DF results -
for manually set frequencies and automatically set frequencies. However, bearing

results that have been gathered prior to change of “All DF azimuth correction” are
not changed.

After direction finding override is started, “DF queue” group shows list of
frequencies manually set for direction finding. Direction finding queue of
automatically selected frequencies is preserved and is shown and used after
manually set direction finding is stopped by clicking “STOP DF” button.
Contrary to automatically created “DF queue”, manually set frequencies are
not removed from list after direction finding has been made and will continue
endlessly or until “DF duration between scans” (4.2.2), if same receiver is
used for scanning and direction finding.

If same equipment is used for scanning and direction finding, during direction
finding cycle scanning is paused (“Pause” button pressed), direction finding
will continue until DF queue is empty or endlessly if manually set frequencies
is being DF-ied.

4.1.19 Spectrogram (Spectrum Waterfall) graph
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To display actual spectrogram data, corresponding measurements have to be
opted in Ranges section or measurements that includes spectrograms have to
be stored before (See Ranges section for more information);

Data displayed in Waterfall graph is generated every 256 scan cycles and after
the measurement is stopped. After the same events it is possible to update
spectrum waterfall;

Zoom levels are generated sequentially after necessary scan data is acquired.
Second zoom level is generated after first 512 scans, third after 1024 scans
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and so on. That way it is ensured that access speed to measured spectrogram
is similar to that of viewing map;
Waterfall section is displayed above Time chart and Cumulated spectrum plot
if Waterfall button is toggled on:
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User has to select spectrogram data to displayed in waterfall graph. There
are two options provided for that. To show previously stored spectrogram
user has to press “open folder” button. To show currently acquired
spectrogram linked to selected frequency range user have to toggle on
“chain” button:

&9 (&)

In process of selecting stored spectrogram for display user is provided with
browse folder dialog. During measurement spectrograms are stored in results
folder set in Settings section. Spectrograms for each measurement session is
saved in subfolder with the name identical to one automatically given to zip
file when saving measurement result. Further each measurement range in
measurement session have subfolder named after range ID and range name.
This folder has to be selected to display waterfall;
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e |f user has opted to show currently acquired spectrogram, spectrogram of
currently selected range in Ranges group box (in Measurement section) will

be displayed after clicking on corresponding range;

Ranges Waterfall
- FM: 87.5-108 MHz {100 %)

- dvb+: 500 - 600 MHz { 100 % ) 20221018
20:00:00°

20221018
20:30:00°

=] 520 MHz

e To display spectrogram of currently selected range regardless of further
selection of measurement ranges, user can toggle off “chain” button;

e Zooming in and out of spectrogram is done by mouse scroll. However, zooming
is only available after corresponding zoom levels are generated as mentioned
at the start of paragraph;

e Navigation on waterfall graph is possible with mouse drag, keyboard arrow
keys, “Home” and “End” keys;

e F5 key forces to reload waterfall data. Similar effect can be achieved by
zooming and panning waterfall graph.

4.1.20 Examining spectrum lines of spectrogram

It is possible to view distinct spectrum trace from spectrogram in frequency range
spectrum chart.

In following image spectrum trace from spectrogram is shown in black:

Frequency range spectrum
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To view spectrum trace from spectrogram following conditions must be met:

e Spectrogram must be linked (“chained”) to frequency range spectrum
(4.1.19)

e User must select spectrum trace of spectrogram to view. Initially it is done
by double clicking on desired location of spectrogram.
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After initial spectrum trace selection, it is possible to move trace selection up or
down in time domain by keys “Ctrl+Up” or “Ctrl+Down” when spectrogram window
is selected.

Marker at time corresponding to selected trace is added to Field strength versus time

chart:
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4.1.21 Aural monitoring

e When measurements are paused, aural monitoring is possible. To enable it,
the frequency detected during monitoring may be sent to the receiver
together with the relevant receiver settings of the particular frequency. To
do this, the entry in signal detection results list should be double-clicked or
pressed on the “ENTER” key;

0.4
0.5
0.6
0.7
0.9
| 0.9
1.0

x|

e The volume of the receiver speaker may be controlled by the context menu
of the button (A.12) at the lower left of the software window. The default
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volume may be set prior to measurements in the settings section (Error! R
eference source not found. and Error! Reference source not found.).

4.1.22 Reporting frequency usage statistics to Skudra Server
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Functionality of reporting frequency usage statistics is designed for periodic
(in user set time intervals) storing of frequencies and count of detected
signals into Skudra Server. Goal of such recording is to provide Skudra Server
with immediate information about changes in spectrum usage;

Frequency usage statistics are recorded in Skudra Server for selected ranges
that have marked option “Report statistics” in Measurement range list (D.1);
Each measurement range has statistics recorded separately, and for each
range it is possible to set individual reporting;

To perform reporting of statistics a valid Skudra server authorisation token is
necessary;

In order to get Skudra Server authorisation token it is necessary to set
appropriate link in field “Skudra Server name”. Next it is necessary to fill
fields “Skudra Server user” and “Password”, and confirm request of token by
clicking “accept (See section 4.2.7);

In case of commencing measurements set to include statistics reporting
without a valid authorisation token, software will display authorisation
window requesting to renew authorisation token by providing Skudra Server
username and password;

Skudra Server Connection — O Y

@ Error registering ranges for upload
# Please provide credentials to acquire token or click cancel to

f omit features that require Skudra Server!

Skudra Server uszer:

Password:

OK | | Cancel |

By providing valid Skudra Server username and password and clicking “OK”
new authorisation token will be obtained and stored in Skudra Patrol and
measurements will be started. Providing invalid Skudra Server username and
password user will be asked to enter credentials repeatedly. Choosing option
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“Cancel” will display dialog to confirm cancelation, confirmation of which
will cause measurement session not to start;

Skudra PATROL

Reporting to Skudra server can be restarted only after
l v restarting measurement. Are you sure to cancel?

According to result of authorisation Skudra Patrol information roll will show
message either “Initialising statistics failed!” or “Successful authorisation,
token saved”;

L
o< = Initialising statistics failed!

1! » Successful authaorisation, token sawved! (2019,11.14 9:27:58)

If during the measurements authorisation token cease to be valid or expires,
acquisition of new token is prompted, similarly as when commencing
measurements, by authorisation window;

Reporting statistics to Skudra Server without valid token is not possible.
However, if authorisation token expires during the measurements, calculated
statistics will be temporarily stored in Skudra Patrol until valid authorisation
token is acquired and then reported to Skudra Server. The same is true if
connection to Skudra Server has been lost;

Reporting statistics stored temporarily in Skudra Patrol may take a while,
therefore progress report will be indicated in Skudra Patrol information area
(A.13);

o x v Statistics sent! (2019.11.14 8:51:53) Scans remaining: 8497

Choosing to cancel reporting statistics by clicking “Cancel” in authorisation
window or closing Skudra Patrol software during reporting of temporarily
stored statistics will cause loss of statistics that had not been reported by
then;

Calculation of frequency usage statistics from uploaded Skudra Patrol
measurement results is foreseen in functionality of Skudra Server.



4.2 The Functionality of Settings

4.2.1

4.2.2

Saving settings

Measurements are done with settings displayed at the start of measurements.
During measurements settings can not be changed.

Settings (with exceptions mentioned in the next clauses) are saved
commencing measurements and closing the software;

Frequency licences stored by the software, calculated taking into account
the monitoring site’s parameters, are stored immediately upon loading;
Changes to the specific frequency file are saved immediately upon updating
them from the signal determination result list (A.10) as well as clicking the
save button in the list of specific frequencies group

Changes to the range setting edit list (D.1) will be saved same as other
settings upon commencing measurements and closing the software. The save
button is provided to save the range settings in a separate file;

The Skudra Server user password is not saved. The token acquired during
authorisation will be saved with other settings upon commencing
measurements and closing the software.

System Settings

System settings
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|Usage of equipment: |Sequential scanning and DF with same receiver e |

10.0.50.46:5555
DF (IF-port) |1D-D-5D-4525555 | DF duration between scans (g):

Azimuth and location: |Fl:~:ed azimuth comection without GNSS location e |

Additional azimuth comection (%) Ijl

Results’ folder: | E:‘-&kudra_testu_resuﬂs| @
Measurement session: | Skudra ud.?.D| Type: fix  »
Artenna factor: | 2.15dbi (30 - 3000 MHz)) @
Cable attenuation: | generic_cable (30 - 3000 I'l-'1Hz}| @

Usage of equipment - Setting sets whether to use receiver and direction
finder simultaneously (option “Simultaneous scanning and DF with separate
receivers”), which implies that separate receiver and direction finder is
available, or to use single receiver for scanning and direction finding (option
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“Sequential scanning and DF with same receiver”). In later option DF (IP:port)
will be used as scanning receiver’s IP address.
Receiver (IP:port) - Receiver IP address and port for scanning should be
entered in the format IPv4address:Port or IPvéaddress:Port. The port of
currently supported receivers is either “5555” or “5300”. If the receiver’s IP
address is not known, refer to the receiver’s user manual. Option is not
available is “Sequential scanning and DF with same receiver” is selected, as
then Direction finder is used as receiver.
To check the connection to the IP address and determine the receiver’s model
click the “refresh” button next to Receiver (IP:port). In case the IP address
will correspond to a receiver supported by the software, the receiver model
will be displayed, else, if the IP address will belong to a different equipment
- “receiver is not supported”, but if the connection with the IP address will
fail - “connection failed”. If “Sequential scanning and DF with same receiver”
is selected, IP set in DF (IP:port) will be used.
DF (IP:port) - The Direction finders IP address and port should be entered in
the format IPv4address:Port or IPv6address:Port. Use of direction finder is
not mandatory, it is required only direction finding is enables for
measurement ranges (4.3.9) or sequential scanning and DF with same receiver
is selected;
To check the connection to the IP address and determine the direction
finder‘s model click the “refresh” button next to DF (IP:port). In case the IP
address will correspond to a direction finder supported by the software, the
DF antenna model and current settings (see 4.2.2.1) will be displayed, else,
if the IP address will belong to a different equipment - “Is not valid Direction
finder!”, but if the connection with the IP address will fail - “connection
failed”;
DF duration between scans (s) - If “Sequential scanning and DF with same
receiver” is selected, it is necessary to set time window (seconds) for
direction finding after each full scan of all measurement ranges is completed.
If “Simultaneous scanning and DF with separate receivers” is selected, this
setting has no effect and is disabled.
Azimuth and location: Provides three options for azimuth correction and GNSS
location usage. Receiver is configured with corresponding settings only when
measurements are started. However, as settings are not changed back to
previous state after measurements, that should be considered when using
receiver with software other than Skudra.

= Fixed azimuth correction without GNSS location - Fixed north

correction as set manually on receiver is used. Coordinates set Skudra
are used.
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= Compass azimuth correction with GNSS location - Direction finding
results are corrected with compass values internally by direction
finder, compass magnetic declination is obtained by GNSS
coordinates. If “Report DF to Skudra Server” is selected in “Triggered
DF configuration” (4.3.9), direction finding results sent to Skudra
server after each direction finding measurement are accompanied by
current GNSS coordinates (For information in detail see 5.3.1).

= Course over ground azimuth correction with GNSS location - Direction
finding results are corrected with GNSS course over ground values
internally by direction finder. If “Report DF to Skudra Server” is
selected in “Triggered DF configuration” (4.3.9), direction finding
results sent to Skudra server after each direction finding measurement
are accompanied by current GNSS coordinates (For information in
detail see 5.3.1).

Direction finding results stored locally on Skudra Patrol and if necessary
later uploaded to Skudra server are always referenced only to coordinates
set on Skudra Patrol before start of measurements.

Additional azimuth correction - All direction finding results gathered from
direction finder are corrected by value set here, regardless of whether they
have been already corrected internally in direction finder by fixed value,
Compass or GNSS course over ground. Setting additional azimuth correction
to zero degrees, effectively disables additional correction.

The folder where results of measurements should be saved is indicated in the
window “result’s folder”. If the folder turns out to be inaccessible a pop-up
warning will appear. The results folder can be changed by clicking the “open”
button at the folder window and choosing the desired folder;

The measurement should distinctively named in the input field “Measurement
session”. The name given will be used in the result file name, thus the
symbols used are limited to the characters supported by the computer’s file
system;

The button “eye” is intended to display the contents of the window
“Measurement session” in the software’s measurement section under the
measurement range list.



Control Ranges
-+ FM: 87,5 - 108 MHz (D %)

smd380: 380 - 430 MHz (0 %)
> - cellular: 700 - 500 MHz (0 %)
- Dlirection finding
Archive
REMOTE

Skudra v4.7.0

Type (Measurement session type) dropdown allows to set measurement
session type by which measurement results can be filtered after uploaded to
Skudra Server. Values available for selection (e.g. fixed, mobile,
transportable) are fetched from Skudra server at updating server sites, and
authorising and several other occasions. For saved measurements it is possible
to change session type in information tab;

The input field “Antenna factor” and “cable attenuation” accordingly show
the antenna factor and cable attenuation files loaded into the software, and
their covered frequency range;

The antenna factor and cable attenuation files may be replaced clicking the
button “open” next to the file window and choosing the necessary file. As
soon as a new valid factor file is chosen it is saved to the software’s memory
and it doesn’t have to be repeatedly read.

4.2.2.1 Current settings of DF equipment

By clicking “refresh” button by “DF IP(port)” textbox, device by set IP address will
be identified.

DF (IPport): [10.0.50.46:56555 | 15

If device corresponds to supported direction finder DF antenna, Compass and GNSS
configuration will be displayed. Configuration is shown as it is, and some (see 5.3.1)
of settings may change after commencing direction finding.

If direction finder is currently set to fixed operation following message will be
displayed:
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skudra

Receiver's GMSS sensor is not active,
Tempaorarily enable GM55 sensor to receive coordinates?




By selecting “Yes” receivers location source will be temporarily set from fixed to
GNSS and GNSS coordinates gathered, and location source returned to previous state.
Previous message is shown only, if receiver has GNSS capability.

After that current settings of DF equipment will be shown:

skudra 3
DF antenna: ADDSAT_ Y
DF settings: VERT / Active

Corr. (Compass): -
(Software, COG@u-Blox LEA-6T)
Mag. declination:  GPS
GMNSS source: Manual

(u-Blox LEA-6T)

Coordinates {decimal N/E): 57.53570833; 25.42015833

Set session coordinates from DF antenna?

e DF antenna - Currently connected main direction finding antenna;

e DF settings - Set polarisation and amplifier mode. Some direction finders
allow setting polarisation and amplifier for antennas that do not support
switching, therefore value may be incorrect;

e Corr.(Compass) - Compass currently used for north correction of bearing
results. “-” value means that no compass is used.

Configuration when no compass is used means direction finder uses fixed DF
correction set in GUI:
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View

Special ‘ DEMOD BW [kHz] DETECT AFC ATT [dB] MGC [dBm] SQU [dBm]
aprL || Sloctantomna | 0
MODE Range Range .

Name Begin End Nosthillpside 1ot S
] _ { Corr. Down Enabled
_[MHz] [MHz] |
SETUP

B uADDSQY_V 20 8500 29.0° [J
MENU ADD597_H
MEM
HELP
EANEL

Use North Correction Use Compass
North Correction m =
Upside Down [
O
CONN (9
_AL

It is important to note that “Use North Correction” for Skudra PATROL is effective
only if use of compass is disabled (corresponds to “Use Compass” setting in eb500).

If checking direction finder when bearing is currently corrected by compass following
message will be displayed:
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= ™

skudra |-23.|
DF antenna: ADD597_ W
DF settings: VERT / Active

Corr, (Compass): COG@u-Blox LEA-6T

(Software, COG@u-Blox LEA-6T)
Mag. declination: ~ GPS
GMSS source: u-Blox LEA-6T

(u-Blox LEA-6T)

Coordinates {decimal N/E): 57.535725; 25.42029722

Set session coordinates from DF antenna?

e ]

Corr.(Compass) - Compass currently used for north correction of bearing
results. Selected compass is followed by available compasses in scopes. If
physical compass is not available, direction finder can provide “Course over
ground” (COG) compass, if there GNSS device available, or “Software”.
“Software” option is available always, however is not used by Skudra PATROL;
Mag.declination - Source for magnetic declination of compass values.
(Always set by Skudra PATROL to GPS)



GNSS source - Source for direction finder’s coordinates. Options are manual
(fixed coordinates set in direction finders’s GUI), which are not used by
Skudra PATROL in direction finding process, or physical GNSS devices
connected to direction finder. Selected GNSS source are followed by available
sources in scopes.

Regardless of whether direction finder has DF antenna connected or even DF
option installed, coordinates (if available) of direction finder is read from

di

rection finder:

Coordinates (decimal N/E) - Coordinates available from direction finder,
which can be set as measurement session coordinates, if accepted in user
dialog.

Coordinates (decimal M/E):
1

| 575357083333] | 25.4201583333]

4.2.3 Editing of measurement session type for saved measurements

e Measurement results after uploaded to Skudra Server can be filtered by
measurement session type;

e |If measurement session type set for saved measurement are not supported by
Skudra Server (e.g. at first use or recent server changes) uploaded
measurements no session type will be set;

PR100 - Skudra PATROL v4.5.7 - m] X
Measurements n = Settings Ranges E Sample spectra m Machine leaming m Masks About

Settings Values of cument/stored measurement session settings

=)- File name ~

- Measurement session
Measurement session title Session type id stored does not match any of received from server.

Session type
Measurement time Select another, otherwise no session type will be set for uploaded result.
- Measurement coordinates
Result link

=I- Antenna/receiver tract
Receiver type
Receiver IP address

[=)- Antenna information
i Antenna file
Antenna factor
[=)- Cable information
i~ Cable file
i Cable attenuation

- Measurement ranges
Measurement range list Change session type to: v

; Measurement ranges’ directory v

x v https://skudra-test/frekvences/skudra/event/2934/all/ © VAS "Elektroniskie Sakari”, 2023 .:
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However, for saved measurement, it is possible to change measurement
session type in information tab/ Session type part in Settings treeview.
Selection made in “change session type to” dropdown will be set as new
measurement session type for saved measurement.



4.2.4 Configuration and import of licence database

The group of frequency licence loading comprises all functionality necessary to
determine the theoretical field strength of the stations detectable at the monitoring
site and their assignment’s parameters, as well as to determine the radiofrequency
application corresponding to the frequency channels. By the theoretical field
strength it is determined whether it is possible to receive the emissions from
assignments transmitter at the monitoring site;

Impart of licence database
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Licence database file: | 80-500 MHz (2024-08-20 - 202408-23)| [B7] (X]  Coorcinates {decimal N/E)
Licence database dowrload period: | 2024-08-20| | 20240823 | - | 55.8739638889| | 26.5552134444

Range (MHz): | 20] | 500] Rec. antenna height {1-10m):
Speciic frequencies fie: | db_speciskas| @ @ Environment: |Small/medum cty |

Appiication file: [EFIS Application comparison_0.000 - 10000.000 MHz| (7] (X

Licence database information can imported through licence file of
documented format (6.1.2), by clicking “folder open” button next to the
“Licence database file” and selecting corresponding file. However, it easier
to download database information directly;

Authorised (4.2.7) user can download licence database information directly
from Skudra Server in frequency range set in “Licence database download
range” input field and validity period set in “Licence database download
period” input fields by clicking download button next to it;

3000 of 31419 downloaded | (2] [X]

As download of licence database information can take some time, it is done
in background and progress is reported in “Licence database file” input field;
The theoretical field strength value of the assighment at the monitoring site
is calculated by the Hata-Davidson method, using the monitoring site’s
coordinates, receiving antenna height, the monitoring environment
characteristics. Licence selection is explained is detail in 4.5;

In computers running WINDOWS 10 or higher it is possible to get the
monitoring site coordinates from the information stored in computer’s
operating system by clicking the button “satellite”;

Changing the monitoring site’s characteristics (i.e., everything except the
licence database information) the site’s characteristics will be changed
temporally indicated by highlighting the parameter in red. To recalculate the
theoretical field strength the button “refresh” should be clicked or the
licence database file should be reloaded by clicking the button “open” or
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“download”. If recalculation is not done, the changed settings will be lost
next time the software restarts.

Coordinates (decimal M/E):

Clicking “Refresh” will also set monitoring site location on frequency
assignment map in measurements tab, provided that no previously made
measurement is open;

In the window “specific frequency file” a file is indicated that contains
information on assignments not linked to any particular frequency or do not
require an individual licence. The specific frequency file may be changed
clicking the button “open” and choosing the necessary file. After changing
this file it is not necessary to recalculate the transmitters detectable at the
monitoring site;

Contents of the specific frequency file loaded to the software are displayed
in the group “specific frequency list” (4.2.6);

The file containing information on the radiofrequency applications
appropriate to the frequency bands is displayed in the window “Application
file”. The corresponding “xlsx” file of the necessary country may be
downloaded from the web site www.efis.dk. Application search results
exported to XLSX (country as columns) are supported (6.1.4). The
radiofrequency application file may be changed clicking the button “file
open” to the left from textbox and choosing the appropriate file; Additionally
older EFIS “csv” format is supported

The licence database file, specific frequency file and application file
information may be deleted from the software by clicking the buttons
“delete” to the right from the appropriate file text fields. After deletion of
the file information, the recalculation of detectable transmitters at the
monitoring site is not necessary.

Frequency use licence recalculation (update of results)

During measurements, information about most probable licences, the
theoretical signal field strength corresponding to licences, monitoring site
coordinates, and other information shown in the group “Configuration and
import of licence database” (see section 4.2.4), as well as values in the range
settings list column “Licence detection” are linked to the signal detection
results.

In order to recalculate earlier results (e.g. with an updated licence database
file) the button “refresh results” (B.5) should be clicked; To update the
measurement results according to the newly loaded frequency licence


http://www.efis.dk/

settings, the measurement results should be saved and opened as an archive
file;

o If different licence detection thresholds are necessary, appropriate change
have to be made in input fields “Min. field strength” and “Guaranteed
distance” shown after selecting “Measurement range list” in “Settings”
treeview (B.1). Changes will be indicated to the archived measurement range
settings table (B.2) in red.

Walues of current/stored meazurement sesgion zettings

Marne Frequencies Step Aftenuation Licence det. E:}nnwband Statistics
7 M TpNHe 00K 2008 Ok 5 S ines
SMD380 ﬁgg mﬂi B.25kHz/25kHz |0 dB 138 Efnuvm 1D'58d5 OFF

Edit licence detection settings
tin. field strength b

Guaranteed distance 30

Recalculate results

e After implementing the neccessary changes to the column “Licence det.”,
and clicking button “Recalculate results” (B.5) - the results will be
recalculated according to the updated licence information and settings. A
pop-up message “Detection results recalculated” will appear;

skudra @

Detection results recalculated

4.2.6 The List of Specific Frequencies

e In the group “Specific frequency list”, it is possible to view and edit the
contents of the of specific frequency list, i.e., frequencies of assignments,
the licences of which are not linked to specific frequencies, or which do not
require an individual licence;
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The list of specific frequencies may also be appended from the list of
detected signals (A.24) by selecting the result’s context menu “to the
specific frequency list” (A.10);

Specific frequency list

HE= B

Frequency{Hz) ser Em class SpanfkHz) ™
2315000000 | LMT 20000
2345000000 | Bite 20000
2530000000 | Tele2 RX 5000
2550000000 | Bite 20000
2535000000 | LMT 20000
446056250 | PMR446 F3E 0
446018750 | PMR446 F3E 0
446006250 | PMR446 F3E 0
446068750 | PMR446 F3E 0
446043750 | PMR446 F3E 0
446081250 | PMR446 F3E 0
446093750 | PMR446 F3E 0
446031250 | PMR446 F3E 0

The list of specific frequencies comprises three columns:
=  Frequency - the frequency of the channel (Hz),
= User - the user operating the corresponding entry’s frequency, the
equipment, the radio communication service or other information,
= Em. class - the class of emission corresponding to the frequency entry
and user. Filling this column is not mandatory and it’s contents are
purely informative;
= Span(kHz) - frequency span of assignment. Any frequency in set span
is considered related to set user;
The list of specific frequencies may be sorted by column, clicking the header;
Changes to the list of specific frequencies may be done by direct editing of
the entries. To save the changes and use them in measurements the button
“Save” should be clicked;
The list of specific frequences may be appended or a highlighted entry
deleted correspondingly clicking the buttons “+”and “-” . In order to apply
the changes to measurements, they must be saved by clicking the button
“save” .
Clicking button “save” saves changes made to “specific frequency list” to the
file that is loaded at “Specific frequencies’ file” (4.2.4), therefore, to save
previous edition of specific frequencies file, its copy have to be made
manually.



4.2.7 Interaction with Skudra Server

To upload results, exchange sample spectra, download licence information, store
waterfall spectrograms, report statistics, report DF results or register for remote
control it is necessary to acquire an access key to Skudra Server;

e The Skudra Server access token may be acquired filling the windows “Skudra
Server user” and “password” and confirming the key request by clicking the
button “accept” or pressing “Enter” key on password box ;

Skudra SERVER paths Skudra SERVER subpaths
Skudra SERVER name: T A thereation subpeth:
- r— . - /apifostoken
hitps://skudra | =I- Resutts upload subpath:
Server authorisation: i - /apifevents/
) — Measurement event view subpath:
Skudra Server user: I:I i firekvences/skudra/event/{0}/all/
Password: I:I — U_cence download subpath:
i e Japificenses/export/
@ — S_elec’[ed frequency view subpath:
i Arekvences/skudra/ Hreq={0}4zoom={1}4at={2}4Ing={3}
— ngple spectra subpath:

i fapifevents/samplespectra/ Mimit=1000
=I- Remote control subpath:
... fapi/scheduler/units.

e The Skudra Server access token is stored in windows credential manager for
each instance (executable file) separately. The key may be deleted by
clicking the button “delete”;

e To be able to get the Skudra Server access token, valid Skudra SERVER name
(path) must be available;

e There is possibility that due to changes in Skudra server configuration some
of Skudra SERVER subpaths have been changed, they must be updated by
clicking refresh button next to Skudra SERVER name input field;

4,2.8 Map storage
e OSM maps are used to display the licence information;

tap cache

Prefetch
Clear map
Qffline

tap size: 523 ME
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e Maps may be used offline, when the map saved by the software is used, or
online when the map is acquired from OSM servers. Changing from offline

mode to online mode and vice-versa is done clicking the button
“Offline/Online” .

e Tiles of the map viewed online are saved in the software’s memory;

Preloaded maps are available at Skudra software download site as zip files. To

use downloaded map user have to overwrite Skudra/Core/karte folder with one
contained in downloaded zip file.

However, it is possible to create maps using Skudra Patrol functionality:

Licences for particular frequency

MckoB

GMap.NET - esc to cancel fetching

Fetching tile at zoom (8): 28 of 65, complete: 43%

Helsnr;gborg

\ Skdne ldn

e
aben =
@ ,

I Map I Spectrum

e In order to fetch the offline maps, click the button “Prefetch”. After clicking
the appropriate button map fetching will begin within the borders of the
current map displayed in the measurement section map “licences for
particular frequency” (A.14),;

e A confirmation for each zoomed-in layer download will be asked, and
download progress will be displayed;

Skudra

Prefetch map at zoom: 67

e |If the next zoomed-in layer’s download is not confirmed, the map’s download

will stop. Each downloaded layer is saved before commencing the next
download.
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4.3 Measurement Ranges functionality

The range settings define the bands that will
measurements, as well as their parameters;

be scanned during

Summary of set measurement ranges is displayed in Measurement range list.
List is not editable directly (except use check box), but selection of particular
range in list provides editorial controls. It is possible to edit several ranges
together by selecting more that one range;

Measurement range list

Name Frequencies
o 108 W
ma0 0L
cellular ;Bgm:i

Step Aftenuation
0 dB/Naomal
100k Hz 200k Hz VERT/Active
RF input 0
6.25kHz/25kHzIQ | 0 dB/LowMNaise
VERT/Passive
MHz/25MH 20
z z dB/LowDistortian

Receiver type EM200 ~ DF type

Broadband det. Jammer det. Spectrogram
OFF CFF CFF
OFF COFF COFF

15dB 3dB oM

0.5 prob. 20-25 31 -44; | Skudra Server
drone 46 - 500 kHz Locally

4.3.1 Receiver settings

Licence
det.

10 dBuVm
A km

10 dBuVm
30 km

10 dBuVm
30 km

Mamowband
det.

0.6
15dB

06
15dB

OFF

Statistics

ON

5 minutes

OFF

OFF

Parameters available to set for each range:
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DF
1x =30 dBuVm

Ary
15 55%

S =30 dBuVm
NRS
10s 80%

OFF

Receiveri
Mask detection Broadbar
% > FM_MAX

Min. Mask OFF OFF

100 (100) kHz

OFF OFF
1548

OFF 0.5 prob.
drone

HE=E 2B

DF settings

DF thr.: 5 dBuV
Vertical / Active
0/ Momal

DF thr.: 0 dBuV

OFF

Use - does the range need to be scanned during measurements. This is only

parameter settable in measurement range list;
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Frequency range name

[smd380}

Receiver settings

Start/end frequency
380 | 430

Channel step 6.25kHz /25 HzIQ -
RF input
Attennuator{dB) D

IF Attennuator | LowNaise

Antenna ctd. VERT/Passive e

=
4 < <

Frequency range name - the range’s name will be listed in the signal

detection result list to distinguish frequency channels where measurements

were done in the framework of different bands overlapping by frequency;

Start/end frequency - The range edge frequencies in MHz. When choosing the
start and end frequencies, range overlapping is allowed, even several

identical bands are allowed. The software automatically will not allow the
start frequency to exceed the end frequency;

Channel step - four measurement frequency steps are available in the

software:

100kHz/200kHz - for signals containing their characteristic features in
a range of 200 kHz and signals observed are aggregated in a step of
100 kHz (typically FM broadcasting)

6.25kHz/25kHz - for signals containing their characteristic features in
a bandwidth up to 31.25 kHz and signals observed are aggregated in a
step of 6.25 kHz (typically private land mobile service)
6.25kHz/25kHzIQ - identical to 6.25kHz/25kHz, except that spectrum
is calculated on user computer from IQ data, which may greatly
improve scanning speed, however that also requires high processing
power and connection bandwidth (speed) between receiver and
Skudra. Channel step is not available for SignalShark, ESMB, EB200 and
EM550 receivers

1MHz/25MHz - for broadband detection using machine learning
(5.2.2), for signals containing their characteristic features in a range
of 25 MHz and signals observed are aggregated in a step of 1 MHz, still
channel frequency is specified in detection process to 250 kHz
(typically used public mobile service and dvb-t)

10MHz/100MHz - initially reserved for jammer detection (5.2.4),
signals observed are aggregated in a step of 10MHz, and stored in
100MHz, 250 MHz or 500MHz bandwidth
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However, jammer detection and mask detection options (but not narrowband
detection, broadband detection) are available regardless of channel step;

RF Input - Setting is valid for receivers which have multiple RF inputs
available. Selected input (except “-”) is switched for each frequency range.
When “-” option is selected, no action (switching) is taken. Only “-” option is
available for receivers with single RF input. Value “0” is not the same as “-”!
With “-” no switching will take place, but with “0” first RF input will be
switched for R&S receiver.

Attenuator - The setting of the receiver’s attenuator.

IF attenuator - The setting of the receiver’s intermediate frequency
attenuator.

Antenna ctrl. - Antenna polarisation and amplification setting. When set to
“-” value set previously will be used. However, if same receiver is used for
direction finding and scanning, corresponding equipment value may be set by
DF equipment settings.

Available options for RF Input, Attenuator, IF attenuator and Antenna ctrl.
depends on the receiver properties. The parameter’s menu shows values
available to the receiver set in “Receiver type” menu in Ranges tab.

Licence detection configuration

Licence detection

Min. field strength
Guaranteed distance

Guaranteed distance - Distance in km from the monitoring site, where all
assignments are considered valid. This parameter does not limit (filter)
accessible assignments, it shows additional assignments, which in cases (e.g.
FM broadcasting) when all transmitter parameters are known, are not
necessary. At high values (>30km) this can introduce additional errors in
determining the assignment. The value is practically applied to finding the
mobile station assignment in a large territory (e.g. in a large city);

Minimum level - theoretically calculated threshold of field strength
(dBuv/m), exceeding which the assighment is considered detectable at the
monitoring site. Adjustment of this parameter is foreseen in sites of unusually
high or low noise level to refine the amount of assighments determined
automatically;

Narrowband signal detection configuration

Namowband detection

Comelation squelch
MNoise squelch{dB)
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Narrow band detection is available only for 6.25kHz/25kHz, 6.25kHz/25kHzIQ
and 100kHz/200kHz channel steps;

Correlation squelch - The squelch value is from zero to one. To detect a signal
the squelch value is compared to the maximum squared correlation
coefficient achieved doing Pearson’s correlation with sample spectra.

Noise squelch - Squelch value in dB over noise. The noise squelch is used to
determine the frequency channels where signals should be further detected
using correlation;

Mask signal detection configuration

Mask detection
Max. mask |Squelch[dB} v| |3I}| |

Min. mask OFF w | |5

StepheHz): [100 [/[1] Bw{s |

Mask detection is available for any channel step;

It is is possible to use two masks: maximum mask for detection when signal
overshoots mask and minimum mask when signal undershoots mask;

For both maximum and minimum masks mask type can be set to “OFF”, fixed
squelch “Squelch (dB)” and to user defined mask;

If mask detection is set to fixed squelch, no user defined mask is necessary,
and signal level is compared to value (in dBuV/m) set in textbox to the right

of mask type dropdown;
Mask detection
Max mask  [FM_MAX | |50% |

Min.mask  [FM_MIN | [50% |

StepkHz): [100 |/[1 ] Bw([s ]

To use mask detection with user defined mask, spectrum mask must be
generated (5.2.3 and 4.7). List of user defined masks compatible to selected
spectrum range (start frequency, stop frequency, channel step combination),
if any, is shown in dropdown bellow options “OFF” and “Squelch(dB)”.
Channel step for mask detection is independent for measurement range
channel step and it will override signal aggregation channel step expected for
measurement range channel step;

Mask detection’s channel step divisor enables non integer channel steps, for
example 25kHz/3 =8.333 kHz;

Mask detection bandwidth (BW) is set to compare signal against mask only in
set bandwidth in the center of channel. For example, it can be used to
compare mask to signal only at stable part of signal (carrier frequency).
Practicaly spectrum in mask detection bandwidth contains more that single
spectrum point. It may be relevant (for example spectrum changes due to
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modulation) whether mask is overshoot by all spectrum points (100%) or just
single point (0%). Overshoot/undershoot percentage can be set in textbox to
the left of mask type dropdown, if user defined mask is selected;

Jammer detection configuration

Jammer detection

Moise squelch(dB)

Carmier spacingffrom+o, kHz)

31 - 44; 46- 180 |
Car. specificity
Exclude: GSM |LTE | 5G

Jammer detection is available for any channel step;

In depth guidance selecting parameters for jammer detection is provided on
5.2.4;

Noise squelch determines neccessary interdecile range of emission’s
spectrum in 0.5 MHz, 2 MHz, 10 MHz or 20 MHz bands (respectively for
6.25kHz/25kHz, 10MHz/100MHz, 100kHz/200KHz and 1MHz/25MHz channel
steps), to proceed to jammer detection;

Carrier spacing determines ranges of carrier spacing (periods) to be
considered related to jammer. Values are in format is “periodistart -
periodiend; period2start - period2end;...”. It is possible to add predefined
carrier spacing exclusions for GSM, LTE, 5G by pressing respective buttons;
Car. specificity determines how much more power must be concentrated in
particular periodic carrier frequency, compared to average of other periodic
components. Practical value for jammer detection may be 1 to 2;

Broadband signal detection configuration

Broadband detection

Moise squelch(dB)
Prob. squelch

ML madel |umsdvbt3 v|

Broadband detection is available only for 1MHz/25MHz channel step;

In depth guidance selecting parameters for broadband detection is provided
on 5.2.2 and 4.6;

To use broadband detection ML model must be imported (4.6). Dropdown box
provides list of currently imported ML models;



e Noise squelch determines level difference of spectrum sample to be used for
broadband detection. Generally, it is appropriate to use value similar to one
used when fitting model;

o Broadband detection provides probability value of signal being detected in
range from O to 1. Probability squelch determines, whether emission to be
regarded as signal depending on the probability value;

4.3.7 Statistics and spectrogram configuration

Report statistics

Reporting interval 5 [

e Report statistics - enable functionality of reporting statistics to Skudra Server
and set reporting interval (seconds).

Spectrogram storage

Locally
[ Skudra Server

e Spectrogram storage enables recording (and display) of waterfall
spectrogram. Spectrogram can be stored on local computer, on Skudra Server
or both;

4.3.8 DF scanning configuration

“DF scanning” provides direction finding for all channels of spectrum currently
scanned, with delay of only 50ms-150ms, or simultaneously for DDF550 direction
finder.

e DF scanning requires that direction finder supports wideband DF, e.g. it is
possible to direction find all frequency channels within receiver’s Realtime
bandwidth simultaneously.

e Some direction finders (EB500, DDF205) require wideband DF option for DF
scanning to provide direction finding results. Narda SignalShark does not
support wideband DF scanning.

DF scanning

Level squelch(dB)
Quality squelch(i)

DF scanning has two configurable parameters: Level squelch and Quality squelch:
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e Level squelch corresponds to value Threshold (dBuV) set in receiver’s GUI in
Normal DF mode. Value limits are -50 to +130.

e Quality squelch (%) configures threshold for bearing quality. Direction finding
is successful and result is output only if direction measured, has quality higher
or equal to that set in Quality squelch(%) textbox.

DF results gathered during DF scanning are added to signal detection results,
provided that signal has been detected on particular frequency channel.

With DF scanning, to provide delay as short as possible between spectrum
scanning and direction finding (if not simultaneous operation), spectrum scanning
and direction finding use the same settings for both operations. Therefore:

e Parameters that influence spectrum scanning results, also influence direction
finding results.

Antenna ctrl. VERT/Active v

Receiver settings
Start/end frequency
875 | 108 |
Channel step
Attenuator(dB)
IF attenuator

o DF equipment settings (4.3.10) has no effect on DF scanning results.

As Scanning DF is performed with low delay after scanning or even
simultaneously, that is before signals have been detected:

e Triggered DF configuration (4.3.9) has no effect on DF scanning.

4.3.9 Triggered DF configuration
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Triggered DF

Dwel time(s) Quality (%)
Trigger conditions (Field str., count, freg )

[ 10]>dBuvm [ 1)x [Any ~]

DF list{MHz): 106.2

10
93.5

Report DF to
O Skudra Server




If enabled triggered DF, direction finding on each signal detection event that
trigger conditions is requested (5.3);

Trigger conditions are minimum field strength of aggregated signal, minimum
count detections in particular frequency channel and frequency channel
characteristics, which includes whether there is no licence associated to
frequency (“NRS”), whether frequency is contained in DF list (“listed”), and
no condition (“any”);

DF list contains frequencies in MHz, for which only direction finding will be
requested, if trigger condition “listed” is selected. Multiple frequencies can
be added to DF list from clipboard, or added after keyboard shift-enter
combination;

Dwell time determines how long each DF request is carried out. During the
dwell time many df measurements may be performed, in such case one most
probably direction is output;

Direction finding is successful and result is output only if at least one direction
measured, has quality higher or equal to that set in quality(%) textbox. Also
directions bellow quality(%) textbox value, are not included in calculation of
most probable direction;

It is possible to send each direction finding result in realtime to Skudra server
by enabling Report DF to Skudra server (5.4). This functionality is separate
from sending direction finding histogram as part measurement results.

4,3.10 DF equipment settings

Df equipment (Direction finder’s) settings are crucial to attain correct direction
finding results. Therefore it Skudra provides functionality to DF equipment settings
for each measurement range.

DF equipment settings is available if “DF type” in Measurement range list is set to
value other that “-” and Triggered DF if enabled for selected range.
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DF equipment settings

Threshold {dBuv)

DF polarisation Vertical
DF amplification Active

DF antena input

DF attenutar

= ;
L4 < < L4

DF IF attenuator | Mormal



Values set in DF equipment settings are used direction finding signals found
scanning corresponding range.

For some settings “-” value is available, which means that value already set
in direction finder by other means (e.g. GUI) will be used. However, when
using same equipment for direction finding and scanning, settings relevant
also to direction finding may be set during scanning by receiver settings
(4.3.1)

Settings not available for selected direction (regardless of antenna) finder
are greyed-out.

Threshold (dBuV) corresponds to value set in receiver’s GUI in Normal DF
mode. Value limits are -50 to +130. In contrary to trigger conditions’ “field
strength” this is value set directly to direction finder.

4.3.11 Editing the range setting list

The range settings available depend on the receiver specification. The range
editing list contains values available to the chosen receiver;

If a different monitoring receiver is chosen in the menu the new receiver
supports a parameter in the range list, the parameter is left unchanged. In
the opposite case, the available value of the parameter closest to that
previous one is set;

Measurement range list
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By clicking the Receiver type “refresh” button, the receiver having the IP
address set in “Receiver (IP:port)” will be automatically be chosen and set in
the Receiver type menu. However, if “Sequential scanning and DF with same
receiver” is opted, IP set in “DF (IP:port)” will be used;

By clicking the DF type “refresh” button, the direction finder having the IP
address set in “DF (IP:port)” will be automatically be chosen and set in the
DF type menu.

By clicking the button “add range” (“+”), the measurement range editing list
will be appended by a new entry with default settings of the receiver chosen
in menu.

By clicking the button “delete range” (“-”), the highlighted entry will be
deleted from the measurement range editing list.

By clicking the button “open” (open folder icon) and selecting an earlier
saved range setting file you may load this to the software.

By clicking the button “save” (floppy disk icon) the software will offer to save
the currently presented bands in a user named file for it’s future loading into
the same or other instance of software by clicking the button “open”.



4.4 The Sample Spectra Functionality

To determine signals correctly, a sufficient stock of sample spectra is necessary. The
majority of signal types need their own sample spectrum. The more sample spectra

is available, the higher the correlation coefficient and the more it will differ from

increased noise or out of range emisssions, leading to better signal determination.

The collected sample spectra section is created for spectra sample analysis and
creating new sample spectra.

4.4.1 Adding and Displaying Sample Spectra
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Data defining new spectrum are taken either from the cumulated signal
spectrum or spectrogram. Type selection for sample spectra source is made
by toggling button “Source: POLY” or “Source: WF” respectively.

Add sample spectra

(] (=]

If cumulated signal spectrum source is selected, then before defining a new
sample spectrum it must be ensured that the corresponding record is
highlighted in the signal detection result list;

If spectrogram source is selected, refer to section 4.4.2 for details on setting
frequency and time of sample source;

To start a new sample spectrum project, the button “load” (E.12) should be
clicked. The sample spectrum curve lies within the maximum values of each
frequency component’s cumulated spectrum that falls within the 90% interval
assuming that the dispersion of values follows a Gaussian distribution.
(Inaccurately, but simpler - 90% of the maximum value);
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Sample spectrum
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= Meas|rement
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In the process of creating a sample spectrum project, several curves are
plotted in the sample spectra display and defining graph (E.2), differing by
frequency offset. The calculated sample spectrum “measurement” without
frequency offset (E.5) is displayed, and, depending on the sample spectrum’s
range’s step, sample spectrum with a frequency offset corresponding to the
centring of the signal in the 200 kHz range (E.6) or two sample spectra with
a frequency offset corresponding to the centring of the signal in the 31.25 kHz
range (E.7) and 12.5 kHz (E.8);

By selecting a sample spectrum on the graph with the left mouse button, it
is possible to adjust the automatically determined frequency offset with the
buttons “left” (E.10) and “right” (E.11);

Sample spectrum information

Usger zet offzet [pointg]: 0
Additional corellation count; 1
Calculated offzet [paints): 1

The automatic and manual sample spectrum offsets are shown in the group
“Sample spectrum information”, respectively, “Central frequency offset”
and “User set offset (points)” (E.21);

The group “Sample spectrum information” also displays the information
”Additional correlation count” (E.22), which characterizes the number of
correlations necessary to the project (value exceeds 1 for most spectra
containing multiple carriers);

The manually corrected offset may be reset by clicking “refresh” (E.13);



When creating a sample spectrum project, the sample spectrum usage
statistics chart (E.3) of the closest signals to the source of the new sample
are also shown. Only those sample spectra are shown in the chart rows that
were detected as the closest signals, including occurrence count (E.9). The
chart can also display how often a particular sample spectrum is used in
various frequencies. To repeatedly view the source sample spectrum source
spectra statistics, the button “refresh” (E.13) should be clicked;

In order to add the sample spectra project to the list of sample spectra, the
button “confirm” (E.14) should be clicked, and the columns ”information”,
“Use” and “Em. Class” should be filled-in directly in the list of sample spectra
(E.1).

4.,4.2 Sample spectra source: Spectrogram

It is possible to define new sample spectra either from cumulated spectra or
spectrogram. Spectrogram source provides advantage that sample spectrum can be
selected from single signal spectra contained in long term measurements. For
example, it is possible to select the single spectrum in days’ worth of scanning, that
was not correctly detected as signal, and use it to fine tune the sample spectra
database.

To be able to set sample spectra source from spectrogram it necessary to:

Create new or open stored measurement result, that is measured with
spectrogram storage “Locally” enabled (4.3.7),

Select and show in frequency range spectrum chart particular spectrum trace
from spectrogram (4.1.20),

Select frequency (signal) of interest in frequency range spectrum chart by
zooming and centring on respective frequency.

Spectrum at center of frequency range spectrum chart will be used as sample
source, when user clicks button “load” (E.12) at sample spectrum generation
process (4.4.1)

4.4.3 The list of sample spectra
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The available sample spectra with their parameters are displayed in the list
(E.1) in columns:
= Information - A description of the sample spectrum, e.g., the model
of the emitting equipment, radiofrequency application or spectrum
description. A unique identificator is allocated to each sample spec-
trum, thus several sample spectra may have the same description.
= Use - A checkmark indicating the particular sample spectra is in use
by the software to determine signals. Unchecking this parameter
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enables temporary disabling the particular sample spectra without
deleting it;

Em. class - The class of emission associated with the sample spectrum
is used to predict the measured signal’s class of emission. The class of
emission in the signal determination results corresponds to the most
often observed sample spectrum most closely resembling the signal;
Step - sample spectra differ significantly depending on the frequency
channel step (thereby of frequency ranges and the typical signals in
the range). To efficiently use the computer’s processing power two
goups of sample spectra are used - one for frequency ranges with a
channel step 6,25 kHz and the other for frequency ranges with a
channel step 100 kHz.

Corr. - Correlation (coefficient of determination) between the
cumulated sample spectrum and the spectrum project created from
measurement results. The correlation column’s entry is blank when
no sample spectra project was acquired, when the sample spectrum
project was acquired at a frequency channel step not conforming to
the sample spectrum, as well as if the ratio of the standard deviation
between the level values of the sample spectrum project and
cumulated spectrum is less than 0.67;

StDev - The standard deviation ratio of the level values of the sample
spectrum project and cumulated sample spectrum. The columns
entry is blank when no sample spectra project was acquired and when
the sample spectrum project was acquired at a frequency channel
step not conforming to the sample spectrum;

Sample spectra list

Infarmation Uze Em. clazs Step Corr. Sthew #
tatorola G300 V| | 8KEOFZD E.28kHz/28kHz 0844 073
testpr1 00 V| | 8KEOFZD E.28kHz/28kHz 0was (117
Unknown | | 8KEOFZD E.28kHz/28kHz 0461 | 2597
BKBOF3E CTCSS | | BKE0F3E E.28kHz/25kHz 033k 072
BKBOF3E CTCSS ar skanu | | BKE0F3E E.28kHz/25kHz 064
BKBOF3E CTCSS full | | BKE0F3E E.28kHz/25kHz 0743 1049

Correlation, sample spectrum and signal spectra standard deviation ratio
columns are blank if the range or point number does not match the spectrum.
The corelation column also is blank when the standard deviation of spectrum
level values is half of the sample spectrum standard deviation;

The corelation and signal spectrum standard deviation of entries characterize
how well the sample spectrum matches the project sample source - how
precisely such as signal may be determined. Standard deviation characterises
the difference between lowest and highest level values in sample spectra -
whether sample is derived from low or high level signal.



4.4.4

By highlighting a sample spectrum entry it is displayed as a sample spectrum
in the sample spectrum defining graph;

The sample spectra list may be sorted by clicking the column headers.

Editing the sample spectra list and exchanging it with Skudra Server

Under the Sample spectra list is a group “Edit sample spectra list” for editing the
sample spectra list and it’s exchange with Skudra Server;

To delete the highlighted sample spectrum from the sample spectra list the
button “delete” (E.16) should be clicked;

Edit zample spectra list

) HEe & B

To undo unsaved changes in the sample spectra list the button “refresh”
(E.17) should be clicked;

In order to save changes to the sample spectra list so that they are available
also after restarting Skudra, the button “save” (E.20) should be clicked;

In order to compare the sample spectra list to the saved spectra on Skudra
Server, the button “load” (E.18) should be clicked. When loading will
complete, entries both in the sample spectra list and in Skudra Server will
appear in black font, in red those only in Skudra Server and blue - only locally
saved spectra samples;

Sample zpectra list

Infarmation Uze Em. clazs Step Corr. StDew *

Latwenergo W | 24k0020 B.28kHz/ 28kHz

alCiparu | | BKEOFID £.28kHz/25kHz 1 1

173 4 v £.28kHz/28kHz 073 |[1.22
Latwenergo o [ 18K3FD B.28kHz/ 28kHz 0527 | 0.63

Fi apraide [plats] | | 300KBEHF 100kH=/200kHz

ciparud4g 6.28kHz/25kHz 0644 |1.27
16K0GZE bez B nesgij | | 1BKOGZE 6.28kHz/25kHz 006 163

91

To upload highlighted sample spectrum to Skudra Server, the button
“upload” (E.19) should be clicked. Only authorized users having acquired the
authorization token from Skudra Server may update the sample spectra
database. If a sample spectrum is already stored in the database, no copy
will be added. A pop-up message on the upload results will appear.

Skudra @

101 Sarnple spectrum already in Skudra Server




Upon clicking the button “information”, the distribution of sample spectrum
use across different frequency channels will appear on the chart Sample
spectra statistics (E.3). The distrubution rows comprise all frequency
channels where the highlighted sample spectrum was identified as the most
alike. Each row is also marked how often the spectrum has been identified.

Sample zpectra statistics

BKBOF3E ciess videjs (2k50F3E) [NNNE
aks0rF3E cTess (eksor3E) [

8KBOF3E CTCSS ar skapu (8K50F2E) 7
THK-762G/Kenwood Carporation [1EKD...I2
16KOF3E (1 EKDFBEJ.S
16KOF23E CTCSS ar skagu (1 EKDFBEJ"I
16KOF3E liels limenis [1EKDGBE]|2
CP 040/Metorola [EKEDFSEJI‘I
16KOF3E plats CTCSS (16K0F3E) [l 5
BKEOF3E CTCSS full [?KEDFSEJI‘I
GTR 2000/Matorola [SH?DDWJ'JI‘I
nes&js vidgjs (1 BKDGSEJIE
56.85 ()2
CP 040/Metorola [EKEDFSEJIB
GTR 2000/Metorola (K700 1) | 1

4.5 The functionality of the frequency assignment

database

Upon clicking the button “import licence database file” (Error! Reference source n
ot found.) , “Licence database download” or “recalculate licences” (Error!
Reference source not found.) the table of valid licences at the monitoring site is
calculated. The array of valid licences is calculated by the following algorithm:
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The theoretical transmitter field strength at the monitoring site is calculated
using the Hata-Davidson radio wave propagation model (TIA TSB-88A), based
on the following input data: frequency, effective radiated power of the
transmitter, distance, antenna height, propagation environment at the
monitoring site, the receiving antenna’s height;

The theoretical field strength intensity is calculated for all transmitters
whose licences include coordinates, effective radiated power, antenna
height, class of emission;

The user of the licence with the highest theoretical field intensity exceeding
the established field intensity threshold is considered as the most probably



detectable at the monitoring site. Additionally, the numbers of all other
licences over the threshold are stored for the use of Skudra Server;

e Using a geographical distance calculation method (not taking account of the
Earth’s curvature) from all the transmitters having coordinates in their
licences, only those are selected that are not farther then the established
threshold. If a valid licence was not established applying the previous clause,
the user of a licence with coordinates nearest to the monitoring site within
the distance threshold is considered valid;

e Additionally, the numbers of all other licences over the threshold are stored
for the use of Skudra Server;

e All licences without coordinates are considered valid everywhere and are
appended in parentheses to the list of valid licences at the monitoring site;

e Additionally, the numbers of all the licences without coordinates are stored
for the use of Skudra Server;

e Frequencies which are not found in the Skudra Server database, but are
included in the user-prepared file of specific frequencies are appended to
the array of valid licences;

e Additionally, for display in the measurement section’s map and manual
tweaking of the licence, all licence information is stored, their theoretical
field intensity at the monitoring site and their distance.

4.6 Functionality of Machine Learning

To use machine learning signal detection, corresponding function has to be enabled
for particular measurement range (see 4.3). One of the parameters that is necessary
to set in order to use machine learning detection is ML model. This paragraph
provides instructions on how to generate ML learning model.

4.6.1 Generation of Machine Learning models

Functionality necessary to generate ML models is available in “Machine learning”
panel;

. Measurements n = [# Settings Ranges E Sample spectra Machine leaming m Masks g;’-‘-bom

Generation of ML model is divided into five steps. The first step is to select stored
spectrogram data (for measurement of spectrogram see ranges and waterfall
functionality).
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Machine leaming source data preparation

1. Selection of spectrogram data Browse files

Locating files...

638017182871175535-0-256 zip (500 MHz - 600 MHz):
TMHz / 25 MHz: 15200 samples

Completed

Total: 15200

2. Identify samples with range above (dB):

ldentify 15200 samples mapped for identification
Checked: 15200 , above squelch: 6360

Stop

3. Reduce amount of samples to : |5DDD

I Load to list I Save to file

R000 samples selected for Machine leaming
5000 samples processed
populating list...completed

Selection of spectrogram data is provided by “Browse files” button. In following open
file dialog, it necessary to select single or multiple zip files that are contained in
spectrogram folder. Opposed to selecting spectrograms for waterfall display, where
it is necessary to select folder, for ML model generation it is necessary to select files
inside spectrogram folder:

Open *
&« v 4 <« rezultati » 2022.10.18_Skudra v4.5.2_(500-600MHz) » 638017182871175939_dvb-t v | B Search 638017182...
Organise * Mew folder =~ @ @
T ~ MName Date medified Type Size ~
@ OneDrive - Elektrc 638017182871175939-0-256.zip Compressed (zipp... 1491 KB
638017182871175939-256-512.zip Compressed (zipp... 2218 KB

@ OneDrive - Persor

# 632017182871175039-512- 762 zip Compre 1404 KB
[ This PC ¥ 638017182871175939-768-1024.2ip Compre 23588 KB
& £ 638017182871175939-1024-1280.zip Compressed (zipp... 1492 KB o
File name: |638017182871175939-0-256.zip w | Zip archive (*.zip) ~
Cancel

After selection of zip files and pressing “Open” button, information text box is filled
with names of selected files and number of samples they contain;

Second step is to select (identify) spectrum samples to be used for generation of ML
model based on difference between maximum and minimum field strength in each
sample. This removes samples without change of field strength from using further
steps which includes manual selection of samples that must be considered as signal.
Practical value of necessary difference between maximum and minimum field
strength may be considered 10 dB;

Third step is to reduce number of samples used for ML model generation, however
there no practical use to limit the number bellow 10000. User must pay attention to
set limit, because limit value is not automatically updated after identifying new
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samples in second step. Reduction of data is commenced by pressing button “Load
to list” or “Save to file”
format, that will allow to load it to list later, including together with other files
(functionality in group box management of spectrum samples). Pressing “Load to
List” will load samples to list for selection of samples to be considered as signal:

. By pressing “Save to file” samples will be stored in file in

List of samples for fitting model

4. Labeling of samples

Time Freguency Bw offzet Label
B6380171828711755935 514000000 25000000 0 O
638017182871175935 516000000 25000000 0,0322... O
638017182871175939 515000000 25000000 0 O
B638017182871175935 526000000 25000000 0 ]
638017182871175939 527000000 25000000 0 O
B6380171828711755935 528000000 25000000 0,0185... O
638017182871175935 525000000 25000000 O
B638017182871175935 531000000 25000000 0,0083... ]
638017182871175939 532000000 25000000 0,0137... O
B6380171828711755935 533000000 25000000 0 O
638017182871175935 534000000 25000000 0 O
638017182871175939 538000000 25000000 0 O
B638017182871175935 535000000 25000000 0,1005... ]
638017182871175939 540000000 25000000 0,0966... O
B6380171828711755935 41000000 25000000 0,0812... O
638017182871175935 542000000 25000000 0,0243... O
638017182871175939 543000000 25000000 0,0032... O
B638017182871175935 544000000 25000000 0,0088... ]
B6380171828711755935 545000000 25000000 0 Ol
638017182871175935 546000000 25000000 0 O
638017182871175939 S47000000 25000000 0 O

Step 4 provides functionality to mark samples that must be considered as signals.
Correctness of this marks has direct influence on usefulness of resulting ML model.
For broad band signals, list will have several records for single signal. In such case it
is important to select only the sample record that is centred on signal, otherwise
broad band detection will detect signal not only on centre frequency of spectrum,
but also on offset frequencies depending on how samples was marked;

To support selecting samples to mark as signals, cumulated spectrum of sample is
shown for selected record, and also value of frequency offset from record frequency
(usable as additional guide to select between nearby records, when spectrum alone
is not definitive) is shown in column “offset” list of samples.
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Spectrum of sample
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After marking samples that must be considered as signals, it advisable to save
marked samples to file for combined, by pressing “Save samples” button:

Save fAc X
&« ¥ 1 < Skudra PATROL » ML W W) Search ML
Organise = Mew folder 1SS - o
Mame Date modified Type Size

Mo iterns match your search,

File name: |M ~

Save as type: | JavaScript Object Motation (*.json) ~

» Hide Folders Cancel

After successfully saving spectrum samples, corresponding information line is added
to information text box:

Management of spectrum samples

I Save samples I Load samples

saved to: dvb4est json

Saving spectrum samples to file provides possibility for later loading samples to be
used to fit ML model from several files. Those files can be created at different
channel, different antennas, different signal to noise ratios to provide most diverse
spectrum samples. By pressing “Load samples” can load all files deemed necessary
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for fitting model. Samples contained in files will be added to “List of samples for
fitting model”. Any samples contained in “List of samples for fitting model” before
loading files will be lost:

Management of spectrum samples

Save samples Load samples

loading (Z) files
05dvb+_bdb json 2000 samples
dvbest json 4350 samples
complete

When necessary samples are loaded in list and signals are marked, Fitting of ML
model can be started by Pressing “Start” in “Fitting ML model” group box:

Fitting ML model

5. Fitting the model
| Start |

Fitting Starts with selecting file for saving ML model. Selected file name will be used
to select available ML models, when defining broad band detection in Ranges panel;

Save As x
&« v <« Skudra PATROL » ML v O Search ML
Organise « Mew folder == - 0
~
MName Date medified Type Size
|| dvb-t.madl MDL File 80 KB
| | He.mdl MDL File 80 KB
|| public_mobile.mdl MDL File 29 KB
| | upper.mdl MDL File 89 KB
< >
File name: m ~
Save as type: | ML model (*.mdl) ~
~ Hide Folders Cancel

After selecting model name fitting of model is started. At the end of fitting,
information on success of fitting in “Fitting ML model” group box is shown, for
example: accuracy, whose low values (<90%) sometimes may be sign of incorrect
marking of spectrum samples and confusion matrix, where number of cases when
negative truth (no signal) is predicted as positive (signal) can be seen;
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Fitting ML maodel

5. Fitting the model

| Start

ARccuracy: 100,003
Area Under Curve:

Flocore:
Logloss:
LoglaossReduction:

100,00%

PogitiveRecall:

NMegativeRecall:
confusion matrix:

Confusicn table

PREDICTED || positive
TRUTH | |z========
positive || 37

negative || v}

| |=========

Precision || 1,0000

EEEEEE

“myFirstModel.mdl

Area under Precision recall curwve:

PositivePrecision:

NMegativePrecision:

100,00%
100,00%

1
1
1
1
100,00%
TEST POCITIVE RATIO:

0,0581 (37,0/(37,0+600,0))

IR R R R R R R

saved to: C:\info'wienk versija'\Skudra PATROL\ML

Any ML model, previously or newly created, must be imported to be available when
panel. Import of models is started by pressing
“Import models” button in “Import of fitted models for broadband detection” group

setting measurement ranges in Ranges

box.

Import of fited models for broadband detection

| Import models |

Loading madels..

dvb+4.. Loaded

myFirstModel.. Loaded

public_mobile .. Loaded

upper.. Loaded

Models stored succesfully / ready for use

Importing models provides possibility to select several ML models. ML models
previously imported will be unloaded, and only newly selected models will be
available for setting Broadband detection for measurement ranges:

Broadband detection

Noise squelch{dB)
Prob. squelch
ML model Iy First Model [~
dvb4
FirstModel
public_mobile
upper
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4.7 Functionality of Mask Detection

Skudra Patrol provides two approaches to detection emissions above/below the set
limit. First is detecting emissions above fixed squelch field strength, regardless of
measurement range parameters. Second approach is to compare measured field
strength to spectrum mask that is specifically designed for frequency range defined
by its start frequency, stop frequency and resolution.

For mask detection with fixed squelch no mask generation is needed. Generation of
specific masks for particular measurement ranges is described in section 4.7.1.

4.7.1 Mask generation

Functionality of spectrum masks’ generation is available in “Masks” panel.

Measurements n = HsH Settings @ Ranges Sample spectra m Machine leaming m Masks g;’-“bol.rt

Skudra Patrol provides three data sources to generate spectrum masks:

¢ Maximum and minimum spectrum traces of currently displayed frequency
range spectrum in “Measurements” tab,

e Currently displayed spectrogram in “Measurements” tab (which is then used
to calculate maximum and minimum traces),

e Previously generated spectrum mask selected in list of masks.

Mask generation source

From spectrum (FM)

From spectrogramm (unavailable)

I Clear data |

Load mask from list (FM_MAX)

To load source for mask generation corresponding mask source button must be
pressed. Availability of data source is noted in scopes on the mask data source
button.

If loading data from spectrogram, depending on size of spectrogram, maximum and
minimum trace calculation may take considerable time. Therefore, progress
percentage is shown load button as well as option to cancel calculation:

| FM (38%) Click to cancel |

Also spectrogram data used for calculating maximum and minimum traces is limited
by time range displayed in spectrogram panel in “Measurements” tab.
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Time limits can be used to exclude unwanted parts of spectrogram or to shorten

calculation time. However, user must also ensure that spectrogram is displayed at
all, otherwise no traces will be calculated:

skudra

Spectrum generation returned no traces. Check spectrogramm visibility!

After successfully loading maximum and minimum traces from frequency range

spectrum or spectrogram, corresponding ranges will be loaded in spectrum mask
definition chart:

Spectrum mask definition chart

= |MaxHold
732 ——{MiFera
= [Clrwirt/Mgsk
n
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5 .51
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|
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) ) [
e N | L ﬁ'l“““"ﬂ'—' !
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13.2
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If loading mask from list, selected mask will be loaded in spectrum mask definition
chart as ClrWrt/Mask trace:
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Spectrum mask definition chart
9

—— MarqHold
= MinHold
= ClrijfrtMask
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In general, after loading source data, new mask template can be generated from
maximimum or minimum traces, or set as straight line by pressing corresponding
buttons:

Preparation of masks

Straight line From Max From Min

However, this functionality can be limited by markers, as further described in (4.7.2)

4.7.2 Mask manipulation

Mask manipulations are available as soon as ClrWrt/Mask trace is available in
spectrum mask definition chart. ClrWrt/Mask trace can be added in following ways:

e By selection in list of masks. This function is available only if there are no
mask manipulation in progress and selected mask is compatible with
maximum and minimum traces loaded id mask definition chart,

o By loading selected mask from list (specifically pressing “Load from list”
button),

e From maximum trace (if loaded) by pressing “From Max”,

e From Minimum trace (if loaded) by pressing “From Min”.

Preparation of masks

Straight line From Max From Min

+dB -dB €-> » -

Cancel
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Once ClrWrt/Mask trace is available, markers can be added to limit “Preparation of
masks” functionality in frequency domain. Markers can be added by mouse left-click
while holding “Ctrl” key. Other marker functions are the same as those of frequency
range spectrum (4.1.14), with exception that in Spectrum mask definition chart
markers can be added to ClrWrt/Mask trace only and middle marker is not set to
trace, and it is freely adjustable.

Spectrum mask definition chart
120

o o I I M
e e b

0

-30

83 90 a2 94 "96 98 100 102 104 106 108

Further spectrum mask in frequency range between outer markers can be altered as
follows:

e Markers can be connected with straight line by pressing “Straight line”
button,

e Spectrum mask can be updated with values from maximum trace by pressing
“From Max” button,

e Spectrum mask can be updated with values from minimum trace by pressing
“From Min” button,

e Mask trace points can be increased by value (dB) set in textbox in the left by
pressings “+dB” button,

e Mask trace points can be decreased by value (dB) set in textbox in the left by
pressings “-dB” button,

e Mask trace can be broadened (each point is given value maximum value of
itself and two closest neighbours) by pressing “<->” button,

e Mask trace can be narrowed (each point is given value minimum value of itself
and two closest neighbours) by pressing “>-<” button.

If no markers are set, functions described above are deployed for whole frequency
range of mask.

Maximum and minimum values of spectrum mask is 120 dBuV/m and -30 dBuV/m,
respectively. Therefore, to shape spectrum mask’s base as straight line it is possible
to decrease values below -30 dBuV/m, where values will clipped, and then increase
values again.
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Examples of mask manipulation:

Spectrum mask defintion chart

MaxHold
MinHald
A 625kHe — Clrin/rt/Mask
50 24448 +| Marker
A:|67.5 kHz
17448

: x

i VI ‘
W%MWM%MMJJ 2 vty A i m e

10

98.7 98.5 93.9 99 99.1 99.2 99.3 99.4 99.5 99.6 99.7 99.8 99.9 100 1001 1002

Spectrum mask definttion chart

MaxHold
MinHold
A 625kHz — Clrniit/Mask

50 Marker

30

987 98,8 989 a9 991 992 99,3 99.4 995 996 99,7 99,8 999 100 1001 1002

Spectrum mask definttion chart

MaxHold
MinHold
= |Clriwrt/Mask
50 + |Marker
30 \

99.30§5 MHz i kHz

19 dBuV/ ]
WW\FMWW\! P VS EET! VT YT .n_l.n"

10 T T T T
98.7 98.8 98.9 99 99.1 99.2 99.3 99.4 99.5 99.6 99.7 99.8 99.9 100 1001 1002 1003

4.7.3 Mask administration
Following mask administration options are available:

e Add generated (manipulated) mask to list. Mask name is proposed the same
frequency range name or spectrum mask name from which new mask have
been created. If mask with same name already exists “(1,2,3...)” is added to
the name,

e Overwrite mask selected in list with newly created,

¢ Delete selected mask from list,

103



104

Mask: list administration

FM

Add to list
Cverwrite

Delete

e It is possible to name of selected mask in list, by directly editing the name
on the list.

List of masks
MName F1{MHz)} F2(MHz) Res.(Hz} Used
875 108 2500 O

FM

e For mask to be used in remotedly controled measurements by Skudra Server,
it has to be set as “Used” by clicking checkbox in list of masks. Only one mask
with distinct Start frequency (F1), Stop frequency (F2) and Resulution (Res.)
combination can be set as used.

If mask manupilations render changes in spectrum masks for measurement ranges
set in Ranges panel, warning text “Spectrum masks for particular ranges have
been changed” is displayed on statusbar.

Frequency range spectrum

T T vy |

120
= [lrwrt
%0 . . E!QTW
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30

R~ W W WY

0

-30

a8 30 a2 34 36 38 100 102 104 106

o> = Spectrum masks for particular ranges have been changed

Mask names compatible to measurement range (with corresponding Start
frequency, Stop frequency and Resolution combination) is displayed and
selectable in Mask detection’s Max. mask/Min. mask dropdowns in Ranges panel:

Mask detection
Max. mask  [FM_MAX(1) ~|[0% |

Min.mask  [FM_MIN | [50%

StephHz): [100 |/[1] Bw([s |




4.8 Functionality of Remote Control

If set to remote control (4.1.1) operation, Skudra Patrol signal Skudra server for
acceptance of remote tasks and performs measurement according to received tasks.
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To set Skudra Patrol to remote mode, it is necessary to that user is authorised
(4.2.7);

By toggling “Remote” button to enabled, remote operation is started in
following order:

o Skudra Patrol registers on Skudra Server as available for remote
control. Information registered contains computer host name and IP
address, location (N/E), receiver model and serial number;

o Additionally spectrum masks an machine learning models available at
local Skudra Patrol is registerd on Skudra Server;

o Skudra patrol requests measurement ranges set for particular
receiver/ computer at Skudra Server;

o If there are no set measurement ranges at Skudra Server, Skudra
Patrol idles until measurement ranges is added or remote mode
disabled;

Measurement ranges set at Skudra Server are time limited (the have defined
start and stop times). If start time is set to be in future, Skudra Patrol start
measurement at set time (provided that remote mode still active) and stop
at stop time;

If measurement ranges are edited or added at Skudra Server, Skudra Patrol
immediately receives notification and if necessary, updates measurement
ranges. If changes set at Skudra Server impact remote measurements
currently performed, measurement is stopped and results are saved and if
necessary new measurement is started;

Informative message is displayed at status bar’s left side, informing that
remote control is active (“Remote control proceeding...”) and that “New task
received”, if Skudra Server has notified of changes in scheduled
measurements;

£ >

o ~ Remote control proceeding ....... (Mew task received)

Options available in measurement ranges (4.3), start and stop times, and
option to upload measurement’s results to Skudra Server is available at
Skudra Server;



Measurements n = Settings @ Ranges Sample spectra m Machine leaming m Mask

Settings Walues of cument/stored measurement session settings
- Measurement session title ~
- Measurement time MName Frequencies  Step Aftenuati |
- Measurement coordinates ]
- Result link 27,5 MHz
[=)- Antenna/recsiver tract i 1028 MHz 100kHz/200kHz | OFF g
- Receiver type

- Receiver |P address
=+ Antenna information
Antenna file
‘. fntenna factar
=)+ Cable information

‘.- Cable file

‘... Cable attenuation
[=)- Measurement ranges
Measurement ranges’ directory
‘... Receiver
[=I- Licence database information

Information on currently remotely measured ranges and other settings is
available in “Stored measurement settings” panel(3.2).

5 Software operating principles

5.1 Measurement of range spectra

Measurements are done in the chosen bands with start and end frequencies
set in the settings, with a defined signal attenuation and channel step. Other
spectrum scanning parameters are specific to signal determination and no
editing is foreseen. The bands selected cannot be changed during scanning;
Scanning of the bands is cyclic - after scanning the last range scanning is
continued in the first range;

Signal detection is done parallel to spectrum scanning, thus in real life the
scanning speed and repetition rate is determined by the performance of the
receiver.

5.2 Signal detection

Manipulation of the signal detection process during measurement is not foreseen -
the process depends on settings applied before the measurement (functionality of
settings and ranges).

5.2.1
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Narrow band detection

The receiver is controlled according to the chosen measurement bands.
Arrays of spectra blocks in the receiver’s FFT range are acquired;

The noise level of each frequency block is determined by a practically
acquired algorithm;



In cases when the emission levels in the frequency channels exceed the noise
level set to be the detecting threshold (squelch setting functionality), signal
search continues in the particular channel;

In cases when the central frequency of an emission determined by a
practically acquired algorithm corresponds to the frequency channel under
investigation, the emission’s spectrum is compared to the sample spectra. If
not, the comparison will be done in the next channel or any other channel
where the signal central frequency will be located

Comparison of spectra is done by Pearson’s correlation function. If the
correlation result’s determination coefficient exceeds the set value (setting
functionality), a signal (transmitter operation) is detected on the frequency;

If frequency channels overlap (in case of 12,5 kHz and 31,25 kHz channels),
the channel with the highest correlation is considered to be detected.

5.2.2 Broadband detection

The sample spectra functionality is best suited for detection of signals whose

spectral shape is defined mostly by signal itself. That is not the case for broadband

signals, where received spectrum shape is influenced by multipath fading. To cover

detection of broadband signals Skudra Patrol employs machine learning algorithms.
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It is important to note that machine learning approach is highly dependant
on diversity of spectrum samples. For example, if model is fitted for dvb-t
signal, it won’t detect LTE signal. Further, if model is fitted for single dvb-t
signal, model’s applicability will be reduced, when there are two signals side
by side. The same is true for high power signals versus signals close to noise
floor or inside interfering signals. To accommodate various reception
scenarios, best way is to fit ML models using data obtained from drive test
(provides different signal to noise ratios and interference scenarios) and data
from different regions where different channel configurations exist;

Output of ML model is 1 if emission classifies as signal, 0 - as not signal, values
between 1 and 0 denotes probability of emission being signal. If value of
probability reaches set probability squelch (see Prob. Squelch 4.3), emission
is considered as signal.

Compared to correlation techniques used in narrow band detection, where
correlation values have continuous distribution, probability values tend to
have values closer to 1 or 0. Therefore limiting probability values has less
influence on detection of compared to narrow band’s correlation squelch,
and generally to change behaviour broadband model refitting is necessary;
Before ML model is applied, value close to interdecile range of emission’s
spectrum in 25 MHz band, is compared to noise squelch (see Noise squelch(dB)
4.3). Detection of signal is continued with ML model only if noise squelch
value is reached. It is recommended to set noise squelch value close to that



used when fitting ML model (4.6.1), otherwise ML model would be used on
data it was not fitted for, which may yield unexpected results.

5.2.3 Mask detection

In general functionality of Skudra Patrol is aimed towards detection of actual

operation of transmitter at particular frequency. However, there are cases when any

emission or elevated noise outside above specified limits must be identified. Typical

use cases would be detection of out of band emissions form FM broadcasting stations

or detection of emissions in public mobile guard bands.

To meets these requirements Skudra Patrol provides functionality of Mask detection.
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Mask detection
Max. mask  [SquelchidB) | |30 |

Min.mask  [FM_MIN | [50% |

stepkHz:: [100 |/[1 ] BW[5 |

Mask detection provides two detection directions - above mask (Mask. mask)
and below mask (Min. mask), which can be used separately or both together
and together with other detection types (for example, narrow band
detection).

Mask detection is configurable to use fixed squelch with value in dBuV/m set
to the right of mask dropdown.

Mask detection is configurable to use user defined spectrum mask. In this
case percentage of mask signal is overshooting or undershooting to be
considered as detection must be set. 0 % - any point spectrum above (or
below) mask will trigger detection, 100% - all points of signal spectrum have
to above (or below) mask to trigger detection.

Mask detection bandwidth (BW) is set to compare signal against mask only in
set bandwidth in the center of channel. For example, it can be used to
compare mask to signal only at stable part of signal (carrier frequency).
Practicaly spectrum in mask detection bandwidth contains more that single
spectrum point. It may be relevant (for example spectrum changes due to
modulation) whether mask is overshoot by all spectrum points (100%) or just
single point (0%). Overshoot/undershoot percentage can be set in textbox to
the left of mask type dropdown, if user defined mask is selected;

Channel step for mask detection is set independently from measurement
range’s channel step. This allows to use any channel step. Further channel’s
step divisor is introduced, to use channel steps that are not integer values,
for example 25kHz/3 = 8,333 kHz;

Width of spectrum channel is defined by measurement range’s channel’s step
second value (e.g. 25 MHz for “1MHz/25MHz” channel step), unlike



narrowband and broadband detection, width of spectrum has no influence on
mask detection channelling; Spectrum corresponding to width of channel will
be used to establishment of signal parameters (5.6);

Detections related to maximum mask overshooting or minimum mask
undershooting are recorded in list of detection results with emission class
“mask+” and “mask-” respectively.

Mask detection is dependent on EM conditions at particular site, therefore specific
procedure for transfer of masks from one measurement site to another is not
foreseen.

5.2.4 Jammer detection

Skudra Patrol provides specific detection of signals generated by public mobile and
GNSS jammers. Usually, jammer signal is constructed by mesh of carriers. In order
detect jammer signal repetitiveness of jamming carriers is measured.
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Repetitiveness of jammer’s carriers is expressed as Carrier specificity for
required carrier spacing ranges. For example, if emission contains carriers
separated from each other (carrier spacing) by 100 kHz and power contained
in those carriers is by certain amount higher than typical value of other
spacing components, then emission will be detected as jammer.

However, jammer detection process includes several mathematical
conversions, in a way that dB relation between noise and carriers level is lost.
Therefore, Carrier specificity value is expressed as comparative measure
from 0 up to 5 (usually) with practical jammer detection squelch level of 1
to 2;

Jammer detection

Moise squelch(dB)

Camier spacingfrom+4o, kHz)

31-44: 46- 180 |
Car. specificity
Exclude: GsMm | [LTE | 5G

Jammers for public mobile networks and GNSS usually have carrier separated
by 60 to 160 kHz, yet jammers designed for 433 MHz band can have carrier
spacing in range 1 to 5 kHz. To provide jammer detection for diverse types
of jammers, jammer detection is available for all channel steps, providing
options for jammers with finer or broader carrier spacing.

In practice spectrum resolution (channel step) limits Carrier spacing ranges
usable for reliable jammer detection:

o 6.25kHz/25kHz (also 1Q) limits to 1-10 kHz



o 10MHz/100MHz limits to 2-50 kHz
o 100kHz/200KHz limits to 10-200 kHz
o 1MHz/25MHz limits to 20 - 500 kHz
Those limits are approximate and twice broader limits may be usable;

As jammer detection is available for every channel step, selecting
appropriate channel step increases scanning speed. For example, most public
mobile jammers can be detected with 2,5 kHz resolution provided by
100kHz/200kHz channel step;

Many wanted signals contains repetitive carriers. For example, LTE signal has
traces of repetitive carriers with spacing of 45 kHz. To exclude such carriers
from calculation carrier spacing ranges must be set (example: 31-44;46-180).
To aid exclusion, it is possible to add predefined carrier spacing exclusions
for GSM, LTE, 5G by pressing respective buttons;

Noise squelch determines neccessary interdecile range of emission’s
spectrum in 0.5 MHz, 2 MHz, 10 MHz or 20 MHz bands (respectively for
6.25kHz/25kHz, 10MHz/100MHz, 100kHz/200KHz and 1MHz/25MHz channel
steps), to proceed to jammer detection;

Rarely local emissions, for example, from power adapters, may have
repetitive carriers. Their influence can be limited by setting noise squelch.
However unnecessary setting high noise squelch values may limit potential of
jammer detection, because even emissions with low signal to noise ratio
(lower that carrier specificity) can have high carrier specificity. Caution
setting high noise squelch is particularly important, because usually jammer’s
signal power density is low and most detection will happen close to noise
level;

Frequency range spectrum
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Guidance what repetitive carrier spacing frequency to exclude from by
spacing ranges, can be obtained by selecting false jammer detection record
in signal detection result list (4.1.8) and in sample spectra section (3.5)
clicking “download” button (E.12, otherwise used to obtain new sample
spectra). After that breakdown of carrier spacing with highest specificity is



displayed in “Sample spectra statistics” group. Carrier spacings displayed may
be excluded by spacing ranges to mitigate false jammer detections.

Sample spectra statistics
ple
15 (kHz) [
IkHz
0 kHz
HJEkHz
50 200

e Usually jammers cover broad frequency ranges, sometimes in excess of 100
MHz. Therefore, depending on bandwidth of jammer, signal will be stored in
100 MHz, 250 MHz or 500MHz span, resolution will be reduced to 400 kHz, 1
MHz or 2 MHz respectively. However, if waterfall spectrogram storage is
enabled, spectrum in full resolution will be available through waterfall
spectrogram.

5.3 Direction finding

Skudra Patrol provides functionality to trigger direction finding (DF) on detected
signals. Ranges tab provides DF triggering (4.3.9) configuration for each
measurement range. Direction finding results for each frequency channel are
displayed on map (4.1.17) and stored in measurement results file.

Intended objectives of DF triggering is to provide quality directions to the source of
detected signal, to reasonably share DF time between continuous and infrequent
signals, and to reserve DF time for most important detections. Objectives are
realised through following functions:

e Direction finding is triggered by signal detection event. Considering that
direction finding is more time-consuming operation than spectrum scanning
in most cases que of direction finding requests is created. Each DF request
has distinct frequency and measurement range combination.

e Direction finding request que is prioritised by more seldom requests, so that
infrequent signals and continuous signals have equal chance of being DF-ied.
Even more priority is given to seldom requests if request queue is more that
10 frequencies long. Priority is further increased after queue has reached
length of 20, 30, 100 frequencies.
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5.3.1

Triggered DF

Dwell times) Quality(*)
Trigger conditions (Field str., count, freq.)

| 30/>dBuvm | 5| [Listed ~|

DF list{MHz): 153.1

172325
106.2

Report DF to
O Skudra Server

Receiver’s DF measurement time (averaging time) always is set 100 ms. If
triggered DF dwell time is set to 0 seconds, direction received from DF
equipment is returned as result of request. If dwell time is set longer that 0
seconds, most probable value of direction results received from DF
equipment during dwell time is returned. When calculating most probable
direction, it is taken into consideration that signals during the dwell time may
be received from several sources.

DF results with quality lower that set limit in text box “Quality(%)” are not
taken into account, when calculation most probable direction during dwell
time. If no result from DF equipment above quality squelch is received, DF
request is returned as unsuccessful e.g. no direction is stored.

Trigger field strength condition determines that DF request is made only for
signals above set field strength threshold. This condition is usable to ensure
that DF request are made only for signals with field strength sufficient for
direction finding, or to limit direction to signals of highest field strength;
Count of signals trigger condition limits the number times signal has to be
detected for DF request to be made. Functionality can be used to exclude
from direction finding signals with low probability of repeating.

Frequency trigger condition can be configured whether all signals (“Any”
satisfying other conditions are DF-ied, or only those without licence
assignments, or only those with channel frequencies listed in text box “DF
list (MHz)”.

Direction finder settings changed by Skudra PATROL

To ensure reliable direction finding some of the direction finders RF settings are
changed upon first or each DF request:
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DF bandwidth is automatically switched between 7.5 kHz (9 kHz for
SignalShark), 15 kHz, 120 kHz, 240 kHz (150 kHz for PR200 and EM200) and
2,4 MHz (2 MHz for PR200 and EM200) depending on bandwidth of detected
signal. However, setting these values requires to set DF selection and DF



span. To merit faster DF, bandwidth is set indirectly though DF step (if
possible).

¢ DF measurement mode is set to Normal (regulated by DF squelch).

e Spectrum measurement time is set to “Auto”;

e Settings like DF squelch threshold, antenna polarisation or amplification,
direction finders attenuation, DF antenna RF-input are changed according to
values set to DF equipment settings (4.3.10) for each range or as manually
overridden by user (see. 5.3.2)

o For some settings “-” value is available, which means that value already
set in direction finder by other means (e.g. GUI) will be used. However,
when using same equipment for direction finding and scanning, settings
relevant also to direction finding may be set during scanning by receiver
settings (4.3.1) and vice versa.

It is important to note that in versions below 4.5.8 Skudra PATROL sent “reset”
command to direction finder that resulted in default location (“Munich”) and
magnetic declination corresponding to that location. Starting version 4.5.9 reset
command is not sent.

5.3.2 Direction finding override

Direction finding override functionality is available, if any active (set as used)
measurement range has DF triggering enabled (4.3.9).

e DF override - direction finding on manually selected frequencies is started by
user clicking “START DF...” and stopped by clicking “STOP DF...”.

e During DF override direction finding is done on frequencies, corresponding to
records that has been selected in signal detection list on the moment of user
clicking “START DF...”.

e For DF override automatically created direction finding queue is replaced
with user created. Still, as scans progress, new frequencies is added to
automatically created DF queue, which will be used as DF override is stopped
by user.

Information on how to use direction finding override is available in section 4.1.18.

5.3.3 Dynamic bearing and location correction by Compass and GNSS

Skudra PATROL provides functionality to use compass correction for bearing results
and GNSS coordinates for location. Both corrected bearing and GNSS location is used
when DF results is reported to Skudra Server (5.4), however location is discarded for
results saved locally in Skudra PATROL.

Bearing and location correction can be enabled by selecting “Compass azimuth
correction with GNSS location” or “Course over ground azimuth correction with GNSS
location” in Azimuth and location dropdown (4.2.2)
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However, enabling bearing and location correction, has effect only if physical GNSS
source is available. Further exact compass and GNSS source will be chosen after first
direction requested through triggered DF (4.3.9) by following scheme:

1.

If physical GNSS source is not available, then
1.1. Skudra PATROL is running with dynamic bearing and location correction
disabled;
1.2. Skudra PATROL has set direction finder’s bearing correction by compass to
disabled (fixed North offset in use) and GNSS source to manual;
If physical GNSS source is available, then
2.1. First choice location source is DF antenna built-in GNSS source;
2.2.Second choice location source is GNSS source connected (or built-in) to
direction finder;
2.3. If to use compass azimuth correction is selected:
2.3.1. First choice compass is DF antenna built-in compass;
2.3.2. Second choice compass is compass connected to direction finder;
2.3.3. If no compass is available Skudra PATROL sets direction finder’s
bearing correction by compass to disabled (fixed North offset in use) and
GNSS source to manual;
2.4. If to use course over ground azimuth correction is selected:
2.4.1. First choice is “Course over ground” derived from DF antenna’s built
GNSS source;
2.4.2. Second choice compass is “Course over ground” derived from GNSS
source connected (or built-in) to direction finder;
2.5. Software azimuth correction is never used.

Selections made here are stored in direction finder, and may influence results of
other software used after Skudra PATROL.

5.4 Direction finding: Report DF results to Skudra Server

If accordingly configured (4.3.9) Skudra Patrol reports direction finding results
realtime to Skudra Server. For further storage, realtime display and triangulation.
Following data is sent to Skudra server:
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¢ Frequency channel;

e Most probable direction to signal source, obtained according to 5.3;
e Timestamp of DF;

e All DF results, obtained during the dwell time period;



Coordinates of direction finder during the dwell time if compass functionality
in settings panel (4.2.2) is enabled. Otherwise coordinates set in settings
panel (4.2.5) are sent;

If direction finding is unsuccessful, field strength of signal associated with
the coordinates is still sent to Skudra Server.

5.5 The storage of signals detected

All detected signals are aggregated by frequency channel to minimise storage space
and processing power, as well as efficient access to monitoring results.

All signals found in any single frequency channel are stored in one array
(cumulated spectrum) creating a matrix, the elements of the matrix showing
how often the index value (frequency and level) is detected;

Every time when, monitoring a frequency channel, a signal is detected, it’s
level is stored. Information on the number of scans when no signal was
detected is also stored;

The average correlation value of all signal detection events in a channel is
stored;

Each scan’s start time is stored. This value corresponds to signal detection
time and is referenced to each detection event

The sample spectra use statistics are stored - how often each sample
spectrum was detected as most appropriate;

Distribution of triggered DF results (if available) is stored.

5.6 The establishment of signal parameters

A single value for each parameter is obtained for each frequency channel.
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The field strength is calculated as the maximum electromagnetic field
strength dBuV/m, exceeded in 2 % of signal detection cases. The intensity is
calculated adding to the signal level the earlier set antenna factor (Error! R
eference source not found.) and cable attennuation (Error! Reference
source not found.);

The field strength for each signal detection case is calculated as the spectrum
maximum value in the signal bandwidth (the FFT resolution for 100 kHz
channel step FFT is 2,5 kHz, for 6,25 kHz step - 125Hz, Blackman windowing);

Bandwidth - The detected signal maximum bandwith exceeded in 5 % cases
of signal detection at a signal to noise ratio at least 30 dB. If the signal to
noise ratio never has exceeded 30 dB, the presented bandwidth is calculated
as the maximum unique bandwidth level pairs exceeded in 5 % of detected
signals;



The signal bandwidth in each detection event is determined by the 1% B (99%
power in bandwidth) method if signal to noise ratio at least 30 dB, and by the
mid-level between the maximum level and noise level if the signhal to noise
ratio is less than 30 dB;

The signal activity percentage is calculated as a percentage of signals
detected over the total number of scans.

6 File formats

6.1.1 The file format of the antenna factor and cable attenuation

6.1.2

116

The antenna factor and cable attenuation is delivered to the software by an
UTF-8 text file (*.txt). Each row of the file comprises pairs of frequencies in
MHz and attenuation coefficient in dB separated by the tabulation symbol
(TAB). The decimal sign is point (.).

The antenna factor and cable attenuation should be delivered with a positive
sign enabling the calculation of the resulting field intensity by summing up
the received signal level, the antenna factor and the cable attenuation.

The file format of the licence database

The antenna factor and cable attenuation is delivered to the software by an

UTF-8 text file (*.txt).

Each file row comprises 20 tabulation symbol seperated (TAB) values:
1. Reserved for future use

Frequency (MHz)

User

Reserved for future use

Reserved for future use

Comment

Effective radiated power (dBd)

Reserved for future use

W ® N R WD

Reserved for future use
. Antena height over ground (m)
. Class of emission

_ = e
N = O

. Reserved for future use

—_
w

. licence identificator

—_
N

. Reserved for future use
. Decimal coordinate (E)

. Decimal coordinate (N)
. Reserved for future use

_ = -
00 N o U

. Reserved for future use

-_—
O

. Reserved for future use



20. Reserved for future use
e All values are given in single quotes as ‘value’. The decimal sign is point (.).

6.1.3 The format of the specific frequency file

e The specific frequencies are delivered to the software by an UTF-8 text file
(*.txt). Each file line contains a frequency in Hz, the frequency user and class
of emission separated by the tabulation symbol (TAB).

e The frequency may only be a positive integer. The class of emission is not
mandatory.

6.1.4 The file of radiofrequency applications

e The radiofrequency application information is delivered by a “xlsx” format
file, that should be downloaded from the web-site https://efis.cept.org/,
choosing necessary country in the tab “Application” and then pressing search.

Home Freq. bands Allocation = Application~ Documents Interfaces Right Of Use Information-
Frequency Range MHz v
Application <all application terms= v
<all level 2 application terms= v

<all level 3 application terms=>

Search only in the selected level
-0r -

.

Hierarchical Alphabetical Abbreviations

<all application terms=

Frequency Tables Germany
Greece
Hungary
lceland
Ireland
Italy
Kosovo™*
Liechtenstein
Lithuania -

Search

e After that by click “Export search results to XLSX (country as colums)” EFIS
application file supported by Skudra Patrol is downloaded;

117



Search results

Showing result of search for results in range 0 Hz - 1000 GHz from tables: ' Latvia; ' in total 1170 results

Export search results to XLSX Export search results to XLSX (country as columns)

e The radiofrequency application information is delivered by a “csv” format
file, that should be downloaded from the web-site https://efis.cept.org/,
choosing necessary country in the tab “Application”;

e Length of each application record contained in radiofrequency application
information file is not limited, however, for efficiency reasons, Skudra
PATROL/SERVER limits its length to about 2000 symbols.

6.1.5 CSV file of radiofrequency applications

Skudra Patrol also supports previous EFIS “csv” format for applications file. This
coma separated values file must be composed in following manner:

"Lower Frequency”;"Upper Frequency”;"Latvia"

"14 kHz";"19.95 kHz";"Inductive applications / Defence systems”
"19.95 kHz";"20.05 kHz";"Standard frequency and time signal”
"20.05 kHz";"70 kHz";"Inductive applications / Defence systems”
"70 kHz";"72 kHz";"Inductive applications”

"72 kHz";"84 kHz";"Inductive applications / Defence systems”
"84 kHz";"86 kHz";"Defence systems / Inductive applications”
"86 kHz";"90 kHz";"Inductive applications / Defence systems”

e For each frequency application there are 3 values: “Lower frequency”, “Upper
frequency” and “Application”;

e Each value is inside double quotes, and is separated by semicolon;

e Each application is separated by “new line” symbol;

e Decimal separator for frequencies is point “.”;

e Frequencies can be of Hz, kHz, MHz or GHz units.
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